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1. T. Itoh, Y. Takei, and J. Tarui:
“Constructing Families of e-Approximate k-
Wise Independent Permutations”, IEICE
Trans. on Fundamentals, Vol.E87-A,

pp-993-1003, 2004.

0 O: The notion of k-wise independent per-

mutations has several applications. From

the practical point of view, it often suffices
to consider almost (i.e., e-approximate)
k-wise independent permutation families
rather than k-wise independent permuta-
tion families, however, we know little about
how to construct families of e-approximate
k-wise independent permutations of small
size. For any n > 0, let S,, be the set of all

.,m — 1}. In this

paper, we investigate the size of families of

permutations on {0,1,..



e-approximate k-wise independent permu-
tations and show that (1) for any constant
g > 0, if a family F C S,, of permutations
is e-approximate k-wise independent, then
|FI > nn—-1)---(n—k+1)if e < 1;
|F| > {n(n—1)---(n—k+1)}/(1+¢) other-
wise; (2) for any constant 0 < € < 1, there
exists a family F C S, of e-approximate
k-wise independent permutations such that
|7l = O0(E%2n(n—1) - (n—k+1)); (3) for
any constant € > 0 and any n = p"™ —1 with

p prime, it is possible to construct a poly-
nomial time samplable family F C S, of e-
approximate pairwise independent permu-
tations such that |F| = O(n(n —1)/e); (4)
for any constant € > 0 and any n = p"* with
p prime, it is possible to construct a poly-
nomial time samplable family F C .S, of e-
approximate 3-wise independent permuta-
tions such that |F| = O(n(n— 1)(n —2)/e).
Our results are derived by combinatorial ar-
guments, i.e., probabilistic methods and lin-
ear algebra methods.

. K. Nomura, S. Tayu, and S. Ueno:

“On the Orthogonal Drawing of Outerplan-
nar Graphs”, Lecture Notes in Computer
Science, Vol.3106, pp.300-308, 2004.

O 0: In this paper we show that an out-
erplanar graph G with maximum degree at
most 3 has a 2-D orthogonal drawing with
no bends if and only if G contains no tri-
angles. We also show that an outerplanar
graph G with maximum degree at most 6
has a 3-D orthogonal drawing with no bends
if and only if G contains no triangles.

. T. Yamada, K. Nomura, and S. Ueno:
“Sparse networks tolerating random faults”,
Discrete Applied Mathematics, Vol.137,
pp.223-235, 2004.

O 0: A network G* is called random-fault-
tolerant (RFT) network for a network G
if G* contains a fault-free isomorphic copy
of G with high probability even if each

processor fails independently with constant
probability. This paper proposes a general
method to construct an RFT network G*
for any network GG with N processors such
that G* has O(N) processors. Based on the
construction, we also show that if G is a
Cayley, de Bruijn, shuffle-exchange, or par-
tial k-tree network with N processors and
M communication links then we can con-
struct an RFT network for G with O(V)
processors and O(M log N) communication
links. Cayley networks contain many pop-
ular networks such as circulant, hypercube,
CCC, wrapped butterfly, star, and pancake

networks.

. T. Yamada, T. Ohtsuka, A. Watanabe, and

S. Ueno:

“On sequential diagnosis of multiprocessor
systems”, Discrete Applied Mathematics,
Vol.146, pp.311-342, 2005.

0 O: This paper considers the problem of
sequential fault diagnosis for various multi-
processor systems. We propose a simple se-
quential diagnosis algorithm and show that
the degree of sequential diagnosability of
any system with N processors is at least
Q(V/N). We also show upper bounds for
various networks. These are the first non-
trivial upper bounds for the degree of se-
quential diagnosability, to the best of our
knowledge. Our upper bounds are proved
in a unified manner, which is based on
the very definition of sequential diagnos-
ability. We show that a d-dimensional grid
and torus with N vertices are sequentially
O(N%(4+1)_diagnosable, and an N-vertex
k-ary tree is O(vkN)-diagnosable. More-
over, we prove that the degree of sequen-
tial diagnosability of an N-vertex hyper-
cube is at least Q(N/y/log N) and at most
O(N loglog N/+/log N), and those of an N-
vertex CCC, shuffle-exchange graph, and de
Bruijn graph are O(N/log N).



5. S. Tayu, T. Ghazi Al-Mutairi, and S. Ueno:

“Cost-Constrained Minimum-Delay Multi-
casting”, Lecture Notes in Computer Sci-
ence, vol.3381, pp.330-339, 2005.

O0: We consider a problem of cost-
constrained minimum-delay multicasting in
a network, which is to find a Steiner tree
spanning the source and destination nodes
such that the maximum total delay along
a path from the source node to a desti-
nation node is minimized, while the sum
of link costs in the tree is bounded by
a constant. The problem is NP-hard
even if the network is series-parallel. We
present a fully polynomial time approxima-
tion scheme for the problem if the network

is series-parallel.

. T. Itoh and T. Nagumo:

“Improved Lower Bounds for Competitive
Ratio of Multi-Queue Switches in QoS
Networks”, IEICE Trans. Fundamentals,
Vol.E88-A, No.5, pp.1155-1165, 2005.

O O: The recent burst growth of the Inter-
net use overloads networking systems and
degrades the quality of communications,
e.g., bandwidth loss, packet drops, delay of
responses, etc. To overcome such degra-
dation of the communication quality, the
notion of Quality of Service (QoS) has re-
ceived attention in practice. In general,
QoS switches have several queues and each
queue has several slots to store arriving
packets. Since network traffic changes fre-
quently, QoS switches need to control ar-
riving packets to maximize the total pri-
orities of transmitted packets, where the
priorities are given by nonnegative values
and correspond to the quality of service re-
quired for each packet. In this paper, we de-
rive lower bounds for the competitive ratio
of deterministic multi-queue nonpreemptive
QoS problem of priorities 1 and o > 1:
I+ /aln(;%)ifa>a" 1/(1-e77)if 1 <
a < o, where o =~ 1.657 and 79 is a root

of the equality that e™"(1/a+7) =1—€"".
As an immediate result, this shows a lower
bound 1.466 for the competitive ratio of de-
terministic multi-queue nonpreemptive QoS
problem of single priority, which slightly im-
proves the best known lower bound 1.366.

. K. Ogata, T. Yamada, and S. Ueno:

“A Note on the Implementation of de Bruijn
Networks by the Optical Transpose Inter-
connection System”, IEICE Trans. Funda-
mentals, Vol.LE88-A, No.12, pp.3661-3662,
2005.

O 0O: This note shows an efficient imple-
mentation of de Bruijn networks by the
Optical Transpose Interconnection System
(OTIS) extending previous results by Coud-
ert, Ferreira, and Perennes.

. K. Nomura, S. Tayu, and S. Ueno:

“On the Orthogonal Drawing of Outerpla-
nar Graphs”, IEICE Trans. Fundamentals,
Vol.E88-A, No.6, pp.1583-1588, 2005.

O 0O: In this paper we show that an out-
erplanar graph G with maximum degree at
most 3 has a 2-D orthogonal drawing with
no bends if and only if G contains no tri-
angles. We also show that an outerplanar
graph G with maximum degree at most 6
has a 3-D orthogonal drawing with no bends

if and only if G contains no triangles.

. T. Yamada, H. Kawakita, T. Nishiyama,

and S. Ueno:

“On VLSI Decompositions for d-ary de
Bruijn Graphs (Extended Abstract)”, Pro-
ceedings of the IEEE International Sym-
posium on Circuits and Systems, pp.1358-
1361, 2005.

O00O: A VLSI decomposition of a graph G
is a collection of isomorphic vertex-disjoint
subgraphs (called building blocks) of G
which together span G. The efficiency of
a VLSI decomposition is the fraction of the
edges of G which are present in the sub-
graphs. This paper gives a necessary con-



10.

11.

12.

dition and a sufficient condition for a graph
to be a building block for d-ary de Bruijn
graphs. We also show building blocks for d-
ary de Bruijn graphs with asymptotically
optimal efficiency. Furthermore, we list
the most efficient universal d-ary de Bruijn

building blocks we know of.

S. Tayu, P. Hurtig, Y. Horikawa, and S.
Ueno:

“On the Three-Dimensional Channel Rout-
ing”, Proceedings of the IEEE Interna-
tional Symposium on Circuits and Systems,
pp-180-183, 2005.

O 0: The 3-D channel routing is a funda-
mental problem on the physical design of
3-D integrated circuits. The 3-D channel is
a 3-D grid G and the terminals are vertices
of GG located in the top and bottom layers.
A net is a set of terminals to be connected.
The object of the 3-D channel routing prob-
lem is to connect the terminals in each net
with a tree (wire) in G using as few layers
as possible and as short wires as possible in
such a way that wires for distinct nets are
disjoint. This paper shows that any set of n
2-terminal nets can be routed in a 3-D chan-
nel with O(n'/?) layers using wires of length
O(n'/?). We also show that there exists a
set of n 2-terminal nets that requires a 3-D
channel with Q(n'/?) layers to be routed.

K. Goda, T. Yamada, and S. Ueno:

“A Note on the Complexity of Schedul-
ing for Precedence Constrained Messages in
Distributed Systems”, IEICE Trans. Fun-
damentals, Vol.E88-A, No.4, pp.1090-1092,
2005.
aod:

minimum length scheduling for a set of

This note considers a problem of

messages subject to precedence constraints
for switching and communication networks,
and shows some improvements upon previ-

ous results on the problem.

K. Ogata, T. Yamada, and S. Ueno:

13.

14.

“A Note on the Implementation of de Bruijn
Networks by the Optical Transpose Inter-
connection System”, IEICE Trans. Funda-
mentals, Vol.E88-A, No.12, pp.3661-3662,
2005.

O O: This note shows an efficient imple-
mentation of de Bruijn networks by the
Optical Transpose Interconnection System
(OTIS) extending previous results by Coud-
ert, Ferreira, and Perennes.

K. Nomura, S. Tayu, and S. Ueno:

“On the Orthogonal Drawing of Outerpla-
nar Graphs”, IEICE Trans. Fundamentals,
Vol.E88-A, No.6, pp.1583-1588, 2005.

O 0: In this paper we show that an out-
erplanar graph G with maximum degree at
most 3 has a 2-D orthogonal drawing with
no bends if and only if G contains no tri-
angles. We also show that an outerplanar
graph G with maximum degree at most 6
has a 3-D orthogonal drawing with no bends
if and only if G contains no triangles.

T. Yamada, H. Kawakita, T. Nishiyama,
and S. Ueno:

“On VLSI Decompositions for d-ary de
Bruijn Graphs (Extended Abstract)”, Pro-
ceedings of the IEEE International Sym-
posium on Circuits and Systems, pp.1358-
1361, 2005.

O00O: A VLSI decomposition of a graph G
is a collection of isomorphic vertex-disjoint
subgraphs (called building blocks) of G
which together span G. The efficiency of
a VLSI decomposition is the fraction of the
edges of G which are present in the sub-
graphs. This paper gives a necessary con-
dition and a sufficient condition for a graph
to be a building block for d-ary de Bruijn
graphs. We also show building blocks for d-
ary de Bruijn graphs with asymptotically
optimal efficiency. Furthermore, we list
the most efficient universal d-ary de Bruijn
building blocks we know of.
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S. Tayu, P. Hurtig, Y. Horikawa, and S.
Ueno:

“On the Three-Dimensional Channel Rout-
ing”, Proceedings of the IEEE Interna-
tional Symposium on Circuits and Systems,
pp-180-183, 2005.

0 0: The 3-D channel routing is a funda-
mental problem on the physical design of
3-D integrated circuits. The 3-D channel is
a 3-D grid GG and the terminals are vertices
of GG located in the top and bottom layers.
A net is a set of terminals to be connected.
The object of the 3-D channel routing prob-
lem is to connect the terminals in each net
with a tree (wire) in G using as few layers
as possible and as short wires as possible in
such a way that wires for distinct nets are
disjoint. This paper shows that any set of n
2-terminal nets can be routed in a 3-D chan-
nel with O(n'/?) layers using wires of length
O(n'/?). We also show that there exists a
set of n 2-terminal nets that requires a 3-D
channel with Q(n'/?) layers to be routed.

K. Goda, T. Yamada, and S. Ueno:

“A Note on the Complexity of Schedul-
ing for Precedence Constrained Messages in
Distributed Systems”, IEICE Trans. Fun-
damentals, Vol.E88-A, No.4, pp.1090-1092,
2005.
go:
minimum length scheduling for a set of

This note considers a problem of

messages subject to precedence constraints
for switching and communication networks,
and shows some improvements upon previ-

ous results on the problem.

R. Matsumoto, K. Kurosawa, T. Itoh, T.
Konno, and T. Uematsu:

“Primal-Dual Bounds of Linear Codes
with Application to Cryptography”, IEEE

Transactions on Information Theory,
Vol.52; No.9, pp.4251-4256, September
2006.

O0: Let N(d,d") be the minimum code

18.

length n of a linear code C with d and d*,
where d is the minimum Hamming distance
of the code C and d* is the minimum Ham-
ming distance of its dual code C+. In this
paper, we show several lower bounds and
an upper bound on N(d,d"). Futhermore,
for small values of d and d*, we determine
N(d,d‘) and give a generator matrix of
the optimal linear code. This problem is
directly related to the design method of
cryptograpic Boolean functions suggested

by Kurosawa, et al.

T. Itoh and N. Takahashi:

“Competitive Analysis of Multi-Queue Pre-
emptive QoS Algorithms for General Prior-
ities”, IEICE Transactions on Fundamen-
tals, Vol.LE89-A, No.5, pp.1186-1197, 2006.

O O : The recent burst growth of the Inter-
net use overloads networking systems and
degrades the quality of communications,
e.g., bandwidth loss, packet drops, delay of
responses, etc. To overcome such degra-
dation of communication quality, the no-
tion of Quality of Service (QoS) has re-
ceived attention in practice. In general,
QoS switches have several queues and each
queue has several slots to store arriving
packets. Since network traffic changes fre-
quently, QoS switches need to control arriv-
ing packets to maximize the total priorities
of transmitted packets, where the priorities
are given by nonnegative values and corre-
spond to the quality of service required to
each packet. In this paper, we first derive
the upper bounds for the competitive ra-
tio of multi-queue preemptive QoS problem
with priority between 1/« and 1, i.e., for
any a > 1, the algorithm TLH is (3 — 1/a)-
competitive. This is a generalization of
known results—for the case that packets
have only priority 1 (o = 1), the algorithm
GREEDY (or TLH) is 2-competitive; for the
case that packets have priorities between 0

and 1 (a« = o0), the algorithm TLH is 3-
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competitive. Then we consider the lower
bounds for the competitive ratio of multi-
queue preemptive QoS problem with prior-
ity between 0 and 1, and show that the com-
petitive ratio of any multi-queue preemptive

QoS algorithm is at least 1.514.

S. Tayu, K. Nomura, and S. Ueno:
“On the
Drawing of Series-Parallel Graphs”, Pro-
ceedings of the 2006 IEEE International
Symposium on Circuits
pp.-1796-1799, 2006.

00O : It has been known that every planar

Two-Dimensional Orthogonal

and Systems,

4-graph has a 2-bend 2-D orthogonal draw-
ing with the only exception of octahedron,
every planar 3-graph has a 1-bend 2-D or-
thogonal drawing with the only exception
of K4, and every outerplanar 3-graph with
no triangles has a 0-bend 2-D orthogonal
drawing. We show in this paper that ev-
ery series-parallel 4-graph has a 1-bend 2-D
orthogonal drawing.

N. Alon, T. Itoh, and T. Nagatani:

“On (e, k)-min-wise independent permuta-
tions”, Random Structures and Algorithms,
Vol.31, No.3, pp.384-389, 2007.

O00: A family of permutations F of [n] =
{1,2,...,n} is (e, k)-min-wise independent
if for every nonempty subset X of at most
k elements of [n], and for any x € X, the
probability that in a random element 7 of
F, m(z) is the minimum element of 7(X),
deviates from 1/|X| by at most /| X|. This
notion can be defined for the uniform case,
when the elements of F are picked according
to a uniform distribution, or for the more
general, biased case, in which the elements
of F are chosen according to a given distri-
bution D. It is known that this notion is
a useful tool for indexing replicated docu-
ments on the web. We show that even in
the more general, biased case, for all admis-
sible k and ¢ and all large n, the size of F

21.

22.

must satisfy

k
>Q ———— 1
1= (e?loga/e) Og”)’

as well as

1g<1/> ogn).

This improves the best known previous es-

I}"IZQ<

timates even for the uniform case.

S. Tayu and S. Ueno:

“The Complexity of Three-Dimensional
Channel Routing”, Proceedings of the 5th
Hungarian-Japanese Symposium on Dis-
crete Mathematics and Its Applications,
pp-279-288, 2007.

0 0O: The 3-D channel routing is a funda-
mental problem on the physical design of
The 3-D channel
is a 3-D grid G and the terminals are ver-

3-D integrated circuits.

tices of G located in the top and bottom
layers. A net is a set of terminals to be con-
nected. The objective of the 3-D channel
routing problem is to connect the terminals
in each net with a tree (wire) in G using as
few layers as possible and as short wires as
possible in such a way that wires for distinct
nets are disjoint. This paper shows that the
problem is intractable.

S. Tayu and S. Ueno:

“On the Complexity of Three-Dimensional
Channel Routing”, Proceedings of 2007
IEEE International Symposium on Circuits
and Systems, pp.3399-3402, 2007.

0 0O: The 3-D channel routing is a funda-
mental problem on the physical design of
The 3-D channel
is a 3-D grid G and the terminals are ver-

3-D integrated circuits.

tices of GG located in the top and bottom
layers. A net is a set of terminals to be con-
nected. The objective of the 3-D channel
routing problem is to connect the terminals
in each net with a tree (wire) in G using as
few layers as possible and as short wires as
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possible in such a way that wires for distinct
nets are disjoint. This paper shows that the
problem is intractable.

S. Tayu, S. Ito, and S. Ueno:

“On the Fault Testing for Reversible Cir-
cuits”, Lecture Notes in Computer Science,
Vol.4835, pp.812-821, 2007.

0 O : This paper shows that it is NP-hard
to generate a minimum complete test set
for stuck-at faults on the wires of a re-
versible circuit. We also show non-trivial
lower bounds for the size of a minimum

complete test set.

R. Hamane and T. Itoh:

“Improved Approximation Algorithms for
Item Pricing with Bounded Degree and Val-
uation”, to appear in IEICE Transactions
on Fundamentals, 2008.

O O : When a store sells items to customers,
the store wishes to decide the prices of the
items to maximize its profit. If the store
sells the items with low (resp. high) prices,
the customers buy more (resp. less) items,
which provides less profit to the store. It
would be hard for the store to decide the
prices of items. Assume that a store has
a set V of n items and there is a set C' of
m customers who wish to buy those items.
The goal of the store is to decide the price
of each item to maximize its profit. We re-
fer to this maximization problem as an item
pricing problem. We classify the item pric-
ing problems according to how many items
the store can sell or how the customers val-
uate the items. If the store can sell ev-
ery item 4 with unlimited (resp. limited)
amount, we refer to this as unlimited sup-
ply (resp. limited supply). We say that
the item pricing problem is single-minded
if each customer j € C wishes to buy a
set e; C V of items and assigns valuation
w(ej) > 0. For the single-minded item pric-
ing problems (in unlimited supply), Bal-

can and Blum regarded them as weighted
k-hypergraphs and gave several approxi-
mation algorithms. In this paper, we fo-
cus on the (pseudo)degree of k-hypergraphs
and the valuation ratio, i.e., the ratio be-
tween the smallest and the largest valu-
ations. Then for the single-minded item
pricing problems (in unlimited supply), we
show improved approximation algorithms
(for k-hypergraphs, general graphs, bipar-
tite graphs, etc.) with respect to the maxi-
mum (pseudo)degree and the valuation ra-
tio.

gogon

1. T. Itoh, T. Nagatani, and J. Tarui:

“Explicit Construction of k-Wise Nearly
Random Permutations by Iterated Feis-
tel Transform”, IEICE Technical Report,
Vol.COMP2004-7, pp.45-52, 2004.

O0: A notion of k-wise random permu-
tations has several theoretical applications.
From the practical point of view, it often
suffices to consider e-approximate k-wise
random permutation families rather than k-
wise random permutation families, however,
we know little about how to construct fami-
lies of e-approximate k-wise random permu-
tations of small size. For any integer n > 0,
we use S, to denote the set of all permuta-
tions on {0,1,...,n — 1}. In this paper, we
iteratively apply the Feistel Transform and
show that for any n = p?" with p prime and
any k = O(logn), there exists a family F C
Sy, of e-approximate k-wise random permu-
tations such that | F| = (n*”/e¥)3+o(1) This
is the first nontrivial construction for fami-
lies of e-approximate k-wise random permu-
tations. To capture efficient evaluation of
permutation families in practice, we intro-
duce a notion of “s(n)-space pointwise sam-
plability” and show that the family F C .S,
of permutations constructed in this paper is



O(log n)-space pointwise samplable.

. K. Nomura, S. Tayu, and S. Ueno:

“On the Orthogonal Drawing of Series-
Parallel Graphs”, IPSJ SIG Technical Re-
port, Vol.2004-AL-98, pp.25-32, 2004.
O0: We show in this paper that every
series-parallel graph with maximum degree
at most 4 has a 1-bend 2-D orthogonal
drawing. We also show that every series-
parallel graph with maximum degree at
most 6 has a 2-bend 3-D orthogonal draw-

ing.

. S. Tayu, P. Hurtig, Y. Horikawa, and S.
Ueno:

“On the Three-Dimensional Channel Rout-
ing”, IPSJ SIG Technical Report, Vol.2004-
AL-98, pp.19-23, 2004.

O 0: The 3-D channel routing is a funda-
mental problem on the physical design of
3-D integrated circuits. The 3-D channel is
a 3-D grid G and the terminals are vertices
of G located in the top and bottom layers.
A net is a set of terminals to be connected.
The object of the 3-D channel routing prob-
lem is to connect the terminals in each net
with a tree (wire) in G using as few layers
as possible and as short wires as possible in
such a way that wires for distinct nets are
disjoint. This paper shows that any set of n
2-terminal nets can be routed in a 3-D chan-
nel with O(y/n) layers using wires of length
O(y/n). We also show that there exists a
set of n 2-terminal nets that requires a 3-D
channel with Q(y/n) layers to be routed.

. S. Tayu, T. Ghazi Al-Mutairi, and S. Ueno:
“Cost-Constrained Minimum-Delay Mul-
ticasting”, Technical Report of IEICE,
Vol.104, no.115, pp.43-48, 2004.

O0: We consider a problem of cost-
constrained minimum-delay multicasting in
a network, which is to find a Steiner tree
spanning the source and destination nodes
such that the maximum total delay along a

path from the source node to a destination
node is minimized, while the sum of link
costs in the tree is bounded by a constant.
The problem is N'P-hard even if the net-
work is series-parallel. We present a fully
polynomial time approximation scheme for
the problem if the network is series-parallel.
O

. S. Tayu, K. Nomura, and S. Ueno:

“On  the Two-Dimensional Orthogonal
Drawing of Series-Parallel Graphs”, IEICE
Technical Report, Vol.105, No.387, pp.51-
56, 2005.

O 0O: It has been known that every planar
4-graph has a 2-bend 2-D orthogonal draw-
ing with the only exception of octahedron,
every planar 3-graph has a 1-bend 2-D or-
thogonal drawing with the only exception
of K4, and every outerplanar 3-graph with
no triangles has a 0-bend 2-D orthogonal
drawing. We show in this paper that ev-
ery series-parallel 4-graph has a 1-bend 2-D
orthogonal drawing.

. S. Ito, Y. Ito, S. Tayu, and S. Ueno:

“On the Complexity of Fault Testing for Re-
versible Circuits”, IEICE Technical Report,
Vol.105, No.387, pp.13-16, 2005.

0 0O: This paper shows that it is NP-hard
to generate a minimum complete test set
for stuck-at faults on a set of wires of a re-

versible circuit.

. T. Itoh, T. Nagatani, and J. Tarui:

“Explicit Construction for k-Wise Nearly
Random Permutations by Iterated Feistel
Transform”, Proceedings of Randomness
and Computation, 2005.

O0O: A notion of k-wise random per-
mutations has several applications. From
the practical point of view, it often suf-
fices to consider e-approximate k-wise ran-
dom permutation families rather than k-
wise random permutation families, however,

we know little about how to construct fam-



ilies of e-approximate k-wise random per-
mutations of small size. For any integer
n > 0, we use .5, to denote the set of all per-
mutations on {0,1,...,n — 1}. In this pa-
per, we iteratively apply the Feistel Trans-
form to construct a family of e-approximate
k-wise random permutations and we show
that for any n = p?" with p prime and any
k = O(logn), there exists a family F C S,
of e-approximate k-wise random permuta-
tions such that | F| = (n*” /e¥)3+e() This is
the first nontrivial construction for families
of e-approximate k-wise random permuta-
tions. To capture efficient evaluation of per-
mutation families in the practical point of
view, we introduce a notion of “s(n)-space
pointwise samplability,” and show that the
family F C S,, of permutations constructed
in this paper is O(logn)-space pointwise
samplable.

. R. Matsumoto, K. Kurosawa, and T. Itoh:
“Primal-Dual Distance Bounds of Lin-
ear Codes with Application to Cryptog-
raphy”, Cryptology ePrint Archive, Re-
port2005/194, 2005.

O O: We propose upper and lower bounds
on the minimum code length of linear codes
with specified minimum Hamming distance
and dual distance. From these bounds we
can estimate the minimum input length
of Boolean functions with specified crypto-
graphic strength constructed by the design
method of Kurosawa et al. O

. S. Tayu, K. Nomura, and S. Ueno:

“On the Two-Dimensional Orthogonal
Drawing of Series-Parallel Graphs”, IEICE
Technical Report, Vol.105, No.387, pp.51-
56, 2005.

O 0O: It has been known that every planar
4-graph has a 2-bend 2-D orthogonal draw-
ing with the only exception of octahedron,
every planar 3-graph has a 1-bend 2-D or-
thogonal drawing with the only exception

10.

11.

of K4, and every outerplanar 3-graph with
no triangles has a 0-bend 2-D orthogonal
drawing. We show in this paper that ev-
ery series-parallel 4-graph has a 1-bend 2-D
orthogonal drawing.

S. Ito, Y. Ito, S. Tayu, and S. Ueno:

“On the Complexity of Fault Testing for Re-
versible Circuits”, IEICE Technical Report,
Vol.105, No.387, pp.13-16, 2005.

0 O : This paper shows that it is AP-hard
to generate a minimum complete test set
for stuck-at faults on a set of wires of a re-

versible circuit.

T. Itoh, T. Nagatani, and J. Tarui:
“Explicit Construction for k-Wise Nearly
Random Permutations by Iterated Feistel
Transform”, Proceedings of Randomness
and Computation, 2005.

ad:

mutations has several applications.

A notion of k-wise random per-
From
the practical point of view, it often suf-
fices to consider e-approximate k-wise ran-
dom permutation families rather than k-
wise random permutation families, however,
we know little about how to construct fam-
ilies of e-approximate k-wise random per-
mutations of small size. For any integer
n > 0, we use S, to denote the set of all per-
mutations on {0,1,...,n — 1}. In this pa-
per, we iteratively apply the Feistel Trans-
form to construct a family of e-approximate
k-wise random permutations and we show
that for any n = p?* with p prime and any
k = O(logn), there exists a family F C S,
of e-approximate k-wise random permuta-
tions such that | F| = (n** /e¥)3+°(1) This is
the first nontrivial construction for families
of e-approximate k-wise random permuta-
tions. To capture efficient evaluation of per-
mutation families in the practical point of
view, we introduce a notion of “s(n)-space
pointwise samplability,” and show that the
family F C S, of permutations constructed
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in this paper is O(logn)-space pointwise
samplable.

T. Ttoh:
“Improved Lower Bounds for Families
of e-Approximate k-Restricted Min-Wise
Independent Permutations”, Electronic
Colloquium on Computational Complexity,
TR06-017, 2006.

O0: A family F of min-wise independent
permutations is known to be a useful tool of
indexing replicated documents on the Web.
For any integer n > 0, let S,, be the family
of all permutations on [1,n] = {1,2,...,n}.
For any integer k such that 1 < k < n and
any € > 0, we say that a family F C 5,
g-approximate k-
if for
any (nonempty) subset X C [1,n] such
that |X| < k and any element z € X,
| Prfmin{r(X)} = m(2)] - [X|1] < /IX],

when 7 is chosen from JF uniformly at

of permutations is

restricted min-wise independent

random (where |A| denotes the cardinality
of a finite set A). For the size of families
F C S5, of e-approximate k-restricted
min-wise independent permutations, the
following results are known: For any
integer k such that 1 < k < n and any
real € > 0, (constructive upper bound)
|F| = 2%+olk)j2loglog(n/e). (nonconstruc-
tive upper bound) |F| = O(f—zlog(n/k:));
(lower bound) |F| = Q(k*(1 — V8e))
and |F| = Q(min{k?2"?log(n/k),
log(l/a)(loganl/—loglog(l/e))}). In this pa-
per, we first derive an upper bound for the

Ramsey number of the edge coloring with
m > 2 colors of a complete graph K, of /¢
vertices, and by the linear algebra method,
we then derive a slightly improved lower
bound, i.e., we show that for any family
F C S, of c-approximate k-restricted
independent

\F| = Q(ky/21og(n/k)).

min-wise permutations,

T. Itoh and T. Nagatani:

14.

“Improved Lower Bounds for Families
of warepsilon-Approximate k-Restricted
Min-Wise Independent Permutations”,
IEICE Technical Report, Vol.COMP2006,
No.66, pp.23-30, 2006.

O0: A family F of min-wise independent
permutations is known to be a useful tool of
indexing replicated documents on the Web.
For any integer n > 0, let S,, be the family
of all permutations on [1,n] = {1,2,...,n}.
For any integer k such that 1 < k < n
and any real ¢ > 0, we say that a family
F C S, of permutations is e-approrimate
k-restricted min-wise independent if for
any (nonempty) subset X C [1,n] such
that |X| < k and any element z € X,
[ Primin{r(X)} = 7(2)] — |X|}] < £/|X],
when 7 is chosen from F uniformly at
random (where |A| denotes the cardinality
of a finite set A). For the size of families
F C S, of ec-approximate k-restricted
the
For any

min-wise independent permutations,
following results are known:
integer k such that 1 < k < n and any
real ¢ > 0, (constructive upper bound)
|F| = 2%to(k)j2loglog(n/e). (nonconstruc-
tive upper bound) |F| = O(g—jlog(n/k));
(lower bound) |F| = Q(k*(1 — V3¢))
and [F| = Q(min{k?2"2log(n/k),
log(l/e)(logn—loglog(l/é‘))}). In this pa-

2173
per, we first derive an upper bound for the

Ramsey number of the edge coloring with
m > 2 colors of a complete graph K, of £
vertices, and by the linear algebra method,
we then derive a slightly improved lower
bound, i.e., we show that for any family
F C S5, of e-approximate k-restricted
min-wise independent

|F| = Q(k élog(n/k)).

permutations,

S. Tayu, K. Nomura, and S. Ueno:

“On the Three-Dimensional Orthogonal
Drawing of Series-Parallel Graphs”, IEICE
Technical Report, Vol.105, No.502, pp.7-12,
2006.
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0 0O : It has been known that every 6-graph
has a 3-bend 3-D orthogonal drawing, while
it has been open whether every 6-graph has
a 2-bend 3-D orthogonal drawing. For the
interesting open question, it is known that
every b-graph has a 2-bend 3-D orthogo-
nal drawing, and every outerplanar 6-graph
without triangles has a 0-bend 3-D orthog-
onal drawing. We show in this paper that
every series-parallel 6-graph has a 2-bend
3-D orthogonal drawing.

T. Ttoh:

“Improved Lower Bounds

of e-Approximate k-Restricted Min-Wise

for Families

Independent Permutations”, Electronic
Colloquium on Computational Complexity,
TR06-017, 2006.

O0: A family F of min-wise independent
permutations is known to be a useful tool of
indexing replicated documents on the Web.
For any integer n > 0, let S,, be the family
of all permutations on [1,n] = {1,2,...,n}.
For any integer k such that 1 < k£ < n and
any € > 0, we say that a family F C S,
c-approximate k-
if for
any (nonempty) subset X C [1,n] such
that |X| < k and any element x € X,
| Prfmin{r(X)} = n(a)] - [X|7}] < &/|X],

when 7 is chosen from JF uniformly at

of permutations is

restricted min-wise independent

random (where |A| denotes the cardinality
of a finite set A). For the size of families
F C S5, of e-approximate k-restricted
the
For any

min-wise independent permutations,
following results are known:
integer k such that 1 < k < n and any
real ¢ > 0, (constructive upper bound)
|F| = 2%+olk)j2loglog(n/e).  (nonconstruc-
tive upper bound) |F| = O(lg—zlog(n/k));
(lower bound) |F| = Q(k*(1 — V8e))
and |F| = Q(min{k?2%2log(n/k),
log(l/a)(logn/—loglog(l/a))}). In this pa-

51
per, we first derive an upper bound for the

Ramsey number of the edge coloring with
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m > 2 colors of a complete graph K, of £
vertices, and by the linear algebra method,
we then derive a slightly improved lower
bound, i.e., we show that for any family
F C S5, of e-approximate k-restricted

min-wise independent

|F| = Q(k:\ / % log(n/k:)).

T. Itoh and T. Nagatani:
Bounds for Families

permutations,

“Improved Lower
of warepsilon-Approximate k-Restricted
Min-Wise Independent Permutations”,
IEICE Technical Report, Vol.COMP2006,
No.66, pp.23-30, 2006.

O0: A family F of min-wise independent
permutations is known to be a useful tool of
indexing replicated documents on the Web.
For any integer n > 0, let S,, be the family
of all permutations on [1,n] = {1,2,...,n}.
For any integer k such that 1 < k < n
and any real € > 0, we say that a family
F C S, of permutations is e-approximate
k-restricted min-wise independent if for
any (nonempty) subset X C [1,n] such
that |X| < k and any element z € X,
| Prmin{r(X)} = n(a)] - [X]}] < /|X],
when 7 is chosen from JF uniformly at
random (where |A| denotes the cardinality
of a finite set A). For the size of families
F C 5, of ec-approximate k-restricted
min-wise independent permutations, the
following results are known: For any
integer k such that 1 < k < n and any
real ¢ > 0, (constructive upper bound)
|F| = 2%kto(k)j2loglog(n/2). (nonconstruc-
tive upper bound) |F| = O(lz—zlog(n/k));
(lower bound) |F| = Q(k*1 — V8e))
and |F| = Q(min{k?2"?log(n/k),
log(l/a)(logn—loglog(l/s))})‘ In this pa-

21/3
per, we first derive an upper bound for the

Ramsey number of the edge coloring with
m > 2 colors of a complete graph K, of /¢
vertices, and by the linear algebra method,
we then derive a slightly improved lower

bound, i.e., we show that for any family
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F C S, of e-approximate k-restricted

min-wise independent permutations,

|F| = Q(ky/Llog(n/k)).

S. Tayu, K. Nomura, and S. Ueno:

“On the Three-Dimensional Orthogonal
Drawing of Series-Parallel Graphs”, IEICE
Technical Report, Vol.105, No.502, pp.7-12,
2006.

0 0O : It has been known that every 6-graph
has a 3-bend 3-D orthogonal drawing, while
it has been open whether every 6-graph has
a 2-bend 3-D orthogonal drawing. For the
interesting open question, it is known that
every b-graph has a 2-bend 3-D orthogo-
nal drawing, and every outerplanar 6-graph
without triangles has a 0-bend 3-D orthog-
onal drawing. We show in this paper that
every series-parallel 6-graph has a 2-bend
3-D orthogonal drawing.

R. Matsumoto, K. Kurosawa, and T. Itoh:
“Primal-Dual Distance Bounds of Lin-
ear Codes with Application to Cryptog-
raphy”, Cryptology ePrint Archive, Re-
port2005/194, 2005.

0O 0O: We propose upper and lower bounds
on the minimum code length of linear codes
with specified minimum Hamming distance
and dual distance. From these bounds we
can estimate the minimum input length
of Boolean functions with specified crypto-
graphic strength constructed by the design
method of Kurosawa et al.

S. Tayu and S. Ueno:

“The Complexity of Three-Dimensional
Channel Routing”, IEICE Technical Re-
port, Vol.106, No.366, pp.37-41, 2006.

0 0O: The 3-D channel routing is a funda-
mental problem on the physical design of
3-D integrated circuits. The 3-D channel is
a 3-D grid G and the terminals are vertices
of G located in the top and bottom layers.
A net is a set of terminals to be connected.
The objective of the 3-D channel routing

20.

problem is to connect the terminals in each
net with a Steiner tree (wire) in G using as
few layers as possible and as short wires as
possible in such a way that wires for distinct
nets are disjoint. This paper shows that the
problem is intractable.

R. Hamane and T. Itoh:
“Improved  Approximation  Algorithms
for Item Pricing with Bounded Degree
and Valuation”, IEICE Technical Report,
Vol.COMP2007, No.1, pp.1-8, 2007.

O 0O : When a store sells items to customers,
the store wishes to decide the prices of the
If the store

sells the items with low (resp. high) prices,

items to maximize its profit.

the customers buys more (resp. less) items,
which provides less profit to the store. So
it would be hard for the store to decide
the prices of items. Assume that a store
has a set V of n items and there is a set
C of m customers who wish to buy those
items. The goal of the store is to decide the
price of each item to maximize its profit.
We refer to this maximization problem as
an item pricing problem. We classify the
item pricing problem according to how
many items the store can sell and how the
If the store
can sell every item ¢ with unlimited (resp.

customers valuate the items.

limited) amount, we refer to this as an
unlimited supply model (resp. a limited
supply model). The item pricing problem
is said to be single-minded if each customer
J € C wishes to buy a set e; C V of items
and assigns its valuation w(e;) > 0. Balcan
and Blum regarded the single-minded item
pricing problems (in unlimited supply
model) as weighted k-hypergraphs and de-
scribed several approximation algorithms.
In this paper, we consider the maximum
(pseudo)degree of k-hypergraphs and the
valuation ratio, i.e., the ratio between the
smallest and the largest valuations. Then

for the single-minded unlimited supply
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item pricing problems, we show improved
approximation algorithms w.r.t. the max-
imum (pseudo)degree and the valuation
ratio.

T. Itoh and O. Watanabe:

“Weighted Random Popular Matchings”,
IEICE Technical Report, Vol.COMP2007,
No.23, pp.41-48, 2007.

00O : Let A be the set of n applicants and
be the set of m items. We assume that the
., A and
each A; is assigned a weight w; such that

set A is partitioned into Aq, Ao, ..
wy > wo > -+ > wg > 0. Let us con-
sider the problem of matching applicants
to items, where each applicant € A pro-
vides a preference list defined on items. We
say that an applicant x prefers an item p
than an item q if p is located at higher po-
sition than ¢ in the preference list. For any
matchings M and M’, we say that an ap-
plicant x prefers M over M’ if z prefers
M(x) over M'(z). We say that M is more
popular than M’ if the total weight of appli-
cants preferring M over M’ is larger than
that of applicants preferring M’ over M,
and define M to be a k-weighted popular
matching if there are no other matchings
that are more popular than M. For the
case where £k = 1, Mahdian showed that
if m > 1.42n, then a random instance of
the matching problem has a popular match-
ing with high probability, but nothing is
known for the k-weighted matching prob-
lems. In this paper, we analyze the k-
weighted matching problems, and show that
for any 3 such that m = n, (lower bound)
if 8/n'/3 = o(1), then a random instance
of the 2-weighted matching problems does
not have a 2-weighted popular matching
with probability 1 — o(1); (upper bound) if
n'/3/3 = o(1), then a random instance of
the 2-weighted matching problems has a 2-
weighted popular matching with probability
1—o(1).

22. R. Hamane, T. Itoh, and K. Tomita:

“Approximation Algorithms for the High-
way Problem under the Coupon Model”,
arXiv.org, arXiv:0712.2629, 2007.

O 0O : When a store sells items to customers,
the store wishes to decide the prices of
items to maximize its profit. Intuitively,
if the store sells the items with low (resp.
high) prices, the customers buy more (resp.
less) items, which provides less profit to the
store. So it would be hard for the store to
decide the prices of items. Assume that the
store has a set V of n items and there is
a set E of m customers who wish to buy
the items, and also assume that each item
1 € V has the production cost d; and each
customer e; € E has the valuation v; on
the bundle e; C V of items. When the store
sells an item ¢ € V' at the price r;, the profit
for the item 7 is p; = r; —d;. The goal of the
store is to decide the price of each item to
maximize its total profit. We refer to this
maximization problem as the item pricing
problem. In most of the previous works, the
item pricing problem was considered under
the assumption that p; > 0 for each i € V,
however, Balcan, et al. [In Proc. of WINE,
LNCS 4858, 2007] introduced the notion of
“loss-leader,” and showed that the seller can
get more total profit in the case that p; < 0
is allowed than in the case that p; < 0 is
not allowed. In this paper, we consider the
line highway problem (in which each cus-
tomer is interested in an interval on the line
of the items) and the cycle highway prob-
lem (in which each customer is interested
in an interval on the cycle of the items),
and show approximation algorithms for the
line highway problem and the cycle highway
problem in which the smallest valuation is s
and the largest valuation is ¢ (this is called
an [s, {]-valuation setting) or all valuations
are identical (this is called a single valuation
setting).
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S. Tayu, S. Ito, and S. Ueno:

“On the Fault Testing for Reversible Cir-
cuits”, IPSJ SIG Technical Reports, Vol.
2007, No.66, pp.25-30, 2007.

0 O: This paper shows that it is NP-hard
to generate a minimum complete test set
for stuck-at faults on the wires of a re-
versible circuit. We also show non-trivial
lower bounds for the size of a minimum

complete test set.

A. M. S. Shrestha, S. Tayu, and S. Ueno:
“On the Permutation Routing in All-

Optical Caterpillar Networks”, IEICE
Technical Report, Vol. 107, No. 361, pp.
23-27, 2007.

O 0: We consider the optical routing for
permutation requests in a WDM all-optical
tree network. We show that the optical
routing problem is AN'P-hard even for per-
mutation requests in a binary generalized
caterpillar. We also show a lower bound
for the number of wavelengths to route per-
mutation requests in a binary generalized

caterpillar.
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as the protocols by Groth and Furukawa.
Unlike the previous schemes proposed by
Furukawa-Sako, Groth and Furukawa, our



scheme can be used as the shuffle of the
elements encrypted by Paillier’s encryption
scheme, which has an additive homomor-
phic property in the message part. The El-
Gamal encryption scheme used in the previ-
ous schemes does not have this property.

. O. Watanabe:

“Randomized algorithms for 3-SAT”, The-
ory of Computing Systems, 000000 .

O0: SATODOOODOOODDOOoOooOO
0000000000 000000DDO3SAT
oo nOo0ggng
000000 O(1.333") DooooooO
0000000000000 O(1.330") 0O
00000000 D0DbOOoOoOoDoDOOoOg SAT
dodoboooooooooooooooooa
000000000000 o(1.239™) 00
goooooood mO0oooooooaa
000(1.234™) 0000000000000

. M. Yamamoto:

“Generating instances for MAX2SAT with
optimal solutions”, Theory of Computing
Systems, 0O O O0OO.

O0: MAX-SATOOOOOQOOOOOOO
doddoooooooooooooooo
O0000ooooooooodooooog
gooodoodoooooooooooog
O0OMAX-25AT 0D O00D0OOOOOOOO
Oo00oooooooooooooooog
gooooooboooouoooooooo
MAX-2SAT 000000 DOOOOO00OOd
O000oOo0o0oooooooooo

. Masahito Hayashi, Akinori Kawachi, and
Hirotada Kobayashi:

“Quantum Measurements for Hidden Sub-
group Problems with Optimal Sample Com-
plexity”, Quantum Information and Com-
putation Journal, 00O 0O O0O.

O0O: One of the central issues in the hid-
den subgroup problem is to bound the sam-
ple complexity, i.e., the number of identical
samples of coset states sufficient and nec-
essary to solve the problem. In this paper,

we present general bounds for the sample
complexity of the identification and deci-
sion versions of the hidden subgroup prob-
lem. As a consequence of the bounds, we
show that the sample complexity for both
of the decision and identification versions is
©(log H logp) for a candidate set H of hid-
den subgroups in the case where the can-
didate nontrivial subgroups have the same
prime order p, which implies that the deci-
sion version is at least as hard as the iden-
tification version in this case. In particu-
lar, it does so for the important cases such
as the dihedral and the symmetric hidden
subgroup problems. Moreover, the upper
bound of the identification is attained by
a variant of the pretty good measurement.
This implies that the concept of the pretty
good measurement is quite useful for iden-
tification of hidden subgroups over an arbi-

trary group with optimal sample complex-
ity.

. J. Cai and O. Watanabe:

“Relativized collapsing between BPP and
PH under stringent oracle access.”, Infor-
mation Processing Letters, 90(3), 147-154,
May, 2004.

O00: We propose a new model of strin-
gent oracle access defined for a general com-
plexity class. For example, when comparing
the power of two machine models relative to
some oracle set X, we restrict that machines
of both types ask queries from the same seg-
ment of the set X. In particular, for inves-
tigating polynomial-time (or polynomial-
size) computability, we propose polynomial
stringency, bounding query length to any
fixed polynomial of input length. Under
such stringent oracle access, we show an or-
acle G such that BPPY =PHC.

. J. Cai and O. Watanabe.:

“On proving circuit lower bounds against
the polynomial-time hierarchy”, SIAM



Journal on Computing, 33(4), 984-1009,
2004.

od: We consider the problem of
proving circuit lower bounds against the
polynomial-time hierarchy. We give both
positive and negative results. For the posi-
tive side, for any fixed integer k > 0, we give
an explicit SIGptwo language, acceptable
by a SIGptwo-machine with running time
O(n**%), that requires circuit size > n*.
This provides a constructive version of an
existence theorem of Kannan. Our main
theorem is on the negative side. We give
evidence that it is infeasible to give rela-
tivizable proofs that any single language in
the polynomial-time hierarchy requires su-
per polynomial circuit size. Our proof tech-
niques are based on the decision tree ver-
sion of the Switching Lemma for constant
depth circuits and Nisan-Wigderson pseu-
dorandom generator. We also take this op-
portunity to publish some unpublshed older
results of the first author on constant depth
circuits, both straight lower bounds and in-
approximability results based on decision
tree type Switching Lemmas.

. R. Uehara, S. Toda, T. Nagoya:

“Graph Isomorphism Completeness for
Chordal Bipartite Graphs and Strongly
Chordal Graphs”, Discrete Applied Math-
ematics, 145(3), 479-482, January, 2005.

O O: This paper deals with the graph
isomorphism (GI) problem for two graph
classes:  chordal bipartite graphs and
strongly chordal graphs. It is known
that GI problem is GI complete even for
some special graph classes including regu-
lar graphs, bipartite graphs, chordal graphs,
comparability graphs, split graphs, and k-
trees with unbounded k. On the other
hand, the relative complexity of the GI
problem for the above classes was unknown.
We prove that deciding isomorphism of the
classes are GI complete.

8. Akinori Kawachi, Hirotada Kobayashi,

Takeshi Koshiba, and Raymond H. Putra:
“Universal Test for Quantum One-Way Per-
mutations”, Theoretical Computer Science,
345(2-3), 370-385, 2005.

O0O: The next bit test was introduced
by Blum and Micali and proved by Yao to
be a universal test for cryptographic pseu-
dorandom generators. On the other hand,
no universal test for the cryptographic one-
wayness of functions (or permutations) is
known, although the existence of crypto-
graphic pseudorandom generators is equiva-
lent to that of cryptographic one-way func-
tions. In the quantum computation model,
Kashefi, Nishimura and Vedral gave a suffi-
cient condition of (cryptographic) quantum
one-way permutations and conjectured that
the condition would be necessary. In this
paper, we affirmatively settle their conjec-
ture and complete a necessary and sufficient
condition for quantum one-way permuta-
tions. The necessary and sufficient condi-
tion can be regarded as a universal test for
quantum one-way permutations, since the
condition is described as a collection of step-
wise tests similar to the next bit test for
pseudorandom generators.

. Kazuo Iwama, Akinori Kawachi, and

Shigeru Yamashita:

“Quantum Biased Oracles”, IPSJ Journal,
46(10), 2400-2408, 2005.

O0: This paper reviews researches on
quantum oracle computations when oracles
are not perfect, i.e., they may return wrong
answers. We call such oracles biased ora-
cles, and discuss the formal model of them.
Then we provide an intuitive explanation
how quantum search with biased oracles by
Hgyer, et al. (2003) works. We also review
the method, by Buhrman, et al. (2005), to
obtain all the answers of a quantum biased
oracle without any overhead compared to
the perfect oracle case. Moreover, we dis-



10.

11.

cuss two special cases of quantum biased or-
acles and their interesting properties, which
are not found in the classical correspond-
ing cases. Our discussion implies that the
model of quantum biased oracle adopted by
the existing researches is natural.

Akinori
Shigeru Yamashita:

Kazuo Iwama, Kawachi, and
“Quantum Sampling for Balanced Alloca-
tions”, IEICE transactions on Information
and Systems, E88-D(1), 47-52, 2005.

od:

Search (GS) can be modified to use a gen-

It is known that the original Grover

eral value for the phase 6 of the diffusion
transform. Then, if the number of answers
is relatively large, this modified GS can find
one of the answers with probability one in
a single iteration. However, such a quick
and error-free GS can only be possible if
we can initially adjust the value of 6 cor-
rectly against the number of answers, and
this seems very hard in usual occasions. A
natural question now arises: Can we enjoy
a merit even if GS is used without such an
adjustment? In this paper, we give a pos-
itive answer using the balls-and-bins game
in which the random sampling of bins is re-
placed by the quantum sampling, i.e., a sin-
gle round of modified GS. It is shown that
by using the quantum sampling: (i) The
maximum load can be improved quadrati-
cally for the static model of the game and
(ii) That is
also improved to O(1) for the continuous

this improvement is optimal.

model if we have a certain knowledge about
the total number of balls in the bins after
the system becomes stable.

Kazuo Iwama and Akinori Kawachi:
“Compact Routing with Stretch Factor of
Less Than Three”, IEICE transactions on
Information and Systems, E88-D(1), 39-46,
2005.

ogd: Cowen gave a universal compact

12.

13.

routing algorithm with a stretch factor
of three and table-size of O(n?3log?/?n)
based on a simple and practical model.
(The
O(n'/? log®/? n).) This paper considers, us-

table-size is later improved to
ing the same model, how the necessary
table-size differs if the stretch factor must
It is shown that:

(i) There is a routing algorithm with a

be less than three.

stretch factor of two whose table-size is

(n — /n + 2)logn.
work for which any routing algorithm that

(ii) There is a net-

follows the model and with a stretch fac-
tor of less than three needs a table-size
of (n — 2y/n)logn in at least one node.
Thus, we can only reduce roughly an ad-
ditive \/nlogn (i.e., y/n table-entries) from
the trivial table-size of nlogn which obvi-
ously enables shortest-path routing. Fur-
thermore it turns out that we can reduce
only an additive logn (i.e., only one table-
entry) from the trivial nlogn if we have to
achieve a stretch factor of less than two.
Thus the algorithm (i) is (roughly) tight
both in its stretch factor and in its table-

size.

S. Balaji, H.M. Mahmoud, and O. Watan-
abe:

“Distributions in the Ehrenfest process”,
Statistics and Probability Letters, Vol. 76,
666-674, 2006.

0oo:

urns that generalize the classical Ehrenfest

We introduce a tenable class of

model, and analyze the Ehrenfest process
obtained by embedding the discrete evolu-
tion in real time. We show that lurking un-
der the Ehrenfest process is a limiting bi-
nomial distribution, whose number of trials
is an integer invariant property of the pro-

Cess.

J.Y. Cai and O. Watanabe:
“Random access to advice strings and col-
lapsing result”, Algorithmica, Vol. 45, 43-



14.

15.

57, 2006.
Ooo:

tion where a Turing machine is given ran-

We propose a model of computa-

dom access to an advice string. With ran-
dom access, an advice string of exponential
length becomes meaningful for polynomi-
ally bounded complexity classes. We com-
pare the power of complexity classes under
this model.
tion than the usual model of computation
Under this model of
random access, we prove that there exist ad-

It gives a more stringent no-

with relativization.

vice strings such that the Polynomial-time
Hierarchy PH and Parity Polynomial-time
all collapse to P.

Akinori Kawachi and Takeshi Koshiba:
“Progress in Quantum Computational

Cryptography”, Journal of Universal Com-

puter Science, Vol. 12, No. 6, 691-709,
2006.
O0O: Shor’s algorithms can be regarded

as a negative effect of the quantum mech-
anism on public-key cryptography. From
the computational point of view, his algo-
rithms illustrate that quantum computation
could be more powerful. It is natural to con-
sider that the power of quantum computa-
tion could be exploited to withstand even
quantum adversary. Over the last decade,
quantum cryptography has been discussed
and developed even from the complexity-
theoretic point of view. In this paper, we
will survey the investigation on quantum

computational cryptography.

R. Hayashi and K. Tanaka:

“Schemes for Encryption with Anonymity
and Ring Signature”, IEICE Transactions
on Fundamentals of Electronics, Commu-
nications and Computer Sciences, Special
Section on Cryptography and Information

Security, Vol. E89-A, No. 1, 66-73, Jan-
uary, 2006.
O0: In this paper, we present previously

16.

17.

unproposed schemes with the anonymity
property for encryption and ring signature
That is, we

construct a key-privacy encryption scheme

by applying two techniques.

by using N-ary representation, and a ring
signature scheme by using the repetition of
evaluation of functions. We analyze pre-
cisely the properties of these schemes and

show their advantage and disadvantage.

H. Hiwatari and K. Tanaka:

“A Cramer-Shoup Variant Related to the
Quadratic Residuosity Problem”, IEICE
Transactions on Fundamentals of Electron-
ics, Communications and Computer Sci-
ences, Special Section on Cryptography and
Information Security, Vol. E89-A, No. 1,
203-205, January, 2006.

O00: At Eurocrypt '02, Cramer and Shoup
proposed a general paradigm to construct
practical public-key encryption schemes se-
cure against the adaptive chosen ciphertext
attack as well as several concrete examples.
One of these example is the scheme based
on the quadratic residuosity (QR) problem.
However this scheme is less efficient than
the other examples. In this paper, we con-
struct a new variant of the Cramer-Shoup
encryption scheme which is related to the
QR problem. Our variant is more efficient
than the scheme based on the QR prob-

lem.

Akinori Kawachi and Koshiba Takeshi:
“Progress in Quantum Computational
Cryptography”, Journal of Universal Com-
puter Science, 12(6), 691-709, 2006.

ad:

torization and the discrete logarithm prob-

Shor’s algorithms for the integer fac-

lems can be regarded as a negative effect of
the quantum mechanism on publickey cryp-
tography. From the computational point of
view, his algorithms illustrate that quan-
tum computation could be more powerful.
It is natural to consider that the power of



18.

quantum computation could be exploited to
withstand even quantum adversaries. Over
the last decade, quantum cryptography has
been discussed and developed even from the
computational complexity- theoretic point
of view. In this paper, we will survey what
has been studied in quantum computational

cryptography.

Akinori Kawachi, and Takeshi Koshiba:

“Quantum Computational Cryptography”,
Topics in Applied Physics, Vol.102, 167-184,
2006.
go:
classical cryptography have succeeded in
the establishment of the foundation of the

network security, computational approaches

As computational approaches to

even to quantum cryptography are promis-
ing, since quantum computational cryptog-
raphy could offer richer applications than
the quantum key distribution. Our project
focused especially on the quantum one-
wayness and quantum public-key cryptosys-
tems. The one-wayness of functions (or
permutations) is one of the most impor-
tant notions in computational cryptogra-
phy. First, we give an algorithmic char-
acterization of quantum one-way permuta-
tions. In other words, we show a necessary
and sufficient condition for quantum one-
way permutations in terms of reflection op-
erators. Second, we introduce a problem of
distinguishing between two quantum states
as a new underlying problem that is harder
to solve than the graph automorphism prob-
lem. The new problem is a natural general-
ization of the distinguishability problem be-
tween two probability distributions, which
are commonly used in computational cryp-
tography. We show that the problem has
several cryptographic properties and they
enable us to construct a quantum public-
key cryptosystem, which is likely to with-
stand any attack of a quantum adversary.

19.

20.

Andris Ambainis, Kazuo Iwama, Akinori
Kawachi, Rudy Raymond, and Shigeru Ya-
mashita,:

“Quantum Identification of Boolean Ora-
cles”, Topics in Applied Physics, 102, 3-18,
2006.

ao: We introduce the Oracle Iden-
tification Problem (OIP), which includes
many problems in oracle computation such
as those of Grover search and Bernstein-
Vazirani as its special cases. We give gen-
eral upper and lower bounds on the num-
ber of oracle queries of OIP. Thus, our re-
sults provide general frameworks for analyz-
ing the quantum query complexity of oracle
computation. Our results are also related to
exact learning in the computational learn-

ing theory.

Andris Ambainis, Kazuo Iwama, Akinori
Kawachi, Rudy Raymond, and Shigeru Ya-
mashita:

“Improved Algorithms for Quantum Iden-
tification of Boolean Oracles”, Theoretical
Computer Science, 378(1), 41-53, 2007.
O00: The oracle identification problem
(OIP) was introduced by Ambainis et al.
[A. Ambainis, K. Iwama, A. Kawachi, H.
Masuda, R.H. Putra, S. Yamashita, Quan-
tum identification of boolean oracles, in:
Proc. of STACS’04, in: LNCS, vol. 2996,
2004, pp. 105-116].
S of M oracles and a blackbox oracle f.

It is given as a set

Our task is to figure out which oracle in
S is equal to the blackbox f by making
queries to f. OIP includes several prob-
lems such as the Grover Search as special
cases. In this paper, we improve the al-
gorithms in [A. Ambainis, K. Iwama, A.
Kawachi, H. Masuda, R.H. Putra, S. Ya-
mashita, Quantum identification of boolean
oracles, in: Proc. of STACS’04, in: LNCS,
vol. 2996, 2004, pp. 105-116] by provid-
ing a mostly optimal upper bound of query

complexity for this problem: (i) For any or-



21.

acle set S such that [S| < N (d < 1),
we design an algorithm whose query com-
plexity is O(NlogM/ logN), matching the
lower bound proved in [A. Ambainis, K.
Iwama, A. Kawachi, H. Masuda, R.H. Pu-
tra, S. Yamashita, Quantum identification
of boolean oracles, in: Proc. of STACS’04,
in: LNCS, vol. 2996, 2004, pp. 105-116].
(ii) Our algorithm also works for the range
between 2V and 2V'*" (where the bound
becomes O(N)), but the gap between the
upper and lower bounds worsens gradu-
ally. (iii) Our algorithm is robust, namely,
it exhibits the same performance (up to
a constant factor) against noisy oracles as
also shown in the literature [M. Adcock,
R. Cleve, A quantum Goldreich-Levin the-
orem with cryptographic applications, in:
Proc. of STACS’02, in: LNCS, vol. 2285,
2002, pp. 323-334; H. Buhrman, I. New-
man, H. Rohrig, R. deWolf, Robust quan-
tum algorithms and polynomials, in: Proc.
of STACS’05, in: LNCS, vol. 3404, 2005,
pp- 593-604; P. Hoyer, M. Mosca, R. de
Wolf, Quantum search on bounded- error
inputs, in: Proc. of ICALP’03, in: LNCS,
vol. 2719, 2003, pp. 291-299] for special
cases of OIP.

00 o0
«100000000000000000
O00”, 000000,00000000
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T. Hofmeister, U. Schoening, R. Schuler,
and O. Watanabe:

“Randomized algorithms for 3-SAT”, The-
ory of Comput. Systems, 40, 249-262, 2007.
O0: SATOODODOOOOO0ODOOOOOO0
0000000000000 00003-SAT
O00000ooooo0o0onnOOoOOQg
000000 O0(1.333")0000o0oooo
000000000000 O(1.330") 000
O0000D00oDOoooooog SATO
O00oo0ooooooooooooooon
000000000000 0O(1.239™ OO
O000o0ooo0o0o0DmOO0O0oooooog
000(1.234™ 0000000000000
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K. Hatano and O. Watanabe:

“Learning r-of-k functions by boosting”,
15th International Conference on Algorith-
mic Learning Theory (ALT 2004), Lecture
Notes in Computer Science 3244, 114-126,
2004.
uo:
of boosting in the case that the target con-

We investigate further improvement

cept belongs to the class of r-of-k threshold
Boolean functions, which answers “+17 if
at least r of k relevant variables are pos-

¢ Given

itive, and answers “—1” otherwise.
m examples of a r-of-k function and liter-
als as base hypotheses, popular boosting al-
gorithms (e.g., AdaBoost) construct a con-
sistent final hypothesis in O(k?logm) it-
erations. While this convergence speed is
tight in general, we show that a modifi-
cation of AdaBoost (confidence-rated Ad-
aBoost or InfoBoost) can make use of the
property of r-of-k functions that make less
error on one-side to find a consistent final

hypothesis in O(krlogm) iterations. Our



result extends the previous investigation by
Hatano and Warmuth and gives more gen-
eral examples where confidence-rated Ad-
aBoost or InfoBoost has an advantage over
AdaBoost.

. J.Y. Cai and O. Watanabe:

“Random access to advice strings and col-
lapsing results”, Proceedings of the Fif-
teenth International Symposium on Algo-
rithms and Computation (ISAAC 2004),
Lecture Notes in Computer Science 3341,
209-220, 2004.

O0O: We propose a model of computa-
tion where a Turing machine is given ran-
dom access to an advice string. With ran-
dom access, an advice string of exponential
length becomes meaningful for polynomi-
ally bounded complexity classes. We com-
pare the power of complexity classes un-
der this model. It gives a more stringent
notion than the usual model of computa-
tion with relativization. Under this model
of random access, we prove that there ex-
ist advice strings such that the Polynomial-
time Hierarchy PH and Parity Polynomial-
time parityP all collapse to the class P. Our
main proof technique uses the decision tree
lower bounds for constant depth circuits of
Hastad etal and the algebraic machinery of
Razborov and Smolensky.

. Kazuo Iwama and Akinori Kawachi:
“Approximated Two Choices in Random-
ized Load Balancing”, Proceedings of the
Fifteenth International Symposium on Al-
gorithms and Computation (ISAAC 2004),
Lecture Notes in Computer Science 3341,
545-557, 2004.

O0: This paper studies the maximum
load in the approximated d- choice balls-
and-bins game where the current load of
each bin is available only approximately. In
the model of this game, we have r thresh-
olds T1,...,T, (0 < Ty < --- < T;) for an

integer r (> 1). For each ball, we select
d bins and put the ball into the bin of the
lowest range, i.e., the bin of load i such that
Ty <1 < Tiy1—1 and no other selected bin
has height less than 7). If there are two
or more bins in the lowest range (i.e., their
height is between T} and T4, — 1), then
we assume that those bins cannot be distin-
guished and so one of them is selected uni-
formly at random. We then estimate the
maximum load for n balls and n bins in
this game. In particular, when we put the r
thresholds at a regular interval of an appro-
priate A, ie., T, — T, 1 =--- =Ty — T =
T = A, the maximum load L(r) is given as

(r + O(1)) T+§/(;+11)T Inn/In (ﬁ lnn>.

The bound is also described as L(A) <
{(14+0(1)) Inlnn+O(1)}A/In((d—1)A) us-
ing parameter A. Thus, if A is a constant,
this bound matches the (tight) bound in the
original d-choice model given by Azar et al.,

within a constant factor. The bound is also

tight within a constant factor when r = 1.

. Akinori Kawachi, Hirotada Kobayashi,

Takeshi Koshiba, and Raymond H. Putra:
“Universal Test for Quantum One-Way Per-
mutations”, Proceedings of the Twenty-
Ninth International Symposium on Math-
ematical Foundations of Computer Science
(MFCS 2004), Lecture Notes in Computer
Science 3153, 839-850, 2004.

O0: The next bit test was introduced
by Blum and Micali and proved by Yao to
be a universal test for cryptographic pseu-
dorandom generators. On the other hand,
no universal test for the cryptographic one-
wayness of functions (or permutations) is
known, though the existence of crypto-
graphic pseudorandom generators is equiva-
lent to that of cryptographic one-way func-
tions. In the quantum computation model,
Kashefi, Nishimura and Vedral gave a suffi-
cient condition of (cryptographic) quantum



one-way permutations and conjectured that
the condition would be necessary. In this
paper, we relax their sufficient condition
and give a new condition that is necessary
and sufficient for quantum one-way permu-
tations. Our condition can be regarded as
a universal test for quantum one-way per-
mutations, since our condition is described
as a collection of stepwise tests similar to
the next bit test for pseudorandom genera-
tors.

. Andris Ambainis, Kazuo Iwama, Akinori
Kawachi, Hiroyuki Masuda, Raymond H.
Putra, and Shigeru Yamashita:

“Quantum Identification of Boolean Ora-
cles”, Proceedings of the Twenty-First Sym-
posium on Theoretical Aspects of Computer
Science (STACS 2004), Lecture Notes in
Computer Science 2996, 105-116, 2004.
O00: The oracle identification problem
(OIP) is, given a set S of M Boolean or-
acles out of 2V ones, to determine which
oracle in S is the current black-box oracle.
We can exploit the information that can-
didates of the current oracle is restricted
to S. The OIP contains several concrete
problems such as the original Grover search
and the Bernstein-Vazirani problem. Our
interest is in the quantum query complex-
ity, for which we present several upper
bounds. They are quite general and mostly
optimal: (i) The query complexity of OIP
is O(v/Nlog Mlog N loglog M) for any S
such that M = |S|N, which is better than
the obvious bound N if M < 2N/log® N (ii)
It is O(v/'N) for any S if |S| = N, which
includes the upper bound for the Grover
search as a special case. (iii) For a wide
range of oracles (|[S| = N) such as ran-
dom oracles and balanced oracles, the query
complexity is O(y/N/K), where K is a sim-
ple parameter determined by S.

6. O. Watanabe:

“Pseudo expectation: A tool for analyzing
local search algorithms”, Statistical Physics
of Disordered Systems and its Applications
(SPDSA2004), July, 2004.

O0: Watanabe et. al. proposed pseudo
expectation for analyzing relatively simple
Markov processes, which would be often
seen as simple execution models of local
search algorithms. In this paper, we first
explain how it is used, and then investigate
the approximation error bound of pseudo
expectations.

.00 O0O0g J. Schneider OO O .:

“0000000000000000000
00007, 0000000,0000 AL94,
73-80, 2004.

00: 0000000000000000
00000000000000000000
00000000000000 (@0oo00o
0000000000)000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
0oooooo

. R. Hayashi and K. Tanaka:

“The Sampling Twice Technique for
the RSA-based Cryptosystems with
Anonymity”, PKC 2005—The 8th Interna-
tional Workshop on Practice and Theory in
Public Key Cryptography, Lecture Notes in
Computer Science 3386, 216-233, January,
2005.

O0O: We say that an encryption scheme
or a signature scheme provides anonymity
when it is infeasible to determine which
user generated a ciphertext or a signature.
To construct the schemes with anonymity,



10.

it is necessary that the space of ciphertexts
or signatures is common to each user. In
this paper, we focus on the techniques
which can be used to obtain this anonymity
property, and propose a new technique
for obtaining the anonymity property on
RSA-based cryptosystem, which we call
“sampling twice.” It generates the uniform
distribution over [0,2%) by sampling the
two elements from Zy where |N| = k.
Then,
technique, we construct the schemes for

by applying the sampling twice

encryption, undeniable and confirmer
signature, and ring signature, which have

some advantage to the previous schemes.

goo,ooof:
‘“ddddd00oooooooooooon
0O00ooooOor,20060 OO0OO0OO0O0O
000000000 (SCIS2005), 1, 151-156,
20060 1 0.

O0: A study of the random oracle model
seems to be concentrated to showing the
gap between the schemes in the random
oracle model and the schemes whose ran-
dom oracles are replaced with functions cho-
sen at random from some function ensem-
bles.

the study of the schemes in the random or-

We consider a different direction on
acle model. We focus on the size of the
tables necessary to describe all of the en-
tries to be potentially queried in the ran-
dom oracle model. We show how to reduce
the table sizes of the schemes for encryption
and signature in the random oracle model.
In particular, we apply this idea to PSS-
R and OAEP and show the security of our

schemes.

ogooo,douo:

“Computational Bilinear Diffie-Hellman O
Ooo0oooooooooooooooog
oodo”,20060 OOOOO0OO0ODOOOOO
00000 (SCIS2005), 1, 343-348, 2005 O
10.

11.

12.

ad:
public-key encryption with conjunctive field
keyword search (PECK). They proposed
two constructions for PECK based on the

Park, Kim, and Lee proposed a

Decisional Bilinear Diffie-Hellman problem.
We construct a variant of one of their
schemes based on the Computational Bilin-
ear Diffie-Hellman problem.

oo0oo,0000:

“Cramer-Shoup 0000000 ODO0OODO
Oo0o00ooooooor, 200600 ODOO0O
0000000000000 (SCIS2005), 2,
481-486, 20050 1 0.

OO0 : At Eurocrypt ’ 02 Cramer and Shoup
proposed a general paradigm to construct
practical public-key cryptosystems secure
against the adaptive chosen ciphertext at-
tack as well as several concrete examples.
Using the construction, we present a new
variant of the Cramer-Shoup encryption
scheme, secure against the adaptive chosen
ciphertext attack. Our variant is based on
the problem related to the quadratic resid-
uosity (QR). They also proposed the en-
cryption scheme based on the QR, but this
scheme is less efficient than those based on
the decision Diffie-Hellman problem or the
decision composite residuosity. In this pa-
per, we define the new assumptions related
to the QR assumption and propose a new
public-key encryption scheme whose secu-
rity is based on the new assumption. Our
scheme is more efficient than the QR-based
scheme proposed by Cramer and Shoup.

goooo,oooo:
‘“a0d0o0ooboobooboooooooar,
20060 DOODODOOOOOODODOOODOO
O (SCIS2005), 2, 799-804, 20050 10 .

0O 0O : Moderately-hard functions are useful
for many applications and there are quite
many papers concerning on moderately-
hard functions. However, the formal model
for moderately-hard functions have not



13.

14.

been proposed. In this paper, first, we pro-
pose the formal model for moderatelyhard
functions. For this purpose, we construct
the computational model and investigate
the properties desired for moderately-hard
functions. Then, we propose that some par-
ticular functions can be used as moderately-
hard functions. These functions are based
on two ideas: the difficulty of factoring
p"q and sequential computation of primitive

functions.

oooo,b0ood:
‘“0O00D000DO0O0OO0DDbOOoDOoOooaog
non-malleability O OO OOOO”, 2005
O Dooboouoboobobbooboboo
(SCIS2005), 3, 1087-1092, 20050 1 0.
aod:
password-based protocols for authenticated
key exchange (AKE). In 2000, Bellare,
Pointcheval, and Rogaway proposed the

This paper continues the study of

formal model on AKE. In this paper, we
propose the new security notions on AKE,
based on the non-malleability of session
keys. Then we prove that this security
notion is equivalent to that proposed by
Bellare, Pointcheval, and Rogaway. Fur-
thermore, we show that there is a protocol
secure in the random oracle model not
always secure in the standard model with

collision-resistant hash functions.

oooo,0000:

“ElGamal O 00O Cramer-Shoup 0O 0O 0O
ooooooooooooooo”, 2005
O 000000DOo0O0o0ooooooo
(SCIS2005), 3, 1315-1320, 20050 1 0.
od:
new variants of the ElGamal and the
Our
schemes have the anonymity property even

In this paper, we have proposed
Cramer-Shoup encryption schemes.
if each user chooses an arbitrary prime ¢

2q + 1 is also
prime. More precisely, our ElGamal vari-

where |¢g| = k and p =

ants provide anonymity against the chosen-

15.

16.

plaintext attack, and our Cramer-Shoup
variants provide anonymity against the
adaptive chosen-ciphertext attack. These
anonymity properties are proved under a
slightly weaker assumption than the DDH
assumption. Furthermore, our ElGamal
variants are secure in the sense of IND-CPA,
and our Cramer-Shoup variants are secure

in the sense of IND-CCAZ2.

oooo,0000:

‘000000 RSADODOOODOOO Sam-
pling Twice DO DO ODO”, 20060 O0OO0O
0000000000000 (SCIS2005), 3,
1321-1326, 20050 1 0.

O0O: We say that an encryption scheme
or a signature scheme provides anonymity
when it is infeasible to determine which user
generated a ciphertext or a signature. To
construct the schemes with anonymity, it
is necessary that the space of ciphertexts
or signatures is common to each user. In
this paper, we focus on the techniques which
can be used to obtain this anonymity prop-
erty, and propose a new technique for ob-
taining the anonymity property on RSA-
based cryptosystem, which we call “sam-
pling twice.” It generates the uniform dis-
tribution over [0,2%) by sampling the two
elements from Zy where |N| = k. Then, by
applying the sampling twice technique, we
construct the schemes for encryption, un-
deniable and confirmer signature, and ring
signature, which have some advantages to
the previous schemes.

oooo,b0000d:
“0O000000000O00OO0O0 Aggre
gate Signature”, 20060 000000000
00000000 (SCIS2005), 3, 1453-1458,
20050 10.

O 0: There is a signature scheme which
sig-
natures to one, called an aggregate signa-

can aggregate two or more persons’

ture. In this paper, we propose a scheme
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18.

of an aggregate signature which has addi-
tional functionality allowing any holder of a
signature to designate the signature to any
By this func-
tionality, no one other than the designated-

desired designated-verifier.

verifier can verify the signature, so the sig-
nature passed to other persons would not
appear where the signer does not intend to
send it in the form which anyone can verify.

A. Kawachi, T. Koshiba, H. Nishimura,
T. Yamakami:
“Computational Indistinguishability be-
tween Quantum States and Its Applica-
tions”, Advances in Cryptography — Euro-
crypt 2005, Lecture Notes in Computer Sci-
ence 3494, 268-284, May, 2005.

O0: D0000O0O000000o0o00 3G)
O00000000@@o0O0O00000oo
000000000000 oooooo
Ooooooooooooooooooog
Oo000oooopooooooooooog
O000ooooooooooooooog
ooDoooooooooooooooog
Ooo0ooooopooooooooooog
O000ooooooooooooooog
Ooooooooooooooooooog
Oo000oooopoooooooooooog
O000ooooooooooooooog
ooooooooooooo

H. Hada and K. Tanaka:

“Security for Authenticated Key Exchange
Based on Non-Malleability”, International
Conference on Information Technology and
Applications (ICITA 2005), vol. 2, 508-513,
July, 2005.

ad:
of password-based protocols for authenti-
cated key exchange (AKE). In 2000, Bel-
lare, Pointcheval, and Rogaway proposed

This paper continues the study

the formal model on AKE. In this paper,
we propose new security notions on AKE,
based on the non-malleability of session

keys. Then we prove that those security

19.

20.

notion are equivalent to that proposed by
Bellare, Pointcheval, and Rogaway. Fur-
thermore, we show that there is a proto-
col secure in the random oracle model, not
always secure in the standard model with
collision-resistant hash functions.

A. Mihara and K. Tanaka:

“Universal Designated-Verifier Signature
with Aggregation”, International Confer-
ence on Information Technology and Appli-
cations (ICITA 2005), vol. 2, 514-519, July,
2005.
ud:

can aggregate two or more persons’ signa-

There is a signature scheme which

tures to one, called an aggregate signature.
In this paper, we propose a scheme of an ag-
gregate signature which has additional func-
tionality allowing any holder of a signature
to designate the signature to any desired
designated-verifier. By this functionality,
no one other than the designated-verifier
can verify the signature, so the signature
passed to other persons would not appear
where the signer does not intend to send it

in the form which anyone can verify.

T. Isshiki and K. Tanaka:

“An (n — t)-out-of-n Threshold Ring Sig-
nature Scheme”, Information Security and
Privacy — 10th Australasian Conference
(ACISP 2005), Lecture Notes in Computer
Science 3574, 406-416, July, 2005.

O0: In CRYPTO2002, Bresson, Stern,
and Szydlo proposed a threshold ring sig-
nature scheme. Their scheme uses the no-
tion of fair partition and is provably secure
in the random oracle model. Their scheme
is efficient when the number t of signers is
small compared with the number n of group
members, i.e., t = O(logn) (we call this
scheme BSS scheme). However, it is inef-
ficient when t is w(logn). In this paper,
we propose a new threshold ring signature
scheme which is efficient when the number



21.

of signers is large compared with the num-
ber n of group members, i.e., when the num-
ber t of non-signers in the group members is
small compared with n. This scheme is very
efficient when ¢ = O(logn). This scheme
has a kind of dual structure of BSS scheme
which is inefficient when the number of sign-
ers is large compared with the number of
group members. In order to construct our
scheme, we modify the trap-door one-way
permutations in the ring signature scheme,
and use the combinatorial notion of fair par-
tition. This scheme is provably secure in the

random oracle model.

R. Hayashi and K. Tanaka:

“Universally Anonymizable Public-Key En-
cryption”, Advances in Cryptology — ASI-
ACRYPT 2005, Lecture Notes in Computer
Science 3788, 293-312, December, 2005.
0o:

versally anonymizable public-key encryp-

We first propose the notion of uni-

tion. Suppose that we have the encrypted
data made with the same security pa-
rameter, and that these data do not sat-
isfy the anonymity property. Consider
the situation that we would like to trans-
form these encrypted data to those with
the anonymity property without decrypting
these encrypted data. In this paper, in or-
der to formalize this situation, we propose
a new property for public-key encryption
called universal anonymizability. If we use
a universally anonymizable public-key en-
cryption scheme, not only the person who
made the ciphertexts, but also anyone can
anonymize the encrypted data without us-
ing the corresponding secret key. We then
propose universally anonymizable public-
key encryption schemes based on the ElGa-
mal encryption scheme, the Cramer-Shoup
encryption scheme, and RSA-OAEP, and
prove their security.

22.

23.

24.

O. Watanabe:

“Some heuristic analysis of local search
algorithms for SAT problems”, 3rd In-
ternational Symposium on Stochastic Al-
gorithms, Foundations and Applications
(SAGA 2005), Lecture Notes in Computer
Science 3777, 14-24, October, 2005.

O0: SATOOOODOO SATOODOO

0dodoobooooooooooooooa
Oo0DoO0o000oOoooooOoooooog
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goboboboobooboboooobooboog
00000000000 SATOoOooooo
O00o00o00ooooooo@G obooo
ggboooboobobooobooobooboog
O000000000(@G) SATOODOOD
booobooboboboboboooogon
O0@Gi) 0000000000000000
uboboooooan

M. Yamamoto:

“An improved O(1.234™)-time determinis-
tic algorithm for SAT”, 16th International
Symposium on Algorithms and Computa-
tion (ISAAC’05), Lecture Notes in Com-
puter Science 3827, 644-653, December,
2005.

O0:. SATOODOOOO0ODOOoOoooooo

0000000000000 0000O3sAT
oo n0ooggng

000000 0O(1.333") Dooooooo

00000000ooooo 0(1.330m) 00

000000DOO00ooOoDooooonO SAT
ooboooooooonooooooooon
O00000000000 o(1.239™) 00O

goooouood mOoooooooga

000(1.234™) 0000000000000

S. Toda:

“Computing Automorphism Groups of
Chordal Graphs Whose Simplicial Compo-
nents Are Of Small Size”, 00000000
000000000 O0oOdd, IEICE Technical
Report, Vol. 105, No.144, COMP2005-24,



25.

26.

37-42, June, 2005.

O0: It is known that any chordal graph
can be uniquely decomposed into simpli-
Based on this fact, it
is shown that for a given chordal graph,

cial components.

its automorphism group can be computed
in O((c! - n)°M) time, where ¢ denotes
the maximum size of simplicial components
and n denotes the number of nodes. It
is also shown that isomorphism of those
chordal graphs can be decided within the
same time bound. From the viewpoint of
polynomial-time computability, our result
strictly strengthens the previous ones re-

specting the clique number.

M. Yamamoto:

“An improved O(1.234™)-time determinis-
tic algorithm for SAT” OO0 000000 O
0oooooooooo,ooan, Vol. 105,
No. 499, COMP2005-54, 37-42, December,
2005.

O0:. SATOOOOODOOoOoooooo
0000000000000 00O00O3sAT
oo n0ooggn
000000 0O(1.333") Dooooooo
000000oooooooo 0(1.330m) 00
000000DOO00ooO0DoooonO SAT
gooboooooooooooooooooa
O0000000ooooO O(1.239™) 00O
goooouood mgooooooga
000(1.234™) 0000000000000

M. Halldorsson, O. Watanabe, and M. Ya-
mamoto:

“An improved upper bound for the three
domatic number problems”, 0 70000
Oo00ooooo,0000o0000o0o0g
ooog, 2006.

O O : In this paper we consider the domatic
number problem. For this problem, Tiege,
etal [RRSYO06] recently proposed a deter-
ministic algorithm solving this problem,
and they proved that it runs in O(2.6949")-
time for any graph with n vertices. Here

27.

28.

we give a better bound O(2.6834") for the
same algorithm.

oooo,boog:

“Relationships between Data-Privacy and
Key-Privacy”, 20060 OO0 0000000
00000000 (SCIS2006), 1A2-1, 2006
010.
ao:

of public-key encryption schemes is that

The classical security requirement

it provides privacy of the encrypted data.
Popular formalizations such as one-wayness
(OW) or indistinguishability (IND) are di-
rected at capturing various data-privacy
requirements. Bellare, Boldyreva, Desali,
and Pointcheval proposed a new security
requirement of encryption schemes called
“key-privacy” or “anonymity” (IK, which
means “indistinguishability of keys.”). It
asks that an encryption scheme provides
privacy of the key under which the encryp-
tion was performed. That is, if an en-
cryption scheme provides the key-privacy,
then the receiver is anonymous from the
point of view of the adversary. Related to
this security notion, Halevi provided a sim-
ple sufficient condition (which we denote
IKR) and he showed IND A IKR implies
IK. Hayashi and Tanaka modified the def-
inition by Bellare, Boldyreva, Desai, and
Pointcheval, and proposed a new definition
of the anonymity property, which we call
the strong anonymity (sIK). In this paper,
we show the relationships between data-
privacy (IND, OW) and key-privacy (IK,
IKR, sIK). For example, we show that wIK
does not imply OW, but sIK implies not
only OW but IND. We also show that sIK is
equivalent to IND A IKR, while IK is weaker
than IND A IKR.

O000,0000:

“Generic Conversion for the Anonymity
against the Adaptive Chosen Ciphertext
Attack”, 20060 OO OO0OODOODODOOO



29.

00o0ogo (SCIS2006), 1F3-1,20060 10.
0o:
Pointcheval proposed a new security re-

Bellare, Boldyreva, Desai, and

quirement of encryption schemes called
“key-privacy” or “anonymity.” It asks that
an encryption scheme provides privacy of
the key under which the encryption was per-
formed. That is, if an encryption scheme
provides the key-privacy, then the receiver
is anonymous from the point of view of the
adversary. They formalized the property of
anonymity, and this can be considered un-
der either the chosen plaintext attack or the
adaptive chosen ciphertext attack, yielding
two notions of security, IK-CPA and IK-
CCA. In this paper, we propose the notion
of plaintext awareness in the two-key set-
ting, called PA2. We say that the public-
key encryption scheme is secure in the sense
of PA2 if the scheme is secure in the sense
of IK-CPA and there exists a knowledge
extractor for PA2.
ences between the definition of knowledge
extractor for PA and that for PA2. We
also prove that if a public-key encryption

There are some differ-

scheme is secure in the sense of PA2, then
it is also secure in the sense of IK-CCA.
Since it looks much easier to prove that a
public-key encryption scheme is secure in
the sense of PA2 than to prove directly it is
secure in the sense of IK-CCA, the notion of
PA2 is useful to prove the anonymity prop-
erty of public-key encryption schemes. We
also propose the first generic conversion for
the anonymity, that is, we prove that the
Fujisaki- Okamoto conversion, where basic
public-key encryption scheme is secure in
the sense of IK-CPA, is secure in the sense
of IK-CCA in the random oracle model.

oooo,0000:

“Universally Anonymizable Public-Key En-
cryption”, 20060 D O0O00OODOODOOO
oooooo (SCIS2006), 1F3-2, 2006 O 1
O.

30.

gd:
versally anonymizable public-key encryp-

We first propose the notion of uni-

tion. Suppose that we have the encrypted
data made with the same security pa-
rameter, and that these data do not sat-
isfy the anonymity property. Consider
the situation that we would like to trans-
form these encrypted data to those with
the anonymity property without decrypting
these encrypted data. In this paper, in or-
der to formalize this situation, we propose
a new property for public-key encryption
called universal anonymizability. If we use
a universally anonymizable public-key en-
cryption scheme, not only the person who
made the ciphertexts, but also anyone can
anonymize the encrypted data without us-
ing the corresponding secret key. We then
propose universally anonymizable public-
key encryption schemes based on the ElGa-
mal encryption scheme, the Cramer-Shoup
encryption scheme, and RSA-OAEP, and
prove their security.

oo00oo,0000:

“Signcryption with Batch Verification”,
200600 OOOODOOODOOOODOOOOOO
O (SCIS2006), 2A3-4, 2006 O 1 0.

go:
tographic method that performs encryption

Signcryption is a public-key cryp-

and signature in a single logical step. It
is more efficient than running the sign al-
gorithm and the encryption algorithm sep-
In this paper, we propose the
Us-
ing batch verification in the de-signcryption

arately.
signeryption with batch verification.

algorithm of the signcryption, we improve
the efficiency of the verification of the plu-
ral signerypted messages. We also give the
proofs of the security property: the chosen
ciphertext security against insider attack,
the unforgeability against chosen-message
attack, and the ciphertext anonymity.



31.

32.

000oo000oooooDooooo:

“Multi-Bit Cryptosystems based on Lattice
Problems”, 20060 D OOOOOOOOOO
000000 (SCIS2006), 2A4-4, 2006 O 1
a.
ao:
of several single-bit cryptosystems based
on lattice problems, Ajtai and Dwork
Cryptosystem [STOC ’97] and its error-
free version (Goldreich, Goldwasser, and
Halevi [CRYPTO ’97]), Regev Cryptosys-
tems [STOC 2003] and [STOC 2005], and
Ajtai Cryptosystem [STOC 2005]. By ana-

lyzing trade-offs between hardness of their

We propose multi-bit versions

underlying lattice problems and probability
of decryption errors, it is shown that our
cryptosystems encrypt O(logn)-bit plain-
texts into ciphertexts of the same length
as the original ones with reasonable sacri-
fices of the hardness of the underlying lat-
tice problems.

gooooooon:

of the Waseda-Soshi-Miyaji
scheme and on Quantum Computation
Signature”, 2006 0 O0O00OO0OOOOO
O000O00O0oo (SCIS2006), 3C2-1, 2006
u1o.

“Analysis

aoo: Several knapsack-based public-
key encryption schemes were proposed,
however the knapsack-based signature

schemes are few. Shamir scheme is based
on linear transformation. This scheme is
broken without the quantum computer.
Okamoto, Tanaka and Uchiyama proposed
the definition of a quantum computation
Waseda, Soshi

and Miyaji proposed a knapsack-based

digital signature scheme.

quantum computation digital signature
scheme based on the OTU. Their scheme
is based on the signed knapsack problem.
In this paper, we analyse the Waseda-
Soshi-Miyaji scheme, they claimed that
there scheme is secure. In fact, the forger
can determine the signer’s private key.

33.

34.

Therefore we discuss on the possibillity of
the construction for quantum computation
digital signature scheme based on the
knapsak problems.

goooooooo:

“Universal Designated-Verifier Ring Signa-
ture”, 20060 OO OODODODOOOODOOO
0000 (SCIS2006), 3A3-2,2006 0 10.

00o:

variant of ring signature called universal

In this paper, we propose new

designatedverifier ring signature (UDVRS).
Like universal designated-verifier signature
(UDVS), UDVRS has special functional-
ity that allows any holder of a ring sig-
nature, who is not necessarily the signer,
to designate the signature to any desired
designated-verifier, using the verifier’s pub-
lic key. Only the designated-verifier can
verify the signature and be convinced that
the signature was signed by one of the ring
members: he cannot transfer any conviction
to the third party. The purpose of our UD-
VRS scheme is to allow only a specified en-
tity to verify the ring signature, which keeps
the signature from being used beyond the

signer’s aim.

oo0oooooog:

“A Password-Based Authenticated Key Ex-
change Protocol in the Three Party Set-
ting”, 20060 OO ODOOOOOOOOOO
0000 (SCIS2006), 3D3-2, 2006 0 1 0.

go:
the study of password-based authenticated

In this paper, we continue

key exchange in the three-party setting.
Abdalla,
tributed the model in the three-party and

Fouque, and Pointcheval con-
a generic construction of the protocol.
Their protocol is very generic and natural,
but assumes twoparty password-based au-
thenticated key exchange, three-party key
distribution, message authentication code
(MAC), and the decisional Diffie-Hellman
problem. Moreover it needs many rounds.



35.

36.

We present a specific protocol in their set-
ting which needs only four rounds, and as-
sume the decisional Diffie-Hellman problem
in the random oracle model.

ooooooooo:

“Fair Exchange of Signatures in the Many-
to-One Model”, 20060 OOOODOOOO0O
00000000 (SCIS2006), 3A4-4, 2006
O10.

O0: In 2004, Chen, Kudla, and Paterson
introduced the concept of concurrent sig-
nature. The concurrent signature scheme
falls just short of providing a full solution
to the problem of fair exchange of signa-
tures, however their schemes require neither
a trusted third party nor a high degree of
interaction between parties, so this is use-
ful in some situations. They also proposed
a protocol only for the one-to-one model.
We extend this scheme to the many-to-one
model. Consider the situation that a single
party A wants to get the all signatures of
three parties, B, C, and D, participated in
the protocol, while these parties want to get
only the signature of the party A. We pro-
pose a security model for the concurrent sig-
nature scheme applied to the many-to-one
model. We also propose a concrete scheme
which is secure. By putting an assump-
tion that one party is honest-but-curious,
we prove the security in the random permu-
tation model under the discrete logarithm
assumption. Our proposed scheme can be
applied to the above situation.

gooooogoooood:

“Sanitizable Signature with Secret Informa-
tion”, 20060 OO O0ODOO0OOOOODOO
o000 (SCIS2006), 4A1-2, 20060 10.

a0o:

a signature scheme that allows the sani-

A sanitizable signature scheme is

tizer to sanitize certain portions of the doc-
ument and to generate the valid signature of
the resulting document with no interaction

37.

with the signer. There exist many models
and schemes for sanitizable signature. In
this paper, we precisely formalize the al-
gorithms and the security requirements of
sanitizable signature with secret informa-
tion. We propose a sanitizable signature
scheme based on the gap co-Diffie-Hellman
groups and prove that our scheme satisfies
these security requirements. Furthermore,
we discuss various models of sanitizable sig-
nature and classify the previously proposed

schemes and our scheme.

gooooooon:

“Secret Handshake with Multiple Groups”,
20060 DOOODOODOODOODOOOOOO
O (SCIS2006), 4D2-3, 2006 0 1 0.

00O:
authentication model called secret hand-

Recently, a privacy-preserving
shake was introduced by Balfanz, Durfee,
Shankar, Smetters, Staddon, and Wong. It
allows two members of a same group to
authenticate each other whether they be-
long to a same group or not secretly, in the
sense that each party reveals his affiliation
to the other only if the other party is also a
group member. Xu and Young constructed
the first scheme that achieved this prop-
erty. Previous works focus on the models
which each participant authenticates him-
self as a member of one group. In our study,
we present a new secret handshake model.
In our model, two users authenticate each
other if and only if each one’s memberships
of the groups are equal. In this paper, we
present a definition of this model. We call
this model secret handshake with multiple
groups and produce a concrete scheme. Fur-
thermore, our scheme can deal with one’s
change of memberships. Even if a mem-
ber is added to a new group, or is deleted
from the one that he belongs to, there is
no need to change his other memberships.
Our scheme does not satisfy the unlinkabil-
ity, but that can be achieved by modifying
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39.

our scheme.

gooooooo:

“A message passing algorithm for
MAX2SAT”, DOOO0OO0ODOOODOO

O0,COMP-NHCODOOOODOOO, DS-1-6,
March, 2006.

O0: MAX-SATOOOOOQOOOOOOO
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Ryotaro Hayashi and Keisuke Tanaka:
“PA in the
Generic Conversion for Encryption with

Two-Key Setting and a
Anonymity”, Information Security and
Privacy - 11th Australasian Conference,
ACISP 2006, Lecture Notes in Computer
Science 4058, 271-282, July, 2006.

uo:
text awareness in the two-key setting, called
PATK. We also prove that if a public-key

encryption scheme is secure in the sense of

We propose the notion of plain-

PATK, then it is also secure in the sense
of IK-CCA. Since it looks much easier to
prove that a public-key encryption scheme
is secure in the sense of PATK than to prove
directly that it is secure in the sense of IK-
CCA, the notion of PATK is useful to prove
the anonymity property of public-key en-
cryption schemes. We also propose the first

40.

41.

generic conversion for the anonymity, that
is, we prove that the public-key encryption
scheme derived from the Fujisaki-Okamoto
conversion scheme, where the basic public-
key encryption scheme is secure in the sense
of IK-CPA, is secure in the sense of IK-CCA
in the random oracle model.

Akinori Kawachi and Tomoyuki Yamakami:

“Quantum  Hardcore  Functions by

Complexity-Theoretical ~Quantum  List
Decoding”, 33rd International Colloquium
on Automata, Languages and Program-
ming (ICALP 2006), Lecture Notes in
Computer Science 4052, 216-227, 2006.

O00: We present three new quantum hard-
core functions for any quantum one-way
function. We also give a quantum solution
to Damgard’s question (CRYPTO’88) on
his pseudorandom generator by proving the
quantum hardcore property of his genera-
tor, which has been unknown to have the
classical hardcore property. Our technical

13

tool is quantum list-decoding of “classi-
cal” error-correcting codes (rather than
“quantum” error-correcting codes), which
is defined on the platform of computa-
tional complexity theory and cryptography
(rather than information theory). In
particular, we give a simple but powerful
criterion that makes a polynomial-time
computable code (seen as a function)
a quantum hardcore for any quantum
one-way function. On their own interest,
we also give quantum list-decoding algo-
rithms for codes whose associated quantum
states (called codeword states) are nearly
orthogonal using the technique of pretty

good measurement.

Andris Ambainis, Kazuo Iwama, Akinori
Kawachi, Rudy Raymond, and Shigeru Ya-
mashita:

“Improved Algorithms for Quantum Iden-
tification of Boolean Oracles”, 10th Scan-



42.

43.

dinavian Workshop on Algorithm Theory
(SWAT 2006), Lecture Notes in Computer
Science 4059, 280-291, 2006.

O00: The oracle identification problem
(OIP) was introduced by Ambainis et al.
It is given as a set S of M oracles and a
blackbox oracle f. Our task is to figure out
which oracle in S is equal to the blackbox f
by making queries to f. OIP includes sev-
eral problems such as the Grover Search as
special cases. In this paper, we improve the
algorithms of Ambainis et al. by provid-
ing a mostly optimal upper bound of query
complexity for this problem: (i) For any or-
acle set S such that |S| < 2N (d < 1), we
design an algorithm whose query complex-
ity is O(y/Nlog M/log N), matching the
lower bound proved in 2004. (i) Our al-

gorithm also works for the range between
2N and 2/ log N (where the bound becomes
O(N)), but the gap between the upper and
lower bounds worsens gradually. (ii7) Our
algorithm is robust, namely, it exhibits the
same performance (up to a constant factor)
against the noisy oracles as also shown in
the literatures for special cases of OIP.

J. Cai and O. Watanabe:

“Stringent relativization: a new approach
for studying complexity classes”, SIGACT
News, Vol. 37, Dec. Issue (#140), 2006.
ao:
stringent relativization—has been proposed

A new notion of relativization—

recently for discussing collapsing relations
of complexity classes, with which we hope
to open a new approach for studying com-
plexity classes. Starting with the motiva-
tion of this notion, we discuss the meaning
and implication of collapsing relations un-

der the stringent relativization.

O. Watanabe and M. Yamamoto:

“Average-case analysis for the MAX-2SAT
problem”, 9th International Conference on
Theorem and Application of Satisfiability

44.

45.

Testing (SAT’06), Lecture Notes in Com-
puter Science 4142, 277-282, 2006.

gn:
model” for discussing the average-case com-
plexity of the MAX-2SAT problem. We
show that for a large range of parameters,

We propose a “planted solution

the planted solution (more precisely, one of
the planted solution pair) is the optimal so-
lution for the generated instance with high
probability. We then give a simple linear
time algorithm based on a message pass-
ing method, and we prove that it solves the
MAX-2SAT problem with high probability

under our planted solution model.

M. Onsjoe and O. Watanabe:

“A simple message passing algorithm for
graph partition problem”, 17th Interna-
tional Symposium on Algorithms and Com-
putation (ISAAC’06), Lecture Notes in
Computer Science 4288, 507-516, 2006.
O00: Motivated by the belief propagation,
we propose a simple and deterministic mes-
sage passing algorithm for the Graph Bi-
section problem and related problems. The
running time of the main algorithm is lin-
ear w.r.t. the number of vertices and edges.
For evaluating its average-case correctness,
planted solution models are used. For the
Graph Bisection problem under the stan-
dard planted solution model with probabil-
ity parameters p and r, we prove that our al-
gorithm yields a planted solution with prob-
ability 1 — 6 if p — r = Q(n~21og(n/é)).

ooooo:
“Jdddddddddfdddooooooo
oo0oooooooo”, oooooooo
ooooOo, oood, vol. 106, no. 29,
COMP2006-8, 57-62, 2006 00 40 .

O00: 00000000000 IEICE Techni-
cal Report, COMP2005-24; IEICE Transac-
tions on Information and Systems, August
0060000 00000000000000O
Oodoooooooooooooooog
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Akinori Kawachi, Hirotada Koabashi and
Masahito Hayashi:

“Quantum Measurements for Hidden Sub-
group Problems with Optimal Sample
Complexity”, preprint, quant-ph /06041724,
2006.
uo:
den subgroup problem is to bound the sam-

One of the central issues in the hid-

ple complexity, i.e., the number of identical
samples of coset states sufficient and nec-
essary to solve the problem. In this paper,
we present general bounds for the sample
complexity of the identification and deci-
sion versions of the hidden subgroup prob-
lem. As a consequence of the bounds, we
show that the sample complexity for both
of the decision and identification versions
is O(log |H|/log p) for a candidate set H of
hidden subgroups in the case that the candi-
date subgroups have the same prime order
p, which implies that the decision version
is at least as hard as the identification ver-
sion in this case. In particular, it does so
for the important instances such as the di-
hedral and the symmetric hidden subgroup
problems. Moreover, the upper bound of
the identification is attained by the pretty
good measurement, which shows that the
pretty good measurements can identify any
hidden subgroup of an arbitrary group with

47.

48.

at most O(log |H|) samples.

M. Onsjoe and O. Watanabe:
“Finding Most Likey Solutions”,
Computation and Logic in the Real World
(CiE 2007), Lecture Notes in Computer Sci-
ence 3244, 758-767, 2007.

uo:
cal inference problems we consider Most

Proc.

As one simple type of statisti-

Likely Solution problem, a task of find-
ing a most likely solution (MLS in short)
for a given problem instance under some
given probability model. Although many
MLS problems are NP-hard, we propose,
for these problems, to study their average-
case complexity under their assumed prob-
ablity models. We show three examples of
MLS problems, and exmplain that “mes-
sage passsing algorithms” (e.g., belief prop-
agation) work reasonably well for these

problems.

E. Hemaspaandra, L. Hemaspaandra,
T. Tantau, and O. Watanabe:

“On the Complexity of Kings”, Proc. 16th
International Symposium on Fundamentals
of Computation Theory (FCT’07), Lecture
Notes in Computer Science 4639, 328-340,
2007.
ad:
is a node from which each node in the

A k-king in a directed graph

graph can be reached via paths of length
at most k. Recently, kings have proven
useful in theoretical computer science, in
particular in the study of the complexity of
reachability problems and semifeasible sets.
In this paper, we study the complexity of
recognizing k-kings. For each succinctly
specified family of tournaments (completely
oriented digraphs), the k-king problem is
easily seen to belong to I1{. We prove that
the complexity of kingship problems is a
rich enough vocabulary to pinpoint every

nontrivial many-one degree in IT5 .
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50.

Naoyuki Yamashita and Keisuke Tanaka:
“Secret Handshake with Multiple Groups”,
In Information Security Applications: 7th
International Workshop, WISA 2006, Lec-
ture Notes in Computer Science 4298, 339-
348, August, 2007.

gd:
model called secret handshake was intro-
duced by Balfanz, Durfee, Shankar, Smet-
ters, Staddon, and Wong.
members of a same group to authenticate

A privacy-preserving authentication

It allows two

themselves secretly to the other whether
they belong to a same group or not, in the
sense that each party reveals his affiliation
to the other only if the other party is also
a same group member. The previous works
focus on the models where each participant
authenticates himself as a member of one
group.
cret handshake model with multiple groups.

In this paper, we consider a se-

In our model, two users authenticate them-
selves to the other if and only if each one’s
memberships of multiple groups are equal.
We call this model secret handshake with
multiple groups. We also construct its con-
crete scheme. Our scheme can easily deal
with the change of memberships. Even if a
member is added to a new group, or deleted
from the one that he belongs to, it is not
necessary to change the memberships for
the other groups that he belongs to.

Akinori Kawachi, Keisuke Tanaka, and
Keita Xagawa:

“Multi-Bit Cryptosystems Based on Lat-
tice Problems”, 10th International Work-
shop on Theory and Practice in Public Key
Cryptography, PKC 2007, Lecture Notes
in Computer Science 4450, 315-329, April,
2007.
oo:

several single-bit cryptosystems based on

We propose multi-bit versions of

lattice problems, the error-free version of
the Ajtai-Dwork cryptosystem by Goldre-
ich, Goldwasser, and Halevi [CRYPTO ’97],

o1.

52.

the Regev cryptosystems [JACM 2004 and
STOC 2005], and the Ajtai cryptosystem
[STOC 2005]. We develop a universal tech-
nique derived from a general structure be-
hind them for constructing their multi-bit
versions without increase in the size of ci-
phertexts. By evaluating the trade-off be-
tween the decryption errors and the hard-
ness of underlying lattice problems, it is
shown that our multi-bit versions encrypt
O(logn)-bit plaintexts into ciphertexts of
the same length as the original ones with
reasonable sacrifices of the hardness of the
underlying lattice problems. Our technique
also reveals an algebraic property, named
pseudo-homomorphism, of the lattice-based

cryptosystems.

ooooooo O:
“oo0O0obDOooDooobobooor, 000
00000 0ooooooooooo,od
OO0 COMP, 2007.
go:
of the popular matching problem, where

We consider a generalized version

applicants are classified into two classes.
Mahdian showed that if m > 1.42n, where
m is the number of items and n is the
number of applicnats, then a random in-
stance of the matching problem has a popu-
lar matching with high probability. In this
paper, we analyze the k weighted match-
ing problems, and we show that for any
beta such that m = pn, (lower bound)
if 8/n'/? = o(1), then a random instance
of the 2-weighted matching problems does
not have a 2-weighted popular matching
with probability 1 — o(1); (upper bound) if
n'/3/3 = o(1), then a random instance of
the 2-weighted matching problems has a 2-
weighted popular matching with probability
1—o0(1).

O. Watanabe:
“Complexity of finding most likely solu-
tions”, 0000OCOO0O0OO ODOOOOOOO
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OO000,0000 COMP, 2007.
gg:
cal inference problems we consider Most

As one simple type of statisti-

Likely Solution problem, a task of find-
ing a most likely solution (MLS in short)
for a given problem instance under some
given probability model. Although many
MLS problems are NP-hard, we propose,
for these problems, to study their average-
case complexity under their assumed prob-
ablity models. We show three examples of
MLS problems, and exmplain that “mes-
sage passsing algorithms” (e.g., belief prop-
agation) work reasonably well for these

problems.

ugodo,ooono:

“Key-Substitution Attacks on Group Signa-
ture”, 20070 OODO0OOOCOOOOOOOO
0000 (SCIS2007), 1B1-4, 20070 1 0.

go:
by Chaum and Van Heyst, and many se-

Group signatures were introduced

curity requirements for group signatures
have been proposed. Bellare, Micciancio,
and Warinschi showed that satisfying full-
anonymity and full-traceability is sufficient,
in the sence that all the above-mentioned
requirements are implied by them. Wilson
and Menezes introduced a considerable at-
tack against standard signatures, key sub-
stitution attack. In this paper, we pro-
pose security conditions of group signatures
against this attack and show that the secu-
rity requirements are not sufficient regard-
ing the attack. We also propose a group
signature scheme that is secure against key
substitution attack, fully-anonymous, and
fully-traceable.

gooo,0oo0o,boggd:

“A Lattice-Based Cryptosystem and Proof
of Knowledge on Its Secret Key”, 2007
U0 Jddooogooooooobobon
(SCIS2007), 1C1-1, 20070 1 0.

O00: We propose a lattice-based cryp-

95.

56.

tosystem by modifying the Regev05 cryp-
tosystem (STOC 2005), and design a proof
Lattice-based
public-key identification schemes have al-

of secret-key knowledge.

ready been proposed, however, it is not
known that their public keys can be used
for the public keys of encryption schemes.
Our modification admits the proof of knowl-
edge on its secret key, however, we need a
stronger assumption than that required by
the original cryptosystem.

oo0oo,0000,0000:

“Proof of Plaintext Knowledge for the
Regev Cryptosystems”, 20070 00000
000000000000 (SCIS2007), 1C1-
2,20070 10.

O00: Goldwasser and Kharchenko (TCC
2006) showed a proof of plaintext knowl-
edge for the Ajtai- Dwork cryptosystem and
left the open problem designing a proof of
plaintext knowledge for the Regev04 cryp-
tosystem (JACM 2004). In this paper, we
show a proof of plaintext knowledge for the
Regev04 cryptosystem (JACM 2004) using
their technique. Furthermore, we show that
it can be applied to the Regev05 cryptosys-
tem (STOC 2005). The key idea is to an-
alyze tradeoffs between the hardness of the
underlying lattice problem and the variance
of ciphertexts, which given by Kawachi,
Tanaka, and Xagawa (SCIS 2006).

oooo,0000:

“The Security with the Randomness Re-
vealed for Public-Key Encryption”, 2007
0O 00000oooogoooooooo
(SCIS2007), 2C1-4, 20070 1 0.

O00: We consider the situation for public-
key encryption that the adversary knows
the randomness which was used to com-
pute the ciphertext. In some practical sce-
narios, there is a possibility that the ran-
domness is revealed. For example, the ran-
domness used to make a ciphertext may be



57.

58.

stored in insecure memory, or the pseudo-
random generator may be corrupted. We
first formalize the security notion on this
situation as “the one-wayness with the ran-
domness revealed.” In addition to the for-
malization, we focus on two schemes, the
generic chosen-ciphertext secure encryption
method (GEM) and 3-round OAEP, and
prove that these two schemes satisfy our se-
curity notions.

ooo0o,0000:
“Steganographic Signature”, 20070 OO0
00000000000 0ooO (SCIs2007),
2B2-6, 20070 10.
0o:

sending messages hidden in harmless com-

Steganography is the science of

munications over a public channel so that
an adversary eavesdropping on the chan-
nel even detect the presence of the hid-
den messages. In this paper, we formal-
ize and propose steganographic signature.
We define the security of steganographic
signature, steganographic security and un-
forgeability. We construct a steganographic
signature scheme, and we show that our
proposed steganographic signature scheme
with the extended Schnorr signature scheme
is steganographically secure and unforge-
able.

gooo,o0on:

“Private Approximation of the Set Cover
Problem”, 20070 OOOODODOOODOO0O
O0O00o0oOg (SCIS2007), 2D2-1, 20070 1
0.
go:
by Feigenbaum,

Private approximation, introduced
Ishai, Malkin,
Strauss, and Wright, allows us to find ap-

Nissim,

proximate solutions with disclosing as lit-
tle information as possible. In STOC 2006,
Beimel, Carmi, Nissim, andWeinreb stud-
ied the private approximation for both the
vertex cover and the max exact 3SAT prob-

lems. In this paper, we consider the set

99.

60.

cover problem where the costs of all sets
are polynomially bounded. We show that
there exists neither a deterministic nor a
randomized private approximation. We also
consider the case that the frequencies of all
elements are equal. We show that in this
case there exist no deterministic private ap-

proximation.

oooo,0000:

“Variations on Pseudo-Free Groups”, 2007
O 0o0ooooooooooooood
(SCIS2007), 2D2-2, 20070 1 0.

ugd:
was informally introduced by Hohenberger
[Hoh03], and was formalized by Rivest.
Rivest showed that many cryptographic as-

The notion of the pseudo-free group

sumptions (e.g. the RSA assumption, the
strong RSA assumption, the discrete loga-
rithm problem and so on) hold in pseudo-
free groups. In this paper, we point out
the fact that in the definition by Rivest,
many cryptographic assumptions except for
the RSA assumption do not hold. The
reason is that the equation in pseudo-free
groups contains no integer-valued exponent
variables. Rivest probably supposed that
we may not need the notion of exponent
variables since the adversary can choose
himself equations. In this paper, we also
study some of the variations introduced by
Rivest.

several properties for pseudo-free groups.

Using these variations, we show

In particular, we describe the subgroup of
pseudo-free groups.

oo, goon:

“Constructions for Conditional Oblivi-
ous/Converge Transfer/Cast”, 2007 O
uoooobobododooooboonb
(SCIS2007), 2D4-1, 20070 1 0.

go:
notion of conditional converge cast (CCC),

In this paper, we introduce a new

such that we append the conditional

property to converge cast. Additionally,



61.

we generalize the three primitives with
conditional property, conditional oblivious
transfer (COT), conditional oblivious cast
(COC), and CCC. CCC is a three-party
protocol which involves two sender Sy and
S and a receiver R. Sy owns a secret
x and a message mg, and S7 y and m;.
In a CCC protocol for the predicate @Q
(Q-CCC), Sp and S send their messages
to R in a masked form. R obtains the
message depending on the value of Q(z,vy),
i.e. R obtains mg if Q(x,y) = 0 and my
otherwise. Besides, the secrets z and y
cannot be revealed to R or the other sender.
We propose a CCC protocol for “equality”
predicate with an additively homomor-
phic encryption scheme. Additionally,
we extend l-out-of-2 COT/COC/CCC to
l-out-of-n COT/COC/CCC. In 1-out-of-2
protocols, a sender or senders send two
messages to a receiver or receivers. In
1-out-of-n protocols, a sender or senders
send n messages, where n = 2/ for some
[. We provide the consecutive definitions
and the concrete protocols for 1l-out-of-n
COT/COC/CCC protocols. We prove that
our protocols are secure under the security
of 1-out-of-2 protocols.

oooo,0000:

“Token-Controlled Public-Key Encryption
in the Multi-User Setting”, 20070 000
O0000000000000 (SCIS2007),
3C2-4, 20070 1 0.

ao:
curity notions for token-controlled public-

In this paper, we formalize the se-

key encryption in the multi-user setting, by
not simply modifying the previous security
notions in the single-user setting proposed
by Baek, Safavi-Naini, and Susilo, but em-
ploying the idea to formalize the attacks
in the multi-user setting proposed by Bel-
lare, Boldyreva, and Micali. Our security
notions capture the possibility of an ad-
versary seeing encryptions of related mes-

62.

63.

sages under the same token and different
keys when the choice of the relation can be
made by the adversary. We also show that
the Galindo.Herranz scheme is secure in the

multi-user setting.

oooo,0000:

Verifier’s  Identity  on
Designated-Verifier =~ Signature”, 2007
0O 0O0OO00O0oooOooogooooo
(SCIS2007), 3C4-5, 20070 1 0.

ao:
tion of the designated-verifier ' s anonymity
(DVS),
called* the privacy of verifier ’ s identity” .

“Privacy  of

In this paper, we propose a new no-

on designatedverifier signature
In DVS schemes, a signer can designate a
signature to an intended verifier, that is,
a signature generated via a DVS scheme
can convince only one intended recipient
of the wvalidity or the invalidity of the
signature. The privacy of verifier’ s
identity explains that an eavesdropper
who obtains a designated-verifier signature
cannot tell to whom the signature was
designated, which means that the recipient
is anonymous. We define the privacy of
verifier ' s identity, provide two concrete
schemes which satisfies the property, and

prove their security.

oooo,00o00:

“An ID-based Combined Scheme with En-
cryption and Signature”, 20070 OO OO 0O
000000000000 (SCIS2007), 4C2-
5,20070 10.

ao:
as the combined scheme allows users to de-

The cryptographic protocol known

crypt ciphertexts and create signatures us-
ing the same key. In this paper, we model
Many ID-
based encryption schemes and ID-based sig-

ID-based combined schemes.

nature schemes are proposed. Most of them
Although it
seems possible to combine these schemes,

are based on bilinear maps.

there is no security definition for the com-



64.

bination. We propose a model for this com-
binations, and define the security condition.
As an additional property, a definition for
the key privacy of encryption schemes is
proposed. In the combined scheme, the
same private key is used for the decryp-
tion and the signing. To protect the owner’
s privacy, both the encryption scheme and
the signature scheme must satisfy the key
privacy condition. When combining them,
the encryption scheme should not degrade
the key privacy of the signature scheme, and
vice versa. We propose a key privacy con-
dition for ID-based signature schemes. We
then modify this notion to ID-based com-
bined schemes. We construct a concrete
scheme and prove that this scheme satisfies

these security requirements.

0000, Christopher Portmann:
“Quantum Asymmetric-Key Cryptosystem
Secure Against A Computationally Un-
bounded Adversary”, 20070 OO O0O0O0O
00000000000 (SCIS2007), AC1-5,
20070 10.

ao:

tum asymmetric-key cryptosystem, which

In this paper we propose a quan-

does not rely on a computationally hard
problem for security, but on uncertainty
principles of quantum mechanics, thus ob-
taining security against a computationally
unbounded adversary. We first propose a
universally composable security criteria for
quantum asymmetrickey cryptosystems by
adapting the universally composable secu-
rity of quantum key distribution by May-
ers et al. to the context of quantum
asymmetric-key encryption. We then give
a specific implementation using this secu-
rity notion, which improves the quantum
asymmetric-key cryptosystem of Kawachi et
al. in the sense of information-theoretic se-
curity. We prove that the information leak
on the decryption key from the multiple
copies of the encryption keys released in our

65.

66.

67.

scheme is exponentially smaller than that of
Kawachi et al., which allows Alice to pro-
duce exponentially more encryption keys.

oooo,0000:

“The Semantic Security and the Non-
Malleability with the Randomness Revealed
for Public-Key Encryption”, 20080 00O
O0000000000000 (SCIS2008),
2F1-5,2008 0 1 0.

O0O: OD0D0OD0oOoOoo0ooooo,o0000d
O00000oooooooooooooog
O000ooooooD.0Dooooooog
ooooooooooooooooon. g
00,00000000000000000
O00ooooooo,00o0o0oooog
Oooooooooooooo.oooog
0000000 “the semantic security with
the randomness revealed” 0 0 O “the non-
malleability with the randomness revealed”
O0000000. 0000000, 3-round
OAEPOO0OO0OD, 0000000000
oooooooo.
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“Schmidt-Takagi OO0 O OO0O0O”, 2008
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“Improved Collision Attacks on MD4 and
MD5”, IEICE Transactions on Fundamen-
tals of Electronics, Communications and
Computer Sciences, Vol. E90-A, No.l,
pp-36-47, 2007.

O00: At Eurocrypt’05, Wang et al. pre-

sented efficient collision attacks on MD5
and MD4 hash functions. They found a
collision of MD5 with a complexity of less
than 237 MD5 hash operations, and a col-
lision of MD4 with complexity less than
28 MD4 hash operations. In their attack,
the procedure to generate a collision is di-
vided into 4 steps. First, they determine the
message differential and output differentials
of chaining variables in each step, which
generates a collision with small complex-
ity. Second, they construct sufficient con-
ditions that guarantee that the desired dif-
ferential is always calculated. Third, they
find a message modification that can satisfy
the sufficient conditions with high probabil-
ity. Finally, they search for a message that
satisfies all sufficient conditions. In this pa-
per, we focus on the message modification of
MD5 and MD4, and propose a new message
modification. Using our message modifica-
tion, a collision of MD5 can be found with
complexity less than 229 MDb5 hash opera-
tions, and a collision of MD4 can be found
with complexity less than 3 MD4 hash op-
erations. To improve the complexity from
previous attacks, we mainly use two ideas.
The first idea is to use message modifica-
tion that can satisfy more sufficient condi-
tions in the second round than in previous
attacks. The second idea is to use message
modification that can enable us to search
for a collision starting from an intermediate

step.

. Yuichi KOMANO, Kazuo OHTA, Atsushi

SHIMBO and Shinichi KAWAMURA:
“Toward the Fair Anonymous Signatures:
Deniable Ring Signatures”, IEICE Transac-
tions on Fundamentals of Electronics, Com-
munications and Computer Sciences, Vol.
E90-A, No.1, pp.54-64, 2007.

O O: Ring signature scheme enables a
signer to sign a message anonymously. In

the ring signature scheme, the signer who



wants to sign a document anonymously first
chooses some public keys of entities (sign-
ers) and then generates a signature which
ensures that one of the signer or entities
signs the document. In some situations,
however, the ring signature scheme allows
the signer to shift the blame to victims be-
cause of the anonymity. The group sig-
nature scheme may be a solution for the
problem; however, it needs an electronic
big brother, called a group manager, who
can violate the signer anonymity by him-
self, and a complicated key setting. This
paper introduces a new notion of a signa-
ture scheme with signer anonymity, a deni-
able ring signature scheme (DRS), in which
no group manager exists, and the signer
should be involved in opening the signer
anonymity. We also propose a concrete
scheme proven to be secure under the as-
sumption of the DDH (decision Diffie Hell-
man) problem in the random oracle model.

. Haruki OTA, Kazuki YONEYAMA, Shin-
saku KIYOMOTO, Toshiaki TANAKA and
Kazuo OHTA:

“Universally Composable Hierarchical Hy-
brid Authenticated Key Exchange”, IEICE
Transactions on Fundamentals of Electron-
ics, Communications and Computer Sci-
ences, Vol. E90-A, No.1, pp. 139-151, 2007.
O O: Password-based authenticated key
exchange protocols are more convenient
and practical, since users employ human-
memorable passwords that are simpler to
remember than cryptographic secret keys
or public/private keys. Abdalla, Fouque,
and Pointcheval proposed the password-
based authenticated key exchange proto-
col in a 3-party model (GPAKE) in which
clients trying to establish a secret do not
share a password between themselves but
only with a trusted server. On the other
hand, Canetti presented a general frame-
work, which is called universally compos-

able (UC) framework, for representing cryp-
tographic protocols and analyzing their se-
curity. In this framework, the security of
protocols is maintained under a general pro-
tocol composition operation called univer-
sal composition. Canetti also proved a UC
composition theorem, which states that the
definition of UC-security achieves the goal
of concurrent general composition. A server
must manage all the passwords of clients
when the 3-party password-based authen-
ticated key exchange protocols are realized
in large-scale networks. In order to resolve
this problem, we propose a hierarchical hy-
brid authenticated key exchange protocol
(H2AKE). In H2AKE, forwarding servers
are located between each client and a dis-
tribution server, and the distribution server
sends the client an authentication key via
the forwarding servers. In H2AKE, public/
private keys are used between servers, while
passwords are also used between clients and
forwarding servers. Thus, in H2AKE, the
load on the distribution server can be dis-
tributed to the forwarding servers concern-
ing password management. In this paper,
we define hierarchical hybrid authenticated
key exchange functionality. H2AKE is the
universal form of the hierarchical (hybrid)
authenticated key exchange protocol, which
includes a 3-party model, and it has the
characteristic that the construction of the
protocol can flexibly change according to
the situation. We also prove that H2AKE
is secure in the UC framework with the
security-preserving composition property.

. Yasuhiro Takahashi, Noboru Kunihiro, and

Kazuo Ohta:

“The Quantum Fourier Transform on a Lin-
ear Nearest Neighbor Architecture”, Quan-
tum Information and Computation, Vol.7
No.4, pp.383-391, 2007.

0 0O : We show how to construct an efficient
quantum circuit for computing a good ap-
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proximation of the quantum Fourier trans-
form on a linear nearest neighbor architec-
ture. The constructed circuit uses no ancil-
lary qubits and its depth and size are O(n)
and O(nlogn), respectively, where n is the
length of the input. The circuit is useful for
decreasing the size of Fowler et al.’s quan-
tum circuit for Shor’s factoring algorithm
on a linear nearest neighbor architecture.

Yuichi Komano,
Kazuo Ohta and Noboru Kunihiro:
“Provably Secure Untraceable Electronic

IEICE
Transactions on Fundamentals of Elec-

Yoshikazu Hanatani,

Cash against Insider Attacks”,

tronics, Communications and Computer
Sciences, Vol. E90-A, No.5, (2007).

O O: Although a great deal of research has
been done on electronic cash schemes with
blind multisignatures to prevent an insider
attack, there is no discussion of a formal
Firstly
we discussed the security model of ecash

security model in the literature.

schemes based on the blind multisignature
scheme against a (restricted) attack model
and proposed a concrete scheme proven to
be secure in the model [1]; however, this
attack model disallows an attacker from
corrupting an issuing bank and shops in
the forgery game. In this paper, first, we
reconsider the security model to remove the
restriction of the attack model. Second, we
propose a new untraceable e-cash scheme
with a blind multisignature scheme and
prove that the proposed scheme is secure
against the (non-restricted) attacks under
the DDH assumption in the random oracle
model.

Takashi Nishide and Kazuo Ohta:

“Constant-Round Multiparty Computation
for Interval Test, Equality Test, and Com-
parison”, IEICE Transactions on Funda-

mentals of Electronics, Communications
and Computer Sciences, Vol. E90-A, No.5,

11.

(2007).
0o:
cols for interval tests, equality tests, and

We propose constant-round proto-

comparisons where shared secret inputs are
not given bitwise. In [9]. Damgard et al.
presented a novel protocol called the bit-
decomposition, which can convert a polyno-
mial sharing of an element in prime field Z,
into sharings of bits. Though, by using the
bit-decomposition protocol, those protocols
can be constructed with constant round
complexities theoretically, it involves ex-
pensive computation, leading to relatively
high round and communication complexi-
ties. In this paper, we construct more ef-
ficient protocols for those protocols with-
out relying on the bit-decomposition proto-
col. In the interval test protocol, checking
whether a shared secret exists in the known
interval is reduced to checking whether a
bitwiseshared random secret exists in the
appropriate interval. In the comparison
protocol, comparing two shared secrets is
reduced to comparing the two secrets via
p/2 indirectly where p is an odd prime for an
underlying linear secret sharing scheme. In
the equality test protocol, checking whether
two shared secrets are equal is reduced to
checking whether the difference of the two
secrets is zero and furthermore checking
whether the difference is a zero is reduced to
checking quadratice residuosity of a random
secret in a probabilistic way.

Yasuhiro Takahashi and Noboru Kunihiro:
“A quantum circuit for Shor’s factoring al-
gorithm using 2n + 2 qubits”, Quantum
Information and Computation, Vol.6 No.2,
pp.184-192, 2006.

0 0O: We construct a quantum circuit for
Shor’s factoring algorithm that uses 2n + 2
qubits, where n is the length of the num-
ber to be factored. The depth and size of
the circuit are O(n®) and O(n3logn), re-

spectively. The number of qubits used in



12.

13.

the circuit is less than that in any other
quantum circuit ever construted for Shor’s
factoring algorithm. Moreover, the size of
the circuit is about half the size of Beare-
gard’s quantum circuit for Shor’s factoring
algorithm, which uses 2n + 3 qubits.

Yuichi Komano and Kazuo Ohta:
“Taxonomical Security Consideration of
OAEP Variants”, IEICE Transactions on
Fundamentals of Electronics, Communica-
tions and Computer Sciences, Vol. E89-A,
No.5, pp.1233-1245, 2006.

O O: We first model the variants of OAEP
and SAEP by changing a construction and
position of a redundancy, and establish a
universal proof technique in the random
oracle model, the comprehensive event di-
viding tree. We then make a taxonomi-
cal security consideration of the variants of
OAEP and SAEP, based on the assump-
tions of one- wayness and partial-domain
one-wayness of the encryption permutation,
by applying the tree. Furthermore, we
demonstrate the concrete attack procedures
against all insecure schemes; we insist that
the security proof failure leads to some at-
tacks. From the security consideration, we
find that one of the variants leads to a
scheme without the redundancy; the scheme
is not PA (plaintext aware) but IND-CCA2
secure. Finally, we conclude that some of
them are practical in terms of security tight-
ness and short bandwidth.

Lei Kazuki
Yoneyama, Noboru Kunihiro and Kazuo
Ohta:

“Visual Secret Sharing Schemes for Mul-

Mitsugu Iwamoto, Wang,

tiple Secret Images Allowing the Rotation
of Shares”, IEICE Transactions on Fun-
damentals of Electronics, Communications
and Computer Sciences, Vol. E89-A, No.5,
pp-1382-1395, 2006.

O 0O: In this paper, a method is proposed

14.

15.

to construct a visual secret sharing (VSS)
scheme for multiple secret images in which
each share can be rotated with 180 degrees
in decryption. The proposed VSS scheme
can encrypt more number of secret images
compared with the normal VSS schemes.
Furthermore, the proposed technique can
be applied to the VSS scheme that allows to
turn over some shares in decryption. From
the theoretical point of view, it is interest-
ing to note that such VSS schemes cannot
be obtained from so-called basis matrices
straightforwardly.

N. Kunihiro W. Abe and K. Ohta:
“Maurer-Yacobi ID based Key Distribution
Revisited”, TEICE Transactions on Fun-
damentals of Electronics, Communications
and Computer Sciences, Vol. E89-A, No.5,
pp.1421-1424, 2006.

O O: Maurer and Yacobi proposed an ID-
Based key distribution scheme in 1991. In
this scheme, the private key for each user
is generated by solving discrete logarithm
problem. We examine the realizability of
this scheme. We show that this scheme can
be practical by appropriate parameter set-
ting.

000000000 00000000O0:
“1000000000000000000
000007, 000000000, Vol. 47,
No. 7, pp.2409-2416, 2006.
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Yasuhiro Takahashi and Noboru Kunihiro :
“A quantum circuit for Shor’s factoring al-
gorithm using 2n+2 qubits”, Quantum In-
formation and Computation, Vol.6 No.2,
pp. 184-192, 2006.

O 0: We construct a quantum circuit for
Shor’s factoring algorithm that uses 2n + 2
qubits, where n is the length of the number
to be factored. The depth and size of the
circuit are O(n3) and O(n®logn), respec-
tively. The number of qubits used in the cir-
cuit is less than that in any other quantum
circuit ever constructed for Shor’s factoring
algorithm. Moreover, the size of the circuit
is about half the size of Beauregard’s quan-
tum circuit for Shor’s factoring algorithm,
which uses 2n + 3 qubits.

Yasuhiro Takahashi and Noboru Kunihiro :
“A Linear-Size Quantum Circuit For Addi-
tion With No Ancillary Qubits”, Quantum
Information and Computation, Vol.5 No.6,
pp- 440-448, 2005.

0 0: We construct a quantum circuit for
addition of two m-bit binary numbers that
uses no ancillary qubits. The circuit is
based on the ripple-carry approach. The
depth and size of the circuit are O(n). This
is an affirmative answer to the question of
Kutin as to whether a linear-depth quantum
circuit for addition can be constructed with-
out ancillary qubits using the ripple-carry
approach. We also construct quantum cir-
cuits for addition modulo 2", subtraction,
and comparison that use no ancillary qubits
by modifying the circuit for addition.
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OO000oo,0000,0000,000:
‘000000000000 NMROODODO
Oo0oooor,0oo0oooooo, Vol.46
No.06, pp. 1416-1425, 2005.
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1. Wang and Kazuo Ohta and Noboru Kuni-

hiro:

“New Key  Recovery  Attack on
HMAC/NMAC-MD4 and NMAC-MD5”,
Eurocrypt2008, (2008, to appear).

O0: O0O0OO0ooooooooooodgo
000000 HMACOOO NMACOOO
000000000000 OHMAC-MD4,
NMAC-MD4, NMAC-MD50 000000
gddooouoooouoood

. Yu Sasaki, Lei Wang, Kazuo Ohta and
Noboru Kunihiro:

“Security of MD5 Challenge and Response:
Extension of APOP Password Recovery At-
tack”, CT-RSA2008, (2008, to appear).
O0: MDsSO0OO0O00D0OO00O0&OOOO
godooooooooooouooooon
000000 O000ooono ApoOrPO0O0OO
gotododobouooooboooooon
gddodouooooouooouoooa

. Kouichi Itoh and Noboru Kunihiro and
Kaoru Kurosawa:

“Small Secret Key Attack on a variant of
RSA (due to Takagi)”, CT-RSA2008, (2008,
to appear).

O0: RSAOOOOOOOODODOOOTak-
agi’'s RSAOOODOODOODOOOOODO0OO
000000000000 000000ORSA
O0000NOOOOONOS/+)oon
ODodddoooooooooooooon
ogoon

. J. Tarui:

“Finding a Duplicate and a Missing Item
in a Stream”, TAMCO07-LNCS: Lecture
Notes in Computer Science: Proceedings of
TAMCO7: The 4th Annual Conference on
Theory and Applications of Models of Com-
putation, May 22-25, 2007, O to appear(] .

O0: DOo0ooooooooboboooo
000 a = (a1,.,an)00000 a; €
{1,..,n} 0 m >n000000 duplicate,
0000,00d=a;=a,i<10s000
gooooo-ooboooboooooood
00ooobooonooooooun ay,...,a;,
O00000D000000000d duplicate O
O000000000000s=0(logn) O
000 r = Q(logn/loglogn).

. Noboru Kunihiro and Kaoru Kurosawa:

“Deterministic Polynomial Time Equiva-
lence between Factoring and Key-Recovery
Attack on Takagi’s RSA”, in Proc. of
PKC20070 LNCS4450, pp.412-425, 2007.
O0: RSAO000000O0O0OOOOTak-
agi’s RSAOOODODOOO0ODODOOO0OO0O0OO
000000OO00ooooooooooog
oobobOoobooooobooboobog
O00O00ooOoooooooobooonoog
O000ooooooo

. Seiya Okubo, Teruhito Aoki, and Tetsuro

Nishino:

“Quantum Circuit Complexity and the
Number of Controlled-NOT Gates”, 1ICT
Triangle Forum 2007, Sept. 18-20, 2007,
Beijing, China, 2007.

O0: In this paper, we discuss relation-
ships between quantum circuit complexity
and the number of controlled NOT gates
(C-NOT gates). First, we show that the
order of the size of a quantum circuit is
equal to the order of the minimum num-
ber of C-NOT gates which are necessary to
construct the circuit. Next, we show that
the size of the quantum circuit constructed
by both of C-NOT gates and NOT gates
is also O(n?) Furthermore, the number of
possible patterns of the output generated
by circuits constructed by both of C-NOT
gates and NOT gates is at most 2" times
the number of the patterns of the output
generated by circuits constructed by only
C-NOT gates.



7. Seiya Okubo and Tetsuro Nishino:

“NMR Quantum Algorithms and Informa-
tion Security”, International Symposium on
Advanced ICT (AICT) 2006, pp.289-297,
August, 2006.

O 0: In this paper, we propose the bulk
quantum Turing machine (BQTM for short)
which is a mathematical model of the
NMR (Nuclear Magnetic Resonance) quan-
tum computer (NMRQC for short) and two
efficient quantum algorithms on BQTM to
solve some problems which are closely re-
lated to some security problems. Namely,
we discuss the computational complexity of
the searching problem and the minimum
finding problem on NMR quantum com-
puters with the measurement accuracy e.
Since our proposed algorithm is more effi-
cient than ordinary quantum algorithms on
ordinary quantum computers, we can con-
clude that NMRQCs are more effective to
security problems.

. Shin-ichi Hashiba, Seiya Okubo and Tet-
suro Nishino:

“Efficient Quantum Algorithms for Alge-
braic Problems”, International Conference
on Computer & Communication Engineer-
ing (ICCCE ’06), pp.567-572, May 9-11,
2006.

OO : In this paper, we deal with so called
counting problems. For these problems ef-
ficient classical or quantum algorithms are
not known. But, these problems are very
important in some practical applications.
So, in this paper, we show how to efficiently
compute the permanent of a matrix by us-
ing NMR quantum computation.

. J. Tarui:
“On the Minimum Number of Completely

3-Scrambling  Permutations”, DMTCS-

EuroComb05: DMTCS-Proceedigns of
EuroComb05: European Conference on
Combinatorics, Graph Theory and Ap-

10.

— 100 —

plications (Berlin, Germanay, Sep05-09,
2005), pp. 351356, 2005.

O0: A family P = {m,..
mutations of [n] = {1,...,n} is completely
k-scrambling [Spencer, 1972; Furedi, 1996]
if for any distinct k points x1,...,z; € [n],

.,mq} of per-

permutations m;’s in P produce all k!
possible orders on m;(x1),...,m(xg). Let
N*(n,k) be the minimum size of such a
family. This paper focuses on the case
k = 3. By a simple explicit construction,
we show the following upper bound, which
we express together with the lower bound

due to Furedi for comparison.

1 N*
oy ¢ ogan < N*(n,3) <

2logyn + (14 0o(1)) log, log, n.

existence  of
Deter-
mining the value c¢3 and proving the

We also
limy, oo N*(n,3)/logon = c3.

prove the

existence of lim, o N*(n,k)/logon = ci

for k > 4 remain open.

K. Amano and J. Tarui:

“Monotone Boolean Functions with s

Zeros Farthest from Threshold Func-
tions”, DMTCS-EuroComb05: DMTCS-
Proceedigns of EuroComb05: European

Conference on Combinatorics, Graph The-
ory and Applications (Berlin, Germanay,
Sep05-09, 2005), pp. 11-16, 2005.

O0: Let T; denote the t-threshold func-
tion on the n-cube: Ty(z) = 1if |{i : z; =
1}| > t, and 0 otherwise. Define the dis-
tance between Boolean functions g and h,
d(g, h), to be the number of points on which
g and h disagree. We consider the follow-
ing extremal problem: Over a monotone
Boolean function g on the n-cube with s ze-
ros, what is the maximum of d(g,T;)? We
show that the following monotone function
ps maximizes the distance: For z € {0,1}",
ps(z) = 0 if and only if N(z) < s, where
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12.

N(x) is the integer whose n-bit binary rep-
resentation is x. Our result generalizes
the previous work for the case t = [n/2]
and s = 2"~! by Blum, Burch, and Lang-
ford [BBLI8-FOCS98|, who considered the
problem to analyze the behavior of a learn-
ing algorithm for monotone Boolean func-
tions, and the previous work for the same
t and s by Amano and Maruoka [AMO02-

ALT02).

N. Kanayama, M. Kida, N. Kunihiro, T.
Nishino, K, Ohta and S. Okubo:
“Quantum Algorithms for Solving Exact
Shortest Vector Problem”, ERATO Work-
shop on Quantum Information Science
2005, pp. 179-180, 2005.

O 0O: In this paper, we propose a method
for solving the shortest vector problem
(SVP) by combing classical and quantum
computations. Our method is composed
of two steps. First, a searching space of
the shortest vector is determined by classi-
cal computation. Next, the shortest vector
in the fixed searching space is obtained by
quantum computation. The complexity of
quantum part depends on the size of search-
ing space. Hence, as the searching space
is smaller, we can find the shortest vector
faster. We propose a method for choosing
smaller searching space. First, we introduce
a theorem characterizing a searching space
of the shortest vector. By this theorem, we
determine the appropriate searching space
from the tentative shortest vector. Hence,
we must obtain the relatively short vector
before searching the true shortest vector. In
this paper, we give a such vector by LLL-
lattice basis reduction. Finally, we evaluate
the efficiency of our LLL based Algorithm.

Y. Takahashi and N. Kunihiro:

“A Linear-size Quantum Circuit for Ad-
dition with no ancillary qubits”, ERATO
Workshop on Quantum Information Science

— 101 —

2005, pp. 113-114, 2005.

0 0: We construct a quantum circuit for
addition of two n-bit binary numbers that
uses no ancillary qubits. The circuit is
based on the ripple-carry approach. The
depth and size of the circuit are O(n). This
is an affirmative answer to the question of
Kutin as to whether a linear-depth quantum
circuit for addition can be constructed with-
out ancillary qubits using the ripple-carry
approach. We also construct quantum cir-
cuits for addition modulo 2", subtraction,
and comparison that use no ancillary qubits
by modifying the circuit for addition.
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O0000,z€ Ry, 0 x=(z1,...,2Zm,1,...,1)
00000000000, R, 0 R,O000000
000000D0000,00000000 Dy
0000000000,00000000000

oogd

Definition 3

m TiYg

m 1 o

'1‘7y€D’r'n

Doooooooooo {o,1,...,N -1} O
0000000 dO00 600000 2000
dp2+(1-8)p 00O0DODDOD, 000000
000000000,00,d000002000
DD|@@2§$@+W+®%DDDDD1D
00000000000000 |¢h1,) =|z) 00
00,0000000,0000000000

Lemma 1 @, F,|¢,) 000000000
0000000000 X e D0000,00
0aeD;0000,

m a
> %)
i=m-+1

oboobobo,0b0b XOo,z00D00D00
goood

2 " a;d;
P[X = da] = = cos?(m LS
X = a] = — cost(n(3

Lemma 2 @, F,|¢1,) 000000000
0000000000 UeD®0000,000
aeDm000DO,

0000000, 0000U0, 200000,
D, 0000000000

Corollary 1 @, Fp,((1=9)p2+0p1) 0000
O00000000000D0000,0X+(1-0)U
googd

000000, 0000 60X +(1-0)U OO0
gooooooooOoOoOoOOOOOOOoOOd
OO0O00DoOooOoooooogg, Theorem 2 O
o0oo0o00oooodoooooooooon
O000000,0000 6X+(1—-6)yuoooo
O rvOooOOo0opoOoooOoooobooooogoo
ooooooooooooooooooo,oo
oooooooo

00 d=(d,...,dn) € D, 00ODODO0ODO
Oo000ooo,0000000000 pO OO
me{0,1,...,p—1} 0 d000O0O0O0O 4, 00
00,d;, =m(modp) 0000000 OOODOO
O000000000,0000000. RegevDO
oooooooOo,00bo0ooébnoObDbdb
02000000000000000000D0ODOO
ooooooo,000oooocooooooo
gooooOooDoOoODODOOODODOOOOOoOooO
00000, d; =m(modp) OOOOOOO, O
0000 é0d0oOoOodono220000000,
oooooooo,00ooo1oo0o0goooo
0,00000000000000000DODOO
000U0o0oooo,dododsdo diDdi%m
Oooooooooooo

00000, Corollary 10 O. Regev 000 O
OooooOoooo,0o00oooooo

Corollary 2 0000 X+ (1-6)U DO U DO
gjjdddodoodououoouoouoooooooo
Uooooogn, Theorem 200000000
EEERERN

3.4 0OUOgoooOoO

oboOogooo,bbooXxguouooboog
O0000000O0OoOoooooog Corollary 2
o0,(1-)X+6U,0001-6000000
oo,0oovooboooooooogooooo, o
gbooooooboobob,bobooooog, X
ooruvooooooooooon

oobouvud D, 000000000000
goobo,00ob0bobbdg ze€e R, 0000,

L(z,U)

w2
DDWDDDDDDD n(u)=e" 2z 0000

obooboobogooog,

— 106 —



Definition 4 00000000 € R, 000

oo,
m 2
pi—1 1, .
d@=zzg2ﬁ+§(—m)
=1
oooooo
nooo, Y ggogoooo0oo, Berry-Essen

o(z)
00 (W. Feller, An Introduction to Probability

Theory and Its Applications, vol 2, chap XVI [
O)ooo,0o0o00000

Lemma 3 00000 xz € Ry, OODOODOO
00¢t0000,000000000000

0z, U) t e
<l / | nlu)dul = O()

Berry-Essen 000000000 OOOOOO,
U0 LemmaO0OOOOOO

P

Lemma 4 00000 ze Rp 0000, 00
obooboooooon
(z,U) 0
B
u

1
5(2) u?n(u)du| = O(%)

=—00

Lemma 5 000O00O0000OODO

2 0
|E[M] - 4/ u? cos? (mu)n(u)du| = O(%)

o3 (x) ——o0
Lemma 6

0 0
2/ u?n(u)du — 4/ u? cos?(mu)n(u)du
=—2.5...

0000000,000000000Y0X
000 UO0000D0,Y=000000,00
0 E[3((Vdi,...,V/dy),Y) 000000000,
Y =X000,00000000000000
00000000000,00000000000

1
DDDJH]C—EHEWSU%QSCDDD
0000000000000 —pim 0000
polylog(N)

000,0000

Problem 1

max E[*((z1,..
el (i h)2 (2irly2)

02 (VAT e /T) <C

S VIm),Y)]

00000 0oaoag, 0000
o?(\T1,...,/Zm) < CODOODOOODOO
00000000000, 00D0o0oOooO
0, 000000000000 00, 000
00o000000000, ODoODO0O0O000
kE=polylog(N) 0ODDO,Y 00000000
0k0000000000,00000000
a,...,aq; 000000000000 O0OOO
O LS (a1, .., /Zm),a) 000000
000000, 00000 k00000000
0,000 e [[2[-(25H)2% (B4 000
O, E[¢*((/71,...,v/Zm),Y)| 00000000
000000, HoeffdingD0 DO OODOOO, 00
Dmmmmmmmmﬁxmvggjmmmmmmm
000, «(/21,...,v/Zm),a;)) 0000000
000 O()00000000000,0000
00000 z e [I2[-(352)% (25?000
0,00000000000000000000
0000000000, Definition 1 00000
00,0000000000

Problem 2

k
max 1]/16252((\/?7""\/%)7%))

eellm, [—(Riyh2,(Rizhy?) T

02 (/FT oe/Fm) SC

0D00000000,00000000000
00, Problem 1000000000000000
DJXmV%%DDDDDDDDDDD,DDD
00 k0000000000,000000000
00,Y=00000000000,000000
000000000000,0001<i#j<m
0000,000 EUU;]=00000000,0
00 L3 2(Var,. - /Zm),a:) 00000
JZE;000000000,000000000
00 OHoeffding0000000000,0000
0 k=polylog(N)0ODDOOODDOOOO0O000O
0, yZiz; 00000000, O/ 000
000000000000 aZ@; 0000000
0000000,Y=0U00000000000
000000,Y=X00000000000
00,z 0000,000 E[UU;] =0, > m,
DDDDDD,mmJ%%DDDDDDDDD
000000, Definition 20000000,00
0ooooooo
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Problem 3
k
max Z Az, + C
wellm, - (Zigt)2,(Riy 2 i
:0—2(\/ T, 7\/73m)<0

000,40 £38 A(Vat, - /om) ) O
oopoooO00 »; 0000000040, ¢ oo
goooogogoooggooo

OoDDO0OO0O0000000, Problem 2000

0000000000000, 00 O(m?y/98k)
000000000 k000000000,000
000000000000,00000,0000
00000000000000000,00000
00000000000000,000Y =00
000, Lemma40 00, Problem 3000000
00000 c¥?000000,2 /) w’n(u)du
00000000000000, 00 Y =X
00000000, Lemma 5000, 0000
4f Lufcos* (run(u)du 000000000
DDDDDDDMmmﬂEDD,DDDDDDD
00000 250000000,00000,00
0Y=X0000OO00O0OO,00000000
0ooo

00000,U0 XO00000000000
00000000 OCorollary 20, 00000, O
00ooo00oooo0

4 0OJ0000O0OOoboOOOOood
oodooooooooaand
gogooobboooooood
gooon

0o0ooooonoooooooooooooo
goddooooooooboouoooouooo
Ooddobooooooooooooooooon
ooooobooboooboobooobooooag,
(Zhi-Zhong Chen and Tatsuie Tsukiji, Comput-
ing Bounded-Degree Phylogenetic Roots of Dis-
connected Graphs, Journal of Algrithms, 59(2),
pp. 125-148, 2006) 000D O0O0OOOOOOOO
Oo0o0ooooooooooooooooonoao
gdooooooboooobooooood

000000000, (Tatsuie Tsukiji and Zhi-
Zhong Chen, Computing Phylogenetic Roots
with Bounded Degrees and Errors Is Hard, The-
oretical Computer Science, 363(1)pp. 43-59,

2006) 0000

5 ECNFOUOODOOOODDOO

51 kCNFODODODOODODOO

E-CNFOOOOOOODDODDODODO #k—SATO
O, k>2000 #P0000000O00O0O0OODOO
O000,#k-SATOO000000OOOODOO
ugoooboobooboobooobooooa,
ACNFOOOOODODDOOOODODDODODOOOOO
000,0000 (Inclusion-Exclusion Principle)
0000obOoooobdbdgd o nObO,mO0O
000 kCNFOOO, A, 0400000000
0)000.00000000D00000OOOO
00d,e000D00O000O0O0DOODOODOOO
oo:

JAl = D 14l =) 144
i=1

i1 i<j
+ > 1A A1) Al
i<j<k

+ (=" Al
i=1

(00, |4]0 A4,0000)00002m—100
dooo, o0odouooboooono nOogg
O0000000Kahn OO, (Combinatorica, Vol.
16, pp. 465-477,1996) 0000, n00 CNF O
ooooooooo, |S| <legn+10000
OSsSO000oDoooo0Oooooooooooon
0000 “existential’ OO0 OOOOOO,000,
Melkman OO OO, OOOOOOOOOOOO
0,[S]<logn+100 SO000000 [(N;eg A4l
000000000 |UM, 400000000
000000 (Discr. Appl. Math., Vol. 73, pp.
23-26, 1997)0000, Amano 0000, n OO
L-CNFOODODOOOOOOO,|S| < |logk| +2
00000 S0000 |4l 0000000
00000000000 (Inform. Process. Lett.,
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Vol. 87, pp. 111-117, 2003)0000, 0000
0000000000000000000000
0000000,000000000000000

5.2 0000

0000000000, 0000000000
I (<£m)0000,000 00 k-CNFO ¢ =
creg e Cm, 0 =didy--dy, 100000000
0000VS C{1,2,--,1}st. || <1—1,

(el =1()dil.0

€S €S
000 Nese O {alies 000000000
0, Ujesci 0 {cities000000D0O000OO
({d;}0000000)0000,0000 ¢0O0
godooouooo,boooouaoa

VS C {1a2a"' ,m}, | ﬂ Ai| = 2”_|Uiesci|.

€S
00000,00 [Nes4| 00000 |U
0ooooooo
0000000000

ies Cil

Theorem 5 [ > 200000000000ODO

0000 nO0 E-CNFO ¢ =cica---cm, ¥ =
dids---d,, D000,

max{llﬂ@ Jail} = [57]
oooooo

00:0000000000000000000
0000000, kCNFOODOOO, [N, ¢l O
00000000000000000000, (0
000000000000,000000000
0000000),00000,00000000
0000000 ACNFOOOOOOOOOOO

O|N_,¢ 0000000000

IN.,¢/0000000000000,000
0000000000, 00000 Melkman O
0000000000000, kCNFOODOOO
0000, [MNes¢ls |Uiese| 00000000
000000000000000000

Procedure bounds({c;}\_,; N) :
if [ = 2, then return
low_bd = max{|c1| + |c2| — N, 0};
upp-bd = min{|e1|, [c2[};
else if |¢;] < N/2, fori e {1,---,1—1},
c; =c;Ney;
return bounds({c;}\=1; |ei]);
else (N/2 <|¢| < N)forie{l,---,1—1},
¢ =ci—a;
(low_bd, upp_bd) := bounds({c;}.=1; N — |ci|);
return (| Ui;} ¢i| — upp_bd, | Ui: ¢i| — low_bd);

00 N = min{kl, n} 00O, Procedure 0 OO
bounds0O0DOOOOO0DOOOCOO,0000O
0000 e, 0000, |laaNe00000OO
0000 |N.,¢ 0000000000000
0000,000,|a;—2Necy—2|/0000000
gooooooon

k
max{|cy ;—2|+|c2 12— LFJ,O} <le11—2Necg 2|

lc11—2 Neg—2| < minf|eqj—a|, |ca1—2|}

00000,i>2000,|N_,¢/000000
0,00000000 {¢;}0000000000
00000000

Inax{’|(](% } {212J

[MﬂLwADDDDDDDDDD

00000,00000000 [k/2-2]000
00000 kCNFOOOODOOOOOODO
1=2000,00000 k-CNFO

0= (L) (L) = (L) (L)

=1 1=1

googoooboobooobobon
[>30000,000 AmanoO00OO0O0O0O
ODO0, 00000000 k-CNFOODO ¢ =

Ci1C - Cl, ¢=d1d2---dl|]|:|[||:||]|:|

l
k=272 |(Nal =0,
=1

Ay st |S| <=1, (el = () dil-

1€S €S

l

i=1

VS c {1,
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I103<I1i<|logk|+20000000000 OFrame-Stewart 000 00000000000

¥ =2-20000, K¥-CNFOOOOOOOO
000D ¢0¢0000¢0¢0D000000
Oz00000, |k/22 =|k/k|]000000
0 @y, @9, oy 000,C, D;0,0000
¢, d; 00000000 200000 2 + 22 +
+ayy; 000000000000 k-CNFO
o0 VOO00DO0DODOOOO® = CCy---Cy,
U =DDy---DO000OO, |G| = D] =K x
|k/K'| <kD00,®0 0O A-CNFOODO,O00
0,VS C{l,-- I} st. [S| <I—1, [ Nies Cil =
[Nies D/ 0D 0,

Ne LIRS

ooooooooo,e,vooooooooon
O

00000,0> |logk|+20000, U™, Al

goooooooon

000000, 00 (A. Matsuura, Trans. on

Inform. and Sys., Vol. E88-D, pp. 100-102,

2005) 0000

l
o

=0,

6 UUdgoounobbobooood
guoooobod

6.1 OUOO4OooOO

Oo0o0ooD 188300 E. LucasO OO QOO
gobooboooboobooboobooboooboo
ugbobodobog,0boobboobooon
nO000000000000000000000
gbobgobooooooobobooobogn, o
ubobooboooboobobobooboooan
gboobooobooboooboobobooooon
oo,0o0ooooogo2r—-10000000
uboboobooooboobon

gooooooog, oobbboogg kD
(k >3)00, 0000000000000
kOOOoO0OoOOoOoOoooooobooooobobooo
oboboodk0obboobooboobboooonog
ooobOoboosk0O0OO0bOODObOOODOn,
gboboobooooobooobo,ooobgoaoo

ubboobogbooboo
Frame-Stewart 000000000, 0 ¢ (1 <
t<n)00000000000O0

1. nO0000000,000n—-¢t00000
oboobooooooooo

2. 000¢«t0D000D0O00O0ODbObOOO0DObOO

3. 000»—t000000DOOO0DOO0ODOO
ooo

gooooogo,oootrooooooooo,d
0o 1,2, 30000000000000000
000o00d0boo00,000bo0dbDdkE=4
000,Sn)0n000000000000C0DOO
00, 0000o0oooooooooon
S(n) = min {2S(n—t)+(2t—1)}.

1<t<n

S(r)00000D0000000
S(n)—S(n—1)=2"1

000,40i0000,0000 ¢ =i(i+1)/2
D0000,4.1<n<t0000Sm 000
closed formulaD 000 O000000000O00OO
dddddoooooooooooooooa
godoooooooooouoooo,oooad
0 {T(n,a,8)}0a0 fO00000000000
DO00D00000T(0,0,8) =0,n>1000,
T(n,a,ﬁ):lléltl%ln{aT(n—t,a,ﬂ)—i—ﬂS(t,?))}.
00 S(n) =T(n,2,1)000. T(n,a,f) 000
O0,00000000,p00000000000
000,000000 o, 40000,

T(n7 a? ﬁ) = /BT(n7 a? 1)

00000000000, T(n,e,B) 00000
0,T(n,q1)00000000000

6.2 0O0O0OO

00000,T(n,q,1)00000000000
0o
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Theorem 6 o« 000000, {antn>1 O
200 (1,5 >0)000000000000000
O00000,000000-0000,000
ooooo

1 (a=1)

T(n,a,l)—T(n—l,a,l)Z{ an (o> 2)

T(n,o,8)0 pO0000OOOOOO600,0
00000000

Corollary 3 T'(n,o,4) 00000000000

Bn (a=1,n>0
/Bzyzlai (CMZQ, nZl)

~—

T(n,a,pB) = {

oobbd: o=1000,000n000
0, minj<¢<pn{aT(n —t,a,1)+ S(t,3)} 0 t =1
0000 T(n,1,1) = T(n — 1,1,1) + S(1,3) =
T(n-1,1,1)+10000000, T(n,1,1)~T(n—
1,1,1)=1000000
a>2000,00000000000000
00: (Casel) «0000(>10000 200
O0000000; (Case2) 00000

Case 1. n0000000000O

n = 0000, T(0,a,1) = 0000,
T(1,0,1) = aT(0,0,1)+5(1,3) = 0+ (21 1) =
10oo0oog, T(1,e,1) = T(0,,1) = 1000
0,a =2%° = 1000000, T(l,a,1) —
T(0,0,1)=a, 000000
n>1000,0i(>00000,k0 ai, =2°
000000000000,0000n<k00
0000000000

T(n,a,1) —=T(n—1,a,1) = ay.

0000 k+1<n<k00n000000
ooo0o0oO0oooong

O, T, =aTl(n—tal)+S(t3) 0000
00, T(n,o,1) =minj<i<,{Th: } 0000
T,,000000¢t000000000000,
ooooooog

Lemma 7 00000000, k <n<kiy—1
000, T(n,a,1) =minj<<p{Tp 0 t=i+1
0000000000

oobog,0b 7, 00b0bebO0On0OnDODn
oboooooooogoog

Lemma 8 pd g0 ¢g>p>200000000
0000, {ante>1 O p'¢? (5,5 >0)00000
gooooooooooo,ooooooga

1. 00000010000 ¢#p 00000
00, p <a, <ptHO0000nO0000,
an =qa, 4000000

2.q:plDDDDDDlDDDDDDDDD
D,an:piDDDDDDDiD nO0O000,
an4+1 =qan—; 000000

0000 (p,g)=(2,a) 000000000
Case 10, 000000000D0DOOOO0OO
O00(Case 1-1) ki +1 <n<ki1—1000;
(Case 1-2) n=Fk;1, 0000
Case 1-1. DOOODODOOOOO, T(n,a,1) —
T(h—1,0,1)0 ki +1<n<ki1—1000,0
ooooooooon

T(n,a,1)—T(n—1,a,1)

= Thit1 —Th-1i+1

= ofT(n—(i+1),a,1)=T(n—1-(i+1),
o, 1)} +S(i+1,3)—S(i+1,3)

= aa, 41 (00000000O)

= Q.

O00 Case 1-100000DO

Case 1-2. n = k. 00O, OOOOOO,
T(ki_;,_l,oc,l) - T(k)i+1 — I,Oz, 1) = Ok (:
2thnooooooo, Tk, a,1)0 T(kir, —
l,a,) 00000 t=:+2,t=4+10000
ooooooooag,

T(kit1,0,1) = T(kiy1 — 1,a,1)
= Thpriv2 — Thiq—1541
= a{T(kit1— (i+2),a,1) = T(kig1 — 1 —
(i+1),0,1)} + S5 +2,3) — S(i+1,3)
_ (21+2 —1) - (21+1 1) = i+l

O00,Case 12000000
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Case 2. 0000,001(>1)00000,a=
2'0000Case 1000,n000000000
00i>0000,k0a,=22000000 nO
ooQ
n=0000,000 Case lO00O000O0O
n>1000,00000n<k000000
ooQ

T(n,a,1) —T(n—1,a,1) = ay.

000 k+1<n<ky000000,000
0,a,=2"""00000 000000000
O00D000000Casel000,7,,000
0000¢t0000000000000000

Lemma 9 DOO0O0OOOO, 00000000

1.n=k000, T(n,a,1) = minj<tg<n{Thy}
Ot=4++10000000

2. ki+1<n<ky—-1000,T(n,al) =
miny<y<p{Ths} O t=i+1,i+20000
000

00000, T, 0 n000000,t=i+2

ooooooo, T, 0t=4i+100000

000000000000, k+1<n<ku 0O

oo,

T(n,a,1) —T(n—1,a,1)

= Thit2o—Th-1,+1

= afT(n—(i+2),a,1) = T(n—1—(i+1),
o, 1)} + (22 — 1) — (21 - 1)

_ 2’i+1

OO0000,Case2000000
goog,b0boeb0ddOnbOnO O
oooooo, 00 (A. Matsuura, Proc. of

ALENEX/ANALCOO0S, pp. 228233, 2008) [

gaad

7T Uoboobbuooooooon
gooo

7.1 O0odoboboooon

gbobogobog,bbooboooooan
00000000000,0000000 (00)

ododooobooooooooooooog
O,F HaaryOUOOQOOOOOOOOOOO
00o00o0ooooOoo,000oooooood
000o00oobOooOobooOo,b0booa
Od0Dd00ooDooooooooooooog
00000, 000D00000000o0, 0o0ag
0000oO0oOobOOdoO,000boobooooag
,0000d0000oooooooooooon
00000000,00000000d, SnakyO
000O00obOoe0OdnOOedDOOODOODnDDO
000000o0DO0DoDOoDoOoo,0bo0ooDoOooa
0000000D0o0oooooooooooog
OO00dddd, Bode HarborthOGQO GO, OO0
00dDoDOoooo,000o0ooooog, 220
0oooooooooo, 15000000, 20
O000000oooooooooooO (Diser.
Math., Vol. 212, pp. 5-18, 2000)0 000, 0 1
0odoos000500000000000¢0
oooooooooood
ooooo,000s500000000,Y, Z,
cOodO0os3sdooopooooopoonooooon
000,0000000000booboooooa
ooooooo
0000,YOOOOOOoOoOOoooooooo

Y y/ C L I<:>
P P8
O ORRS,

01 000050000Y,%,C,L, 1

(@)) ) 3 1
° ® 'y
o% o® o®:

2*

0 2: (1) propeller; (2)(3) YOOOOODOOO
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72 YUOOOOOoOoOood
goon

O00,000A000,000BOOOO0O2(1)
0400000 propeller0 00000 propeller
O0AODOODOODOOd, propeller0 000000
O00O00Db0o0ooO0O0o0ObOO BOOoOoooOOo
0,A0YODOOOOODODOODoOOooOoO
obo0o,0b0obdb0obuobobobuoboo

00,022 0000,00000000AD0
00oooooOo,00bo0ooooDooon, B
obobobobogoooooooo,BO 100
ooo0bOooOOobOobooooooboooo,oo
00000,ADDOO00O0O0O0O0O,00000
OO0O0O0Ooooooo propeller 0000000
O000o0oDooooooo A0oDooooon,
oo0oooooo

00000000000 213)00000ooo
00000000 A0O00OODOOoOoO,000
000000 BOODOODOOODOO,0BOOO
o0o0ooooboooooo,BO2«00000
000000 O0obO0oO0ooOoooooooooog
000,A000000000000O000O0O0DO0
O propeller 0O OO DOOODOO

00000 BOOOOOOODOOOODOOODO
YOOOOoooooooo

googoo

oot sxsxbooooyg
O0O000O ACOOOOOODODOOOOOOn
O,A000Q0Q0CODOODOOObobObOOoO,BO1
O00000000000000 (Casel) 00O
00000 (Case2) DODOODOOOO

Case 1. 0O00DOOOOO,BO100O00C0OO
oooO0O0O0O0O0O0O0O0OO0D0AO20D0O0O0D0O
obooobooboooobooBO 2000000 aO
UelO00O00O0OO0DOOO0DOOODODOOODO
O,BO2000000000000000O0O
BO 2000 «000O000D00O,AD0300
O0000BO,023)0000000,3*000

oogooobooooooooboooobboooooobo

AD4000000,BO0O22)0D0O00O0OO,
4000000000000 0D00D0b0obO

{
(N g VA WA
620208 s
"/ /N /A A W
\d/* d/_\/\d//—\ I\ /<:> D/ \/J(
Sy idyg JL/ \
AR (O 2 b
AR 1 W \/ :6 ./
Gdie@ T
@ g
(d)Ad)HeH H ) @ e
d*’g\\\—//—\J—\;/ 4
u@u(:f\ SN\
UrUg®
\_/(d\
4/
b c

* *3* 2* 1
g8 o %

2 2% 2*

O3 BO2000000«004d00000O0
ooog

OO0 AOSOD0OODO,ADO00D000DO00O0O
00000000000 propeller 000000
O0o0oooOo,Ad070O0O0OoOoOn

BO20006b,¢,d,d000000OOOO0O
0oooo30b000oooooooooooon
O0,Ad07000000OO

BO2000 edOdOOOODODO,AO300
oooo,BO0O0OO 0300000000
0000000000 DObOoOO00o0D BO 34
00000, A000000000,BO 400,
50000000D000AO0e6ODODOOO,O0OO
oo0ddoooooDoooooooooooa,
ADDOOOODOOOO0D propeller D0 0O
O0o0doooOooooo,0000 Agg8od
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e e-3i

1

3 - 8
0%, 9%
e-3j e-3j'
e"o e%
e@e 699

6*
6*

U4 e0000000000

ooobooBO30b00O 3;00booboo,BO 4
00,5000 AQO00O0O0DOODODOOO, DO
0000 ADS8SOODOOOOODO,BO 350
0000,3% 000000040 e3/0000
OBOOOODOOOO,0D000O0

O000,Casel0 ADDOOSOOOOOOO
gooogooo

Case 2. 0O00O0OO0OO0O,BO20000 50
«O0O00O0O07000000000ADO 2000
Oo00O,BO2000000 05000000
O00BO 2000 1x00000O0OO0O0ODOO
oooo,v00000000000
BO20000000,00 1x000000O,0
000 Case 10 a 000 exclusive D0 O OO0O
Oc00000D0ODO,A0700D00Q000w
odoooo0,»00b0b000o0obooooo
000000x,y, 2 0000000050000
000000ooo0no, Case20 ADOO8OO

ugooon
OO000,YODOOO,00 ADOO8ODOO
ugbboobodgbod O

OO0z CcOOUObDoOo,booocoboooog
oooooooo,zgoroooooo,cd9an

v-Z 1* v *
*1* * v *1* 2* *
A N e ! 2o
Y \% 1*1 ’ V ’ y 2 2*2 1+ 1* 2*2 2*2
Y vw vy —v —v 2* 2" 2* L2
vwwvawvvv 602* 2"
vV ymez v 25
vwwxaxvvv e@ 3*22*2
wix Tz x v o 2
v y W x x V v 2* L2F
x . v 2
w 1*1* x 1*‘1*
1* *1* 1* *1*
1*1* 1*1*
2*1 1 4
2* 2* 3
> @0 %
2* 2* * 3@96 2 2*9 *g
2* 4 2*2"‘
2*
2*
4 1*1* ‘ 1* :
1*1*1* 1*1*1*
1* 1*
1* 1*
e% 0.0.
08, 02’

0 5: Case 20000 00000000000

goooooooooooooon
000000, 00 (K. Inagaki, A. Matsuura,
Proc. of MATH2007, pp. 252-259, 2007) 0 00 O

8 Uuuuuubbooooood
good

gboboooboob,booboobooboan
uboboobog,oboboooobooooobon
gobooboobboooboobboo,bo
ugb,boobouoobbooboooboabo
gboboobooooobooboobooobooon, o
gboboboooobobobobooooon
O0o0oooO0 (brFA)ODODOOOOOOODOO
0000000000 (NFA)OOOOO.n0OO

- 114 -



ONFAODOOODOOODO DFADDODOO, O
goo2rrooodooooooooboooa
oooooooooooo,0oooo2ooag,
ddddddddddoooooooooooa
OnUd00000O0000oOooooooooo
ogodooouooooodgao

doooo,00b000oooooooooon
godoodo,0<a<2"—0ooooao
000 «00O0O0O,»n00 NFADO,OO0O0OO
O0DFAD 2" -0 O0O0O0O0O0O0OODODOOOO
00000000 (G. Jiraskovd, Rairo Theoret.
Inform. and Appl. Vol. 40, pp. 485-499, 2006)0
ododbo,0ddb0odoboobooooo4oo0od
00,000 «0000,00000 nO0 NFA
0000000000000 (J. Jirdsek et al.,
Proc. of DLT, pp. 254-265, 2007). 0000 O
000,0000 wwaryOOO0,000 00
0, 00000NFAODOOOODODOODOOO
00 (V. Geffert, Proc. of MFCS, pp. 412-423,
2006). DOODOO0OO,00000000000
oo 2, 3000000,00000000040
{0,1}00000,0<a<2n—200000
0000000000 NFADOODOOODOO
00 (Iwama et al., Theret. Comput. Sci. Vol.
301, pp. 451-462, 2003).

gooooooo,doooboooooood
goooooooo,oobooooooooo,a
godooodoon

Theorem 7 |(«—1)/3|]0000,00 n000O0
gboono,booooobobog28<a<3n—3
0000 «0000,00000DFAOOODO
O02"—a000000n00NFAOODOOODO

Theorem 8 |(a—1)/4|0 nO000000, a0
4000000,00000000000000
obooo37T<a<4n-50000 0000,
00000 DFADOOOD2"—O0O0000
nOONFAODOODOOD

oo,0070000,000000000

O0: OOONPAODOOOODOOOOOO,E
OCmODOOO0OOOO0DOOO,k>29,m>2,0
Or0D00000D00O00a=3+10000

NFAM, ODO0O0000D0O00COO

Ml = (Q7E7Q0567F)
Q == {t07"' 7tk71}u{807”‘ 73m—1}
= TUS
Qo = F = {to}
tit1 (0=0)
t; (2753, 0':1)
d(ti,o) =< so (1=3,0=1)
to (4§i§k—4,021)
[ B2 (i=4,0=1)
sj+1 (0 =0)
= =1
o) =4 1 V=0
tht?) (j:]-a g = )

M;OOOOOOOOOOOOOOoOOOoOoOoo
O “subset construction” OO0 OO OOOOO0O
ODFAODODO POOODO,TOOD0OO0OO
000 pPp, SOOODOOODOODO PsOODOO
O0OOOONFAM,OODOOODO DFAODCOO
O0000o0ooooooDOooO,000oooo
ooooo

Lemma 10 |Ps|=0,00 0< |Pp| <3000
ooo pPODOO,

1. |Ppl=0000,000000000000
oooon

2. |Pp|=100000 POOOOOOOOO
oo

3. |Pr|=200000 PO, [t,tiv1], [ti, tiye]
oododok00000000000404a, O
gooooooooood

4. |Prl=300000 PO [t tiy1,tipe) OO0
00 k00000000000,00000
00000000

Lemma 11 |Pg| =000 |Pp| >4000, 00
gooonon

1. {ti,ti_:,_g}CPDDDDDD PD7‘QS‘:1,
Qr|=|Pr|—2000000 QOOO0O0
ooooa

— 115 —



2. {t;,tiy3} C POOOOOOOO PO,
Qs| = 0, |Qr| = |Pr|—1000000
QUDO00O0O0O00OO00

Lemma 12 |Ps| > 1000, 00000000

1. {t;,tiys} C POODOOOO PO, |Qs| =
|Ps|, |Qr| = |Pr| -1000000 QOO
afufufsfalalaln

2. {ti,tiyst C POOOODOOOO PO,
@Qs| = |Ps| =1, |Qr| = |[Pr|+1D000O
000 QODOO00000000

00 10000,3%+10000000000
0000000000, 00 11, 12000, 00
0000000000000 000000000
000000,000000,00DFADOOOO
DO0o00o0oooon

Lemma 13 000000000 OOODOOODO
oono

0000000000,20080 30000000
0000000000000000000000

000 NFAM; 00000000000000
00000,00000000000 3k+2, 3k+3
000 NFAM,, M; 000000000000,
a=3k+1,3k+2 3k+3, k>9000000,
WV<a<3n-30000000 0000, 0
0000 DFAD 2" — 00000 NFADO DO
0000000000 O

00 80,000000NFAODOODODODOO
g, 0booobooobobooboboooboonoo
goboob,00boobboobooboo

guoooon

gaoon

1. Zhi-Zhong Chen, Tatsuie Tsukiji:
“Computing Bounded-Degree Phylogenetic
Roots of Disconnected Graphs”, Journal of
Algrithms, 59(2), pp. 125-148, 2006.

O 0O: The Phylogenetic kth Root Problem
(PRy) is the problem of finding a (phyloge-
netic) tree T from a given graph G = (V, E)
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such that (1) 7" has no degree-2 internal
nodes, (2) the external nodes (i.e. leaves)
of T are exactly the elements of V , and
(3) (u,v) € E if and only if the distance
between v and v in tree T is at most k,
where k is some fixed threshold k. Such a
tree T, if exists, is called a phylogenetic kth
root of graph G. The computational com-
plexity of PRy is open, except for k < 4.
Recently, Chen et al. investigated PRy un-
der a natural restriction that the maximum
degree of the phylogenetic root is bounded
from above by a constant. They presented
a linear-time algorithm that determines if
a given connected G has such a phyloge-
netic kth root, and if so, demonstrates one.
In this paper, we supplement their work by
presenting a linear-time algorithm for dis-
connected graphs.

. Tatsuie Tsukiji, Zhi-Zhong Chen:

“Computing Phylogenetic Roots with
Bounded Degrees and Errors Is Hard”,
Theoretical Computer Science, 363(1), pp.
43-59, 2006.

00: The DEGREE-A CLOSEST PHYLO-
GENETIC kTH ROOT PROBLEM (ACPRy)
is the problem of finding a (phylogenetic)
tree T from a given graph G = (V, E) such
that (1) the degree of each internal node
of T is at least 3 and at most A, (2) the
external nodes (i.e. leaves) of T are exactly
the elements of V, and (3) the number
of disagreements, |E @ {{u,v} : wu,v are
leaves of T' and dr(u,v) < k}| does not
exceed a given number, where dp(u,v) de-
notes the distance between u and v in tree
T. We show that this problem is NP-hard
for all fixed constants A,k > 3. Our major
technical contribution is the determination
of all phylogenetic roots that approximate
the almost largest cliques. Specifically, let
sa(k) be the size of the largest clique hav-
ing a kth phylogenetic root with maximum
degree A. We determine all the phylogenic



kth roots with maximum degree A that
approximate the (sa(k) — 1)-clique within
error 2, where we allow the internal nodes
of phylogeny to have degree 2.

. Zhi-Zhong Chen, Michelangelo Grigni,
Christos H. Papadimitriou:
“Recognizing Hole-Free 4-Map Graphs in
Cubic Time”, Algorithmica, 45(2), pp. 227-
262, 2006.
O0: We present a cubic-time algorithm
for the following problem: Given a simple
graph, decide whether it is realized by adja-
cencies of countries in a map without holes,
in which at most four countries meet at any
point. Key words. planar graphs, maps,
map graphs, cliques, graph algorithms.

. Zhi-Zhong Chen:
“New Bounds on the Number of Edges in
a k-Map Graph”, Journal of Graph Theory,
oooooog.
O00: It is known that for every integer
k > 4, each k-map graph with n vertices has
at most kn — 2k edges. Previously, it was
open whether this bound is tight or not. We
show that this bound is tight for k = 4. We
also laboriously show that this bound is not
tight for large enough k; more precisely, we

show that for every 0 < € < % and for ev-

140
Z 4le”

n vertices has at most (322 +¢)kn—2k edges.

ery integer k each k-map graph with
This result implies the first polynomial (in-
deed linear) time algorithm for coloring a
given k-map graph with less than 2k colors
for large enough k. We further show that
for every positive multiple k of 6, there are
infinitely many integers n such that some
k-map graph with n vertices has at least
(13K + 3)n edges.

. Zhi-Zhong Chen:
“Approximation Algorithms for Bounded
Degree Phylogenetic Roots”, Algorithmica,
gooooaa.
O 0: The Degree-A Closest Phylogenetic
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kth Root Problem (ACPRy) is the prob-
lem of finding a (phylogenetic) tree T from
a given graph G = (V,E) such that (1)
the degree of each internal node in T is
at least 3 and at most A, (2) the exter-
nal nodes (i.e. leaves) of T are exactly
the elements of V , and (3) the number of
disagreements, i.e., |E @ {{u,v} : u,v are
leaves of T' and dr(u,v) < k}|, is mini-
mized, where dr(u,v) denotes the distance
between u and v in tree T'. This problem
arises from theoretical studies in evolution-
ary biology and generalizes several impor-
tant combinatorial optimization problems
such as the maximum matching problem.
Unfortunately, it is known to be NP-hard
for all fixed constants A, k such that either
both A > 3 and kK > 3, or A > 3 and
k = 2. This paper presents a polynomial-
time 8-approximation algorithm for ACPRs
for any fixed A > 3, a quadratic-time 12-
approximation algorithm for 3CPRg, and a
polynomial-time approximation scheme for
the maximization version of ACPRy, for any
fixed A and k.

. Zhi-Zhong Chen, Takayuki Nagoya:

“Improved Approximation Algorithms for
Metric Max TSP”, Journal of Combina-
torial Optimization, 13(4), pp. 321-336,
020070 .
O 0O: We present two polynomial-time ap-
proximation algorithms for the metric case
of the maximum traveling salesman prob-
lem. One of them is for directed graphs and
27

its approximation ration is 5z. The other is

for undirected graphs and its approximatin

ratio is % — o(1). Both algorithms improve

on the previous bests.

. Akihiro Matsuura:

“A Note on Approximating Inclusion-
Exclusion for k-CNF Formulas”, IEICE
Trans. on Information and Systems, Vol.
E88-D, pp. 100-102, Jan., 2005.



O 0O: The number of satisfying assign-
ments of k-CNF formulas is computed us-
ing the inclusion-exclusion formula for sets
of clauses. Recently, it was shown that the
information on the sets of clauses of size
< |logk] + 2 already uniquely determines
the number of satisfying assignments of k-
CNF formulas (Amano et al., Information
Processing Letters, Vol. 87, pp. 111-117,
2003). The proof was, however, only exis-
tential and no explicit procedure was pre-
sented. In this paper, we show that such a
procedure exists.

. Akihiro Matsuura:

“Analysis of the Recurrence Relation Gen-
eralized from the 4-Peg Tower of Hanoi”,
Proc. of the Tth International Conference
on Optimization: Techniques and Applica-
tions (ICOTAT), pp. 155-156, Dec., 2007.
0 0O: This paper presents a brief note on
the analysis of the recurrence relation gen-
eralized from the recursive algorithm for the
4-peg Tower of Hanoi problem. We obtain

the solution for this recurrence relation.

. Kazumine Inagaki, Akihiro Matsuura:
“Winning Strategies for Hexagonal Poly-
omino Achievement”, Proc. of the 12th
WSEAS International Conference on Ap-
plied Mathematics (MATH2007), pp. 252
259, Dec., 2007.

0 0O : In polyomino achievement games, two
players alternately mark the cells of a tessel-
lation and try to achieve a given polyomino.
Bode and Harborth (Discr. Math. 212,
2000) investigated polyomino achievement
games for the hexagonal tessellation and de-
termined all but five polyominoes with at
most five cells whether they are achieved
by the first player. In this paper, we show
winning strategies for the three hexagonal
polyominoes with five cells called Y, Z, and
C, which were left open in the article by
Bode and Harborth.
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10. Akihiro Matsuura:

“Exact Analysis of the Recurrence Rela-
tions Generalized from the Tower of Hanoi”,
Proc. of the 5th SIAM Workshop on
Analytic Algorithmics and Combinatorics
(ALENEX/ANALCOO08), pp. 228-233,
Jan., 2008.

O 0O: In this paper, we analyze the recur-
rence relations generalized from the Tower
of Hanoi problem of the form T'(n,a, 3) =
min;<;<,{aT(n — t,a,3) + B(2" — 1)}. Tt
is shown that when o and (§ are natural
numbers and « > 2, the sequence of differ-
ences of T'(n,a, 3)’s, i.e., T(n,a, 8) =T (n—
1,a,3), consists of numbers of the form
B32¢ad (i, j > 0) lined in the increasing or-
der.
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1. Akihiro Matsuura, Hiroaki Tohyama:

“Computing the Vertex-Cover Polynomial
of a Graph with Some Limitation on
Edges”, SIAM Conference on Discrete
Mathematics (DM’04), Jun. 2004.

. Akihiro Matsuura:

“Analysis of Recurrence Relations General-
ized from the Tower of Hanoi”, 0 0 LA O
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uoboboooboo. ooooobobooabo
gbobooboooboobboobboooo
goboooboooboooobooboboo
uoboboooooboooobooboboooobooo
goooobD ,2,3000000000000¢0
oboooobbobbOn,mOO0OO00OODOO
ubooobobobobooooooboboaon
gooboooobooboboooboobooo

0 1. 00000000000000000000

o
oopooo oo0oooo
oooog B0 O(n(m +nlogn)) O(n(m + nlogn))
00 O(r*mlog(n?/m)) O NPOO
ooogg B0 O(nM(n,m)) ONPOUO
oo ONPDOO ONPODO

M(n,m): 000000 (nO,m0)0000000
0oooo

U 2. 000000000000000000O00O

oooooo
gooooo oboobd
gooog ONPOD ONPOD
gooog ONPOD ONPOD

U 3:00000000000obDo0oooooo
goooog

gooogo gooogo

00:00 00 O(min{k,v/n}kn?) O(min{k,\/n}kn?)
(k:000) 00 O(min{k,v/n}mn) O(min{k,/n}mn)

oo:00 O NPOD O NPOD

ooooooooooooo NPOOOOOD
ugboooboobon

gboobobooNPOOODODODOOODOOODO
goboboogboooboboogobooobooboo
ubooobooooobooboboomooogo
goboooboooboobbooboonoo
gobooobogobooboooooboboobooo
ubobooboobooboboobobooon
gboboooboboboobobonboooon
goobooooooon

ooogoobb:. boboooooooooooboon

lL.oggdgboboobboobboabbod
gboboobooobboooboooboboon
oboooNPOODODUODOODODODO
gobodg
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22000000000000000DODODO
oobooobobooooobooNPOOODO
ooooobooooooobobooooon
ubooboooboooboobooboob
ubboobogboboobobooboooo

. ubbogpobooboobbooboooboo
gbooobboobuoobboobaaoo
gmbooobbooboooboboooboon
gboogoobooobobooboboooo
O00000O0O[joo NPOOOOOQOODO
googn

4.00000000000000000000
gboboooobooboooobooooon 2.0
gooooobogn

5.00000000000000000000
000000000000000000000
000000000000000000(nm+
n?(g+logn))00000000000000
0000¢O000000000000000
00000000000000000000
00000000000000000000
oooooo

000000000000000000
00000000000000000000
O(n(m+nlogn) 000000000000
0D0000000000000000000
000

obooooooooobo2.,4.0000000
gogbos.00b00b000boboboooon
gobooooboooooooboobooobooboo
uboboobooaoo

gboooogoobo.:. 02010000000000

uboboobooboooboobobooobog 2020

2030 000o00oobobobobobobo
ugboobobuooouoobaobooobbodan
ugbobooboobooooboobooo

3.1 Ougoobooboooodn

oo0ovooooD A0OoO0oooGoooo

Ouw:A—- R, 000000000COOWN =

(G=(V,A),w)000000000R, 0000
0000000000000000ANDOOOO0
d=,d*:V ->R,000000¢:V >R,00
0000000000000000000000
0oooo

(SLP) Min. }  cgc(v)
s.t. (S v) > d(v),
0, 8) > d(v) (veV),
SCVW.

0000y (X,Y)0yH(X,Y)0000 XO00Y
000000000000y (S, {v})Oyt({v},S)
00000000 ¢ (S,0)0¢"(v,S)00000
00000¢*000000000000000
oooo

(i) ¢_(S7U) = )‘(va)7 ¢+(U7S) = )\(U,S),

(i) ¥~ (S,v) = k(S,v), YT (v, 8) = k(v,9),

(iii) ¥~ (S,v) = & (S,v), ¥vT(v,8) =
kT (v,9),

D000 XNX,Y)DDDDOD X00YyOoOoOooOo
O0000XNY #0000 MX,Y) = 4000
000000x(X,Y)O XO00YODOOOO
D00000000000000XNY #000
O00ve X,weYOOOO (v,w) € ADD
O00000K(X,Y) = 4000004 (S,v)0
O0004&%(v,S) 000000000 SOODO
v00000000 SO000000000000
0000000000XNY #0000 & (S,v)
=&T(v,8) = +co0000@() 000000 (i)
D000000000000000GiH)0000
Doo000000000ad

goobod. goboboooobogoooobo
0o0o0oO0oO0oOoO0OOO0OO0OD (WOOOOOoOoO
Oclv))DOODDOO0OOOOOOOOODODOOOO
gooooobobobooboobobobon
vbogbobuoooobobobobuooooo
goboboobobooobobooboboan
goooooboboboobooboooboobo
oooooooooobooaxoboboboooooo
gooooo
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000000 NOOOOO : A—Ry 00
gbooooooobobbg z:V—-=Ry 000
oboboobooooobon

—z(v) < 9p(v) < z(v)
0 < ¢p(a) < u(a)

O0000p(v) 0000 00 v00O0O00OODO
ugoo

dp(v) =

(veV) (1)
(a € A) (2)

Z ‘P(%w)_
(v,w)eA
0000000A (z;0)0 A (z;0) 000000
0:0000000000000 (—9¢(v)+z(v))
D000000000 (dp(v)+z(v)00000
gooobobbooooobobbooouooobobog
000000 N = (G = (V,A),w)00DOOO
d-,d":V-R,O0000veVOO0O0O0O00O0O
O0000000 ¢, : Ry =R, O00O00OO0O
ugoooooboooobooog

Nﬁn-E:Ueva(( v))

s.t. A (z;v) > d(v),
AHx;v) > df(v) (veV),
z(v) >0 (veV).

> p(w,v)

(w,w)eA

U000 00000000DDOO0ODO0ODbOO
obooboboobooboobooboobob

3.2 OUOooobobobouoooon

gboogoobooboobbooboooboo

00000000000000000000: O
000000000000000000000%
(=~ =y¢H)=\d=d"(=d")0000000
00000000000000000000

ugb 20000000000000040000
oboobobobob NPOOODOODO

O000[1j0000oooooooooooo
obobooooooooooNPODODODO
O000O00Q0C0ODO [120b0000ooOooo
gbobgooboobooooboood

gobobobooobobooooooooobooboobo
uboobuoobobobbobbooboon
goo

00 3 NPZDTIME(N™sleeNy0OoOooo0DO
Oc>00000000000000000000
000000000000000 clnd, o d(v)-
D0000000000000d

0 0 0 ONPZDTIME(N' slesNy 0O ON O
000000000000 NPOOODOD
O(NeslesNMYODOODOODODDOODOO
00000000000000000000000
000000000000-00000000 A
000000000000(ADD0O00O0DO0
00)/(000)0000 «0000000000
00000000000000

ubooobobooboooooboboo . 0bog
00000000000 NODODODODOOo
gbooboooobooboooobo

00 4000000000NOOOODOOODO
gbooboobobooboboobobgooon
gboogoobogoo

00 5 000000000ANOODOOOOOO
k, kKOODDODOOOOOOODODOOOOOO0O0
goog

(100 NPOODOODDOOOOOOOODOOOD
ubooboooboobobooboooboooon
gobooboobooboooooooboboo
uboobboobooboboobaoboo

3.3 Uuoougobbbobbouogo
0

gboboobooboboboooboobooon
gboogoobogoo

ugoobooob . booobboooooo
gbooboogobooobobooboobooon
VDDDDDDDDDDDDDDDDf:RKH
R,OODOD MOO0oeVOODOODOOOODO
O0000 Ry =R, OO0OOO0OO00ODOO
goooboboobooboboobooboo

Min. ~,cy co(z(v))
s.t. fle)>M, z(v) >0 (veV).

— 125 —



O00000 f:RY -ROOOOO0OOODOO
00000 z,y cRYO0D000 f(z) + f(y) >
fxAy)+ flzvy)DDDOODOODOOOOO
00z Ay)(v) = minfz(v),y(v)}, (2 Vy)(v) =
max{z(v),y(v)} 0000000000000 0O
D000000000000000000000
D000000000000000000000
ooood

f(x) = ) (min{X(zw),d (v)}

veV
+ min{X"(z;v), d*(v)})

M = > (d (v)+d* ()
veV

0000000000000000000000
oooo

0000000000000000000000
00000000000000000000000
0000000000000000000000
000000000 zeRY0OveVOOOODO
g(a) = f(x + axy) — f(z) (OO0O0Ox, 0 00O
000000000)0002,+1000000
000000000000000000000O0
00000002 0000000000000
00000000000000000000

00 6 000000MO0000000000O
0000000000000000000000
0 (14+ WY,y (d(v)+dH(v)-00000000

goboooooboooobooboobooon
ubboobooabbooboobbooonobg

0000000000000000000000
00: 000000000000000000
000000000dw) =k (veV))0OODO
0000000000000000000000
ooooooo

0000 VvVOOoOOoooO Fc2Y0n000n
000000000 F: RY - R,00000
d:F-R,0000000000000000
00000000000000

Min. F(x)

st Yexz(v) >d(X) (X €F),
z(v) >0 (veV).

000000000 FOOOOOO X,Y eF0O
0000XNY,X-Y,Y-X0O0O0O0OOOO
00000O00o0O000o0o0on
000000000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
00000000000 000000
00000000000000000000
ooo

ob0 700000oooon

/. FOOOODODOOOOOOOODOD0O0O
000(n?)00000000000FO000
D00000000000Q(n%q) 00000
ooo

2. FOOOOOOOOOOODOOOODOOOOO
D000D0000000000000000
00000O0(rlog?n) 0000000

. FOODOOOOOOOOONPOOOOOMD
00 FOOOOOOOOOOO0O0O0O0 Q(2%q)
oooooooo

O0000¢q002zeR, 0000 F(x)DODODOO
ooooboboooboor.goooboFOoonog
gboooboobobooooobooboboooo
oboboobooooobon

gbooobobooboobooooboo

U1000000000000000000O0
booboooobooooooooon

1. O(nm+n2(g+logn) 0000000

2. 000000 U0D00D0O0DOODO0O0OOOO
000000000O0(Mm(m+nlogn))000
googd

. Jgb0oobooboobooboorODn
gbobooboboobobooobooaoo
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4 0OO0oooobooooboooog
goad

0000 vooooo AOoOOO0ooooooo
G=(V,A)00000000n=|V[Om = |4
O000c¢c: A—-Ryc: A—- R, O00OO
oOoooOOooooOooogoodr: A— 274 0O
ubooobooboobooobooobaa
0000OO00OO0 oooooobooboobOo Go
gooooo cO00ob0 100000000
0000000000 dynamic networkd O O O O
N=(G=(V,A),ec,7) 0000

0o0ooooooooooooooogbs: vV —
R, O0000O00ODOODOODODOODOODOODO
vO0000b(v)DODODOO0ODOOOODOOOOO
O¢teVOUOOOOODOOOOOODODODOOOO
00D000000000000000, V) {t}
ugoobooo¢tooubboooooooooo
gooboooooobo+toooooooooo
uooob¢:guoouobboooooobnb o
Uoobooobboobobboooouoboooo
U0 D00o0oooooobbbooooogogo
oo iliggoobooooboobooooooboo
000000 -0000000000/00000
00 [3,32,33] 0000000000 1-0000
00 [200 0000000 000OoOoOooooo
ggoon

ggooooouooobobobbooogoooo
oooood (uwv) e A, 0e€{0,1,---, 7(u,v)},
k€ Z, 00000 fi((u,0),0) 000 kOO
(u,v) D0 AODOOUOOODOOOOOODOOOODO
fo((u,v),0) =0 (1 <6 <7(u,v) 000000
gdobooooooboobobooooooo
D0000000000000000 fil(u,v),6)
((u,v) € A, 0 € {0,1,--- ,7(u,v)}, k € Z4) O
00000 (a)0(b)0(c) 00000000000
O0oDoooNOOODOtOoOoOooooooo
ugon

(a) 00 OO (Capacity constraints): 0 OO
(u,v) € A, 0 € {0,1,--- ,7(u,v)}, k € Z+

o ogooo
0 < fr((u,v),0) < c(u,v) (4.1)

googooo

(by DODOOOOO (Flow transition): 00O
(u,v) € A, 0 € {0,1,--- ,7(u,v) — 1}, k €
Z, 00000

fk((u7v)v 9) = fk-i—l((uv U)> 0+ 1) (4'2)

gooooo

(¢ DODOO (Flow conservation): 000 v €
V\{}DkeZ, 00000

Z fk((uv U)>T(u?v)) +hk—1(v)

u:(u,w)EA

= > fil(v,w),0) + hy(v)(4.3)

w:(v,w)€EA

hi(v) >0

(k=0,1,---)

(4.4)
0000000000 fix((v,w),0)0000
k0O0D0OwOOOO02000000000
he(v)0000 KOOO0D00 00000000
00000000000000000000
000000000

goooooooobbbbadoogoga
ugboboooboboouobooobobooooo
O000000oO0oO0ooooobooOoO (uw,v) 0O
00000000 O0OO1I000000 (u,v)
00¢+100000000O000O00O0ODOOOODO
000cO0D0O0O¢t000Db 000000 kO
v(O0O00000000000 k—10000000
0000000000000 kO0O0000D00O
0000 rk00o0000000DO0O0000O00
ugoooobboboon

ooooooooobobobobobboebtog
goooooboboooboooboboooooo
ugbobooooouoboooobooooooo
O0oooOoooooOoooofo, 14j0ooo
ooogod

gobooooooooooboooooaoooo
uboodoboooobobooouoooooo
0000000000000 0o0ooouoo [o]o
00000000 N = (G = (V,A),e,r) 00
O0007T0000000000 0000 (time-
expanded network) V(T) 0000000 ¢: A —
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R,0000000 G(T) = (V(T),A(T))000
00000000V(T)00000000000
0000veVOOOOO(T+1)00000
v(0),---,0(T)000,000000000000
ooooo

v(T) = {v(0),

O000DAT)ODDODODODDODODOODODODOOOOoOo
(u,v) e ADDOOOO (w(8),v(0 + 7(u,v))) (0 =
0,1,--,7 — 7(u,v)) 000000 0u0 v 0O
T(u,v) 0000000 (T—7(u,v)+1) 00000
O000wveVOOOOTOOOOO (holdover
arc) (v(f),v(#+1)) (#=0,1,---,T—-1)000
yogoooooon

(T [ve V)

A(T) = {(u(8),v(0 + 7(u,v))) | (u,v) € 4,
0=0,1,---, T —7(u,v)} U {(v(d),
v@+1)|veV,0=0,1,---, T —1}.

0000000000 (w(6),v(d + 7(u,v)) 00
000000 ¢(u,v) 0000000000000
0000000000000000070000
0000 fOON(T)00000000D0000
0000
000000000000000000 v €
V\{$}00D+000000 10000000
000000.0000¢t0000000000
00000000000000¢eVOO00O
0000000000000000000000
0000000 7T00000000000200
0000000000000000000000
0000000000000000000000
000000000000000000Hoppe-
Tardos [14]00000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000Hoppe-
Tardos 0000 000000000000000
0000000000000000000000
0000000000000000000000
000000000000000000000

gbbogbooobbuoobboooboo
U

GO (V,A)00OOOOO0O0O000000000
000000O0Otreed 00000000000
000N =(G=(V,A),,r)00000000
0000000000000 000000 N =
(G=(V,A),¢,r)00000000000000
00ooo0o0ooo

gbobooboboobobboobobod
gboobo¢«toobobobobgoboobooooo
00000000 000000000000
uboogo<¢:obooboobooboboon
OO000DC0ODOO0«e0O0O0OpO0ODODOOOOD
goboobobooboobooboobbop00bDo
ubooobooobobobooobobooooan
gooobbooboobbobooboooboon
ggobooooobooobooboooobooboo
gbobooboobbooboobbooooo

(i) DoooooOoOoOoOoOoooboo

(ii) ()000000000000000000
0000oo

0000O0@GGE) D0D000000N000no
udgobobboooauooobobooodaunoed
udobboooobbouoooooooboooo
goooboooobobbooooobobobooo
0000003, D000D0@Ho00000
oyoubob -~00db0 cobooooooooon
00 (degree) 0O O (diameter) 0000 OO0
gdoooobbooooooooobbooooa
(i)D0000000OD0OD0O0O+¢+000000O00
00@3l0o0oUoo0ooUoooooUo r/c0n
udobboooobbooooboooboooon
00 (i) 0000000000000 0oooo
goo

O000000000000Do0G=(v,AOOo
oooooT=(V,E)DOOUOOOOOooooo
O00000A=E (= {(uv), (v,u) | {u,0} € E})
goodooooon

Oodo0odoooooooowee Voaoo
00000 Arriving TableD A, OO0 O0OO0OO0O0O
O Sending tabled S, 000 2000000000
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oooooboogooooboooobo kboooo
ooooOOoOoOooDooDOO kObOoDOOO0D
goo

Z fk((uv ’U),T(U,U)) +77k(v)
wi(u,w)eE

O00000000ny(v) = b(v) and ng(v) = 0
(k=1,2,--)000000000O0O0O0O KOO
00000 000 (0000000 toooo
000)0000ooooo

fk((v,v'),O)
OooOoo 1ocoooooboooooooooog

(4.5)

(4.6)

r 3

Flow rate

Time

O 1: An example of table[

00000000000000000000
0000000000 O 00000000
00000000 4000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
O(nlog?n) 0000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
000000000000 O@?) 000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
0000000

gbogbogboboboboooboobood
goboboobooooooboooboboboon

goboboogbooboooboboooboboo
Oo0O0». 0OoO0o00o0ooooooooooooo
OOoooOooode*obbbOOobbODbOOoboTO
Oodbou.*0bbboboboogooooobbobon
gbooboobobooboboobooboan
uboboopoooboboboooboboboon
gobooooobooooboooboboo
gbogbooboboboboboobobooo
gboogoobogoo

goboob booboobooo

O0: 00000000000 N = (T =
(V,E),c,1,b).

O0: 00000000 CHoOooooooo
ao ¢

goob o: wW=v, 700000 0 L00
O00vewdoooooono
00 A4,00000

o000 O0: LO0000ooonD «oon
00A4,0000 000 po)00
oooooo s, 0000000
p(v) 000000000000
Time(v)DODODOO

0000 O: mingeg Time(v*) = Time(v)
O00ov*e LOOOOOW =
WA\ {v*},L:=L\ {v*}.
D0O0T(W]O0OOOO0O0LODO
Ob0db0oOdO0ooonoL:=LU
(»}00D00000 WOOOO
v000000ooooooogn
00000000000 4,0
agn

0000 O: |W|=1000000 000 ¢
00000000000¢000
000000000000000
000000 CcEt) 000000
000000000000000
Od

gbhoboooboboobobooobobo
O000000LO0O0OO TW]oO oDOoooo
gboooooboogoo
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Ub s 0b0b0000ooboobobooDbo
o:toooogoo

ub 00000 «.00boobooobooogoo

O00do0+t0 « OO0O0oooootoooon
000w 00000000 (t,w)ODODODODOO
od0o0oo0oooooootooooo U000
D0000U,=U; U{wl0Us = (V —Uy) U {t)
o00. 0T, 0000000 t0O0000O
000000000 KOO TU,)J00OO000DOO
wiOOOOOOOODOOO0OO0OO000 k00 T[Ug]
godoodoot¢touooooooooooon
Ok0O000000000000d

lekQ, C(t):ma${k'1,k‘3}, C(U)Zkg
(4.7)
O00k00000000000000000
O000000000Time(w) = mingyer, Time(v)
000000000 dwO W, LO0O00O0O000O0O
000k < k00000 (47)000C«) < Clu)
000000000000C(H) =C)000. O
0o0o0oooooooooooooootooo

gbooooo O

gobooboooboooooooboooboobn
uboboooboboooboobooboobooobon
goboobooboobboooboon

00 8 0000000000O0O0O00O0O0O00
000000 O(nlog?n) 0000000000
oo

5 Uuuubnobuoooobon

0000000000000 vO £(0) > d0)
00002000000 f:2¥ -=ROd:2V =R
00000000 (V,fd0000000000
O00XCV-ROODDO f(X)>d(X)DOO
0000000 RCVOOOOODOOOOO [31).

Minimize |R|
f(X)>d(X) foral X CV —R
RCV.

subject to

0000 f0)>d®)00000000000O0O
000f04d000000000000000OOO

0000000000000 f0000000CO
00000004d00000000000000
00000000000000000 f:2Y »R
000000000000000VOOOoOOo
X,yooooo

fXO)+FY) 2 [(XUY)+f(XNnY) (5.1)

gobooboooobbboobooboboo
goobovobobo x,yooooo

fXO)+FY) 2 [(X =)+ f(Y = X) (52)

00000000000000d:2Y - ROO
oobooo0 X Ccvooooooooboo
veXUOOUODOUODO boouoooouoogoo

d(Y) > d(X) for all Y C X containing v.

000000000000000000000
0000000000000000000000
0000000000000000000000
00000000000000000000000
00@DO0000000000000000000
0000DMO0O0MO000000000o0ooon
00000000000000000000000
0000000000000000000000
0000000000000000000000
O0000MO000000000000000
0000000000000000000000
00000000000000000000000
0000000000000000000000
000000000000000000vVOO0O0
0 ADDDODOO GOOOODw: A—R,O
0000000000 N=(G=(V,A),u)00
0000000OR, 0000000000000
0000000ANDOOOOOp:V —-R,000
0000000000000000000000
ooo

Minimize |S]
subject to v (S,v) > p(v) for allv e V
SCV,

0000M(S,0) 00000000 N OO S-v
00000000000000000000000
00000000000000000000f0
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ooooooooooooobdboooooon
oooooobooboOoooooon

O00o0DOOoOO0O0b fO0O0b0OdODOOOO
ooooogooobooooooobooooooo
oooooooooboooboboooooooDo
OO0DO00DbOOo0DbOOoO0 fODODODOOdOODO
ooooobooboooooooooobooooooo
ooooooboooo

OO0O00O00OO0O0ObOOobOoobooDo
oofO0000O0DOOOOOOODOOdOO
Op:V—-RL 0000,

d(X) = max{p(v) |ve X}

Oo000,0000,00 7 :
oo,

V2 - Ry 00

d(X) =max{r(v,w) |[ve X,weV - X}

ugbobodgb,bouobbuoobbooboonn
gboogobooboopooboo.bobooobooboo
gbobooooobobobobobooooo
ugoboubooobooubobooboboo

goon
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1. S. Fujishige, K. Makino, T. Takabatake,
and K. Kashiwabara:
“Polybasic polyhedra: Structure of poly-
hedra with edge vectors of support size at
most 2”7, Discrete Mathematics, 280, 13-27,
2004.
O 0: In the present paper we introduce a
generalized concept of base polyhedron. We
consider a class of pointed convex polyhedra
in RV whose edge vectors have supports of
size at most 2. We call such a convex poly-
hedron a polybasic polyhedron. The class
of polybasic polyhedra includes ordinary
base polyhedra, submodular/supermodular
polyhedra, generalized polymatroids, bisub-
modular polyhedra, polybasic zonotopes,
boundary polyhedra of flows in generalized
networks etc. We show that for a pointed
polyhedron P C RY the following three
statements are equivalent:

(1) P is a polybasic polyhedron.

(2) Each face of P with a normal vector
of the full support V is obtained from a
base polyhedron by a reflection and scalings
along axes.

(3) The support function of P is a submod-
ular function on each orthant of RV .

This reveals the geometric structure of poly-

- 133 —

basic polyhedra and its relation to submod-
ularity.

. K. Makino, T. Uno:

“New algorithms for enumerating all maxi-
mal cliques”, SWAT 2004, Lecture Notes in
Computer Science, 3111, 260-272, 2004.

O 0O: In this paper, we consider the prob-
lems of generating all maximal (bipartite)
cliques in a given (bipartite) graph G =
(V,E) with n vertices and m edges. We
propose two algorithms for enumerating all
maximal cliques. One runs with O(M(n))
time delay and in O(n?) space and the other
runs with O(A*) time delay and in O(n+m)
space, where A denotes the maximum de-
gree of G, M (n) denotes the time needed to
multiply two n X n matrices, and the latter
one requires O(nm) time as a preprocess-
ing.

For a given bipartite graph G, we pro-
pose three algorithms for enumerating all
maximal bipartite cliques. The first algo-
rithm runs with O(M(n)) time delay and
in O(n?) space, which immediately follows
from the algorithm for the non-bipartite
case. The second one runs with O(A3)
time delay and in O(n + m) space, and the
last one runs with O(A?) time delay and in
O(n+m+ NA) space, where N denotes the
number of all maximal bipartite cliques in
G and both algorithms require O(nm) time
as a preprocessing.

Our algorithms improve upon all the exist-
ing algorithms, when G is either dense or
sparse. Furthermore, computational exper-
iments show that our algorithms for sparse
graphs have significantly good performance
for graphs which are generated randomly
and appear in real-world problems.

gboooboboobooood:
“b0ob0oboboboboooboboo
OO00o0ooooogor, FIT 2004, 3, 5-6,
2004.
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. M. Sakashita, K. Makino, S. Fujishige:
“Minimizing a Monotone Concave Func-
tion with Laminar Covering Constraints”,
ISAAC 2005, Lecture Notes in Computer
Science, 3827, 71-81, 2005.

O0: Let V be a finite set with |V| = n.
A family F C 2V is called laminar if for
arbitrary two sets X, Y € F, X NY # 0
implies X C Y or X D Y. Given a lami-
nar family F, a demand function d : F —
R, and a monotone concave cost function
F: RK — R, we consider the problem of
finding a minimum-cost = € RK such that
z(X) > d(X) for all X € F. Here we do
not assume that the cost function F' is dif-
ferentiable or even continuous. We show
that the problem can be solved in O(n?q)
time if F' can be decomposed into mono-
tone concave functions by the partition of
V' that is induced by the laminar family F,
where ¢ is the time required for the com-
putation of F(z) for any = € RY. We
also prove that if F' is given by an oracle,
then it takes Q(n?q) time to solve the prob-
lem, which implies that our O(n?q) time al-
gorithm is optimal in this case. Further-
more, we propose an O(nlog?n) algorithm
if F'is the sum of linear cost functions with
fixed setup costs. These also make improve-
ments in complexity results for source lo-
cation and edge-connectivity augmentation
problems in undirected networks. Finally,
we show that in general our problem re-
quires Q(2gq) time when F' is given implic-
itly by an oracle, and that it is NP-hard if
F' is given explicitly.

. S. Mamada, T. Uno, K. Makino, S. Fu-
jishige:
“A tree partitioning problem arising from
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an evacuation problem in tree dynamic net-
works”, Journal of the Operations Research
Society of Japan, 48, 196-206, 2005.

O00: In this paper, we present a first
polynomial time algorithm for the mono-
tone min-max tree partitioning problem
and show that the min-max tree partition-
ing problem is NP-hard if the cost func-
tion is not monotone, and that the min-sum
tree partitioning problem is NP-hard even
if the cost function is monotone. We also
consider an evacuation problem in dynamic
networks as an application of the tree par-
titioning problem. The evacuation problem
is one of the basic studies on crisis man-
agement systems for evacuation guidance of
residents against large-scale disasters. We
restrict our attention to tree networks and
consider flows such that all the supplies go-
ing through a common vertex are sent out
through a single arc incident to it, since one
of the ideal evacuation plans makes every-
one to be evacuated fairly and without con-

fusion.

. M. Sakashita, K. Makino, S. Fujishige:

“Minimum Cost Source Location Problems
with Flow Requirements”, LATIN 2006,
Lecture Notes in Computer Science, 3887,
769-780, 2006.

O O : In this paper, we consider source loca-
tion problems and their generalizations with
three connectivity requirements A, x and
k. We show that the source location prob-
lem with edge-connectivity requirement A
in undirected networks is strongly NP-hard,
and that no source location problems with
three connectivity requirements in undi-
rected/directed networks are approximable
within a ratio of O(In D), unless NP has an
O(N'egloe M_time deterministic algorithm.
Here D denotes the sum of given demands.
We also devise (14 In D)-approximation al-
gorithms for all the extended source loca-
tion problems if we have the integral capac-



ity and demand functions. Furthermore, we
study the extended source location prob-
lems when a given graph is a tree. Our
algorithms for all the extended source lo-
cation problems run in pseudo-polynomial
time and the ones for the source location
problem with vertex-connectivity require-
ments k£ and A run in polynomial time,
where pseudo-polynomiality for the source
location problem with the arc-connectivity
requirement ) is best possible unless P=NP,
since it is known to be weakly NP-hard,
even if a given graph is a tree.

. M. Sakashita, K. Makino, H. Nagamochi, S.
Fujishige:

“Minimum Transversals in Posi-modular
Systems”, ESA 2006, Lecture Notes in
Computer Science, 4168, 576-587, 2006.
00 : Given a system (V, f,d) on a finite set
V consisting of two set functions f : 2V —
R and d : 2¥ — R, we consider the prob-
lem of finding a set R C V of the mini-
mum cardinality such that f(X) > d(X)
for all X C V — R, where the problem
can be regarded as a natural generaliza-
tion of the source location problems and
the external network problems in (undi-
rected) graphs and hypergraphs. We give
a structural characterization of minimal de-
ficient sets of (V, f,d) under certain condi-
tions. We show that all such sets form a
tree hypergraph if f is posi-modular and d
is modulotone (i.e., each nonempty subset
X of V has an element v € X such that
d(Y) > d(X) for all subsets Y of X that
contain v), and that conversely any tree hy-
pergraph can be represented by minimal de-
ficient sets of (V, f,d) for a posi-modular
function f and a modulotone function d.
By using this characterization, we present
a polynomial-time algorithm if, in addition,
f is submodular and d is given by either
d(X) = max{p(v) | v € X} for a function
p:V — Ry or d(X) = max{r(v,w) | v €
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X, w eV — X} for a function r : V2 — R,.
Our result provides first polynomial-time al-
gorithms for the source location problem in
hypergraphs and the external network prob-
lems in graphs and hypergraphs. We also
show that the problem is intractable, even
if f is submodular and d = 0.

. S. Mamada, T. Uno, K. Makino, S. Fu-

jishige:

“An O(nlog®n) algorithm for the opti-
mal sink location problem in dynamic tree
networks”, Discrete Applied Mathematics,
154, 2387-2401, 2006.

00O : In this paper, we consider a sink lo-
cation in a dynamic network which consists
of a graph with capacities and transit times
on its arcs. Given a dynamic network with
initial supplies at vertices, the problem is
to find a vertex v as a sink in the net-
work such that we can send all the initial
supplies to v as quickly as possible. We
present an O(nlog?n) time algorithm for
the sink location problem, in a dynamic net-
work of tree structure where n is the number
of vertices in the network. This improves
upon the existing O(n?)-time bound [24].
As a corollary, we also show that the quick-
est transshipment problem can be solved
in O(nlog?n) time if a given network is
a tree and has a single sink. Our results
are based on data structures for represent-
ing tables (i.e., sets of intervals with their
height), which may be of independent inter-
est.

. K. Makino, U. Uno, T. Ibaraki:

“Minimum Edge Ranking Spanning Trees
of Split Graphs”, Discrete Applied Mathe-
matics, 154, 2373-2386, 2006.

0 0O: Given a graph G, the minimum edge
ranking spanning tree problem (MERST) is
to find a spanning tree of G whose edge
ranking is minimum. However, this prob-

lem is known to be NP-hard for general



10.

11.

graphs. In this paper, we show that the
problem MERST has a polynomial time al-
gorithm for split graphs, which have useful
applications in practice. The result is also
significant in the sense that this is a first
non-trivial graph class for which the prob-
lem MERST is found to be polynomially
solvable. We also show that the problem
MERST for threshold graphs can be solved
in linear time, where threshold graphs are

known to be split.

Y. Asahiro, T. Horiyama, K. Makino, H.
Ono, T. Sakuma, M. Yamashita:

“How to Collect Balls Moving in the Eu-
clidean Plane”, Discrete Applied Mathe-
matics, 154, 2247-2262, 2006.

O 0O: In this paper, we study how to col-
lect n balls moving with constant velocities
in the Fuclidean plane by k robots mov-
ing on straight track-lines through the ori-
gin. Since all the balls might not be caught
by robots, differently from Moving-Target
TSP, we consider the following 3 problems
in various situations: (i) deciding if k£ robots
can collect all n balls, (ii) maximizing the
number of the balls collected by & robots,
and (iii) minimizing the number of the
robots to collect all n balls. The situations
considered here contain the cases in which
track-lines are given (or not), and track-
lines are identical (or not). For all prob-
lems and situations, we provide polynomial
time algorithms or proofs of intractability,
which clarify the tractability-intractability
frontier in the ball collecting problems in
the Euclidean plane.

D. Gaur, K. Makino:

“On the Fractional Chromatic Number of
Monotone Self-dual Boolean Functions”,
FAW 2007, Lecture Notes in Computer Sci-
ence, 4613, 148-159, 2007.

0 O: We compute the exact fractional chro-
matic number for several classes of mono-

12.

1.
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tone self-dual Boolean functions. We char-
acterize monotone self-dual Boolean func-
tions in terms of the optimal value of an LP
relaxation of a suitable strengthening of the
standard IP formulation for the chromatic
number. We also show that determining the
self-duality of a monotone Boolean function
is equivalent to determining the feasibility
of a certain point in a polytope defined im-
plicitly.

K. Makino, S. Tamaki, M. Yamamoto:
“On the Boolean Connectivity Problem for
Horn Relations”, SAT 2007, Lecture Notes
in Computer Science, 4501, 187-200, 2007.
0 0: Gopalan et al. studied in ICALP06
connectivity properties of the solution-
space of Boolean formulas, and investigated
complexity issues on the connectivity prob-
lems in Schaefer’s framework. A set S of
logical relations is Schaefer if all relations
in S are either bijunctive, Horn, dual Horn,
or affine. They conjectured that the con-
nectivity problem for Schaefer is in P. We
disprove their conjecture by showing that
there exists a set S of Horn relations such
that the connectivity problem for S is coNP-
complete. We also show that the connec-
tivity problem for bijunctive relations can
be solved in O(minn|¢|,T(n)) time, where
n denotes the number of variables, ¢ de-
notes the corresponding 2-CNF formula,
and T'(n) denotes the time needed to com-
pute the transitive closure of a directed
graph of n vertices. Furthermore, we inves-
tigate a tractable aspect of Horn and dual
Horn relations with respect to characteristic
sets.
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“Approximation Algorithms for Source Lo-
cation Problems with Flow Requirements”,
goooboooooooooooonooon,
COMP2005-25, 43-50, 20050 6 O .
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O O: In this paper, we consider source lo-
cation problems with three kinds of connec-
tivity requirements, where the problem with
arc-connectivity requirement A is, for exam-
ple, to find a minimum-cost set S C V in
a given graph G = (V, A) with a capacity
function v : A — R4 such that for each
vertex v € V, the arc-connectivity A\~ (S, v)
from S to v (resp., AT(S,v) from v to S) at
least a given demand d~(v) (resp., d*(v)).
We show that the source location problem
with edge-connectivity requirement in undi-
rected networks is strongly NP-hard, which
solves an open problem posed by Arata
et al.[3], and that it is not approximable
within a ratio of O(In}_, .y d(v)), unless
NP has an O(N'°81°8N)_time deterministic
algorithm. We also study the source loca-
tion problems when a given graph is a tree.
We devise a pseudo-polynomial time algo-
rithm for the source location problem with
arc-connectivity requirement, and a poly-
nomial time algorithm for the source lo-
cation problems with two kinds of vertex-
connectivity requirements, where pseudo-
polynomiality for the arc-connectivity re-
quirement is best possible unless P=NP,
since it is known to be weakly NP-hard,
even if a given graph is a tree. We fur-
ther study the extensions of the source loca-
tion problems to take supply value of each
source into account, where the extended
problems has monotone concave cost func-
tions ¢, (v € V') which model the ones de-
pending not only on the fixed setup cost,
but also on the supply value. We devise (1+
In ", oy (d~(v) +d*(v)))-approximation al-
gorithms for the extended source location
problems if we have the integral capacity
and demand functions. This shows that our
approximation algorithm for the problem
with arc-connectivity requirement is opti-

mal.
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000 Mersenne 00O

NISTOOOOOODOOO [)|0O00DO
Mersenne 0 0000 0O000OO0DOOOO pOO
goobooogooobuoood

P-192: pigo = 2192 — 264 _ 1

P-224: pogy = 2224 — 296 41

P-256: Pase = 2256 _ 2224 4 2192 4 296 -1

P-384: pggq = 2384 — 2128 _ 996 4 232

P-521: psg = 2%21 — 1

P192U pa2all posel p3sallpsor DO D DO DO DTDO

00000000000 1.101.201.30 1.40 1.5
0oo (6, 16, 13]0

Algorithm 1.1 Fast reduction modulo pige =
2192 _ 264 -1

Input integer ¢ = (cs, ¢4, C3, Ca, C1,Cp), Where each
¢; is a 64-bit word, and 0 < ¢ < p2q,.

Output ¢ mod pjgs.

1. Define 192-bit integers:
S0 = (027 C1, CO)

S1 = (0 C3, 63)
S = (C Cy4, )
83 = (C5a Cs, 05)

2. Return sg + Ss1 + $2 + s3 mod pigs

Algorithm 1.2 Fast reduction modulo poyy =
2224 _ 296 +1

Input integer ¢ = (¢13,...,¢1,Co), where each ¢; is
a 32-bit word, and 0 < ¢ < p3,,.

Output ¢ mod paoy.

1. Define 224-bit integers:
so=(ce, 5, cay c3, C2, c1, 60)
= (c10, €9, ¢cs, c7, 0, 0, 0)
s2 = (0, cs, ci2, c11, 0, 07 0)
= ( )
=(0 )

Q

13, C12, C11, C10, C9, 7
0, 0, 0, ci3, 012, c11

2. Return sg + S$1 + S2 — 83 — S4 mod pagy

Algorithm 1.3 Fast reduction modulo posg =
2256 _ 2224 + 2192 + 296 -1

Input integer ¢ = (¢15,...,C1,Co), where each ¢; is
a 32-bit word, and 0 < ¢ < p3s.

Output ¢ mod pase.

1. Define 256-bit integers:
so = (c7, c6, €5, €4, €3, C2, €1, Cp)
51 = (c15, €14, €13, €12, €11, 0, 0, 0)
sy =(0, ci5, C14, 13, 12, 0, 0, 0)
S3 — (01 C14, O, 0, O, C10, Co, Cg)
s4 = (8, €13, €15, C14, €13, C11, C105 C9)
(c10, cg, 0, 0, 0, ci3, c12, c11)
(c11, cg, 0, 0, ci15, 14, €13, C12)
(c12, 0, c10, co, ¢8, C15, C14, C13)
sg = (c13, 0, ci1, c10, ¢o, 0, c15, C14)

S5 =
Sg =
S7 =

2. Return sg+ 251+ 289+ 83+ 54 — S5 — Sg — S7—
sg mod pase

Algorithm 1.4 Fast reduction modulo p3gqs =
2384 _ 2128 _ 296 + 232 -1

Input integer ¢ = (ca3,...,cC1, Co), where each ¢; is
a 32-bit word, and 0 < ¢ < pZg,.

Output ¢ mod p3g4.

1. Define 384-bit integers:
50 = (c11,C10, Co, €8, C7, Cg, C5, C4, C3, C2, C1, CQ )

S1 = ( 0 O 0 0 O C23,C22,C21, 0 0 O 0 )
S2 = (0237022,C21,0207019,618,0177016,615,0147613,012)
83 = (02070197018,01770167015,01470137012,02370227021)
54 = (€19,€18,€17,€16,C15,C14,C13,C12,C20, 0, €23, 0 )
S5 — ( 07 0 0 O C23,C22,C21,C20, 0 O 0 0 )
S = ( O7 0 0 O 0 0 C23,C22,C21, O O 620)
St = (022 621,C20,C197018,617,C167015,C14,0137612,023)
S8 = ( O7 0 0 0 0 0 0 023,622,0217020, )
Sg—(O 0 0 O 0 0 0623,02370 0 0)

2. Return sg+ 281+ So+ 583+ 84+ S5+ 5S¢ — S7—
sg — S9 mod P3sy4

Algorithm 1.5 Fast reduction modulo pso; =
2521 -1

Input integer ¢ = (c1041,---,C1,C0), Where ¢; €

{0,1}, and 0 < ¢ < p2,;.
Output ¢ mod pso2;.
1. Define 521-bit integers:

S0 = (010417 <o ey C522, 0521)
51:(0520, ceey C1 Co)

2. Return sg + s; mod pso1
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Extra Reduction

uboooob 1i1~1500000000000n
goo220b0gooobboobooboon
U0o00b0O0Opee00000000000D0O 11
gboboo2000b0boobogooobon

21. t«—sg+s1+59+s3
2.2. While t > pigp do:

2.3. t —t—pro2 (extra reduction)

2.4. end of while

2.5. Returnt

OD00000 1.10000 pee DOOOO0O0O
000O00o0oooooooo 210000 sgds O
so0ss 0000000 tO peo OO OOODOO
0000 23000000000 ¢t00 pree 00O
00000D00000 “extra reduction” O 0O
O0D000O0DOextrareduction 00000000
00d0d0oodDoooooooooooog
ooooocood

0000000000 extra reduction 0 00O
0000d00o00ooooooooooooog
01400000

gooboobogo

Standards for Efficient Cryptography Group
(SECG) OO O00oooooooooooooo
00000000 F, 000000000000
0000000000 000O0O0000 (2400
OO0O0oooooNISTOOOooooooooo
Mersenne 000 0p=2—c (cO0O0000DO)0O
O0oooooooooooogoo

p=2-c000000000000000
000000o0o0ooo0oo 21)jo00ooooo
0000000000 0ooooooooooon
O000000Oextra reductiond 0000000
00000 140000000000000000
p=2t-—c000000000000DO00O0O0
oooooood

1.3 Unified Code

Weierstrass U0 O OO O0O00O0O0O 20000
0000 20000000000000000
“unified code” O Brier 0 Joye 0 00O OO [15]0
00 F,0000000(x,y) =(X/2,Y/Z)D0O
ooo00oooooooooood

Algorithm 1.6 Unified point addition/doubling
formula

Input Py = (Xo,Y0,%), P = (X1,Y1,21) €

E(F;D)
Output P = Py + P1 = (X2,Y2, %) € E(F))
uy «— XoZ1, ue — X1Zp, t +— u1 + ug
81 Y021, s2 — Y1Zo, m «— s1+ s2
2z« ZoZa, f—zm, l—mf, g« tl
71?2 —uug +az?, we—r?—g
X5 — 2fw
Yy « 7(g —2w) — 12
Ty — 213
Return P, = (X», Y5, Z5)

® N o oA WD

Unified code 00000 2000000 200
O00O00000ooooODoOoOoSspPAODODODO
oboogooooooboboooo 14000
00000O0F,0000 Montgomery O 0O [22]
O00O000O0OoSspACODODOOOOOODOOO
Walter 0 0 O O [26]0

14 0000O0DOOO0ODO

00000000 0O0OoOoOoggd Mersenne
00000000 (ooooo11i~15)000
unified code (0O0O0O0OODO 1.6)000000O0
odooooooboooooooooooooo
0ooooooo i1voooooooooooao
oooooooon

Algorithm 1.7 Left-to-right binary method of el-
liptic point multiplication

Input G € E(F,) and k, where k£ =
(ktflktfg . 'ko), k; € {0, ].} for0<i<t-— 2,
and k;_1 =1

Output R = kG
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R—G
For ¢ from ¢ — 2 down to 0 do:
R~ 2R
If k; =1 then
R—R+G
end if

end for

® N o e WD

Return R

Extra Reduction 0 0O

000 Extra reduction 0000000000
O00o0o00o00oooooooooon

e 00 c«+—axbmodpldO 20000 ald
bOUOOooOooOooooO

eUJ0exbdbDOOOOODDOOOOOO
1.1~15 0000000000

e 000000 1.1~1.50000 2000 1.2
00000000000000000000
0000 s,00000000000000
00 p0000000p0000000 p0O
0ooQ

c+—axbmodpdOOOOODO Oextra reduc-
tionO0OO0D0OO0O0OO0OOO3000000000

e J0D0D0DO 20000 aO0bO0O0O0ODODOO
e a=0000
e g0 bU00ODODODOOOODO

00000000 Oextrareduction0 00000
O00o0o0ooooo

00 1.1 00000000000000000
0000000000000000Goo0000
00000 (@O0000 1.70000 5000
0000 unified code 0000 200000000
000 200000000000000 (@O0
00000 z0y000 2(=1)00)00000
ooo

obooooooon

Jligoooogd20dodooooooooon
0002000000000000 extra reduc-
tionJ OO0 O0O0000O0OODODO 100,0000000
00 a,b (0 <a,b < p)0000O0extra reduc-
tion0 0000000000000 0O0O0OO0OO0
O00000O0OO0FIPS 186260000000
O SHA-1OOOOOOOoOOooooooo

P-1920 P-3840 000000000 extra re-
duction 00 O000OOO0OOOODOODOODOOO
1.1~1.500000 2000000000P-1920O
s, 000000000000P-2240P-25600P-521
gooiood s, J0ooogoooogoonoa
P340 000000000 s;0000P-25600
00000 s; 000000 extra reduction 0 O
goooooogo

O 1: Probability of extra reduction with ran-
dom inputs, where p is a recommended domain
parameter.

‘Curve‘axbmodp,(a;éb)‘axamodp

P-192 0.69 0.73
P-224 0.30 0.27
P-256 0.11 0.20
P-384 0.65 0.69
P-521 0.25 0.33

gboogoobogoo

02000000200 0000000000
NISTOOOOOODOODOODDOO 00000 v
000000 extra reduction 0 OO0 O0O0O0O
00oooOoOoooooooo 1000000000
a(0<a<p)00O0ODODOOOOOODO

00000000000 z0y0000004d
ooddledoogoooooa

P-192:
T192 =188da80eb03090£67cbf20eb43a18800£4£

Y192 =07192b95££c8da78631011ed6b24cdd573f
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0 2: Probability of extra reduction with fixed
base point G = (zg,yq, 1), where p and G are

recommended domain parameters.

’Curve‘axxgmodp‘axygmodp

P-192 0.54 0.51

P-224 0.22 0.22

P-256 0.04 0.02

P-384 0.70 0.57

P-521 0.19 0.28
P-224:

T294: b70e0cbd6bb4abf7£321390b94a03c1d356¢

Y224: bd376388b5£723fbdc22dfe6cd4375a05a0

P-256:
Tos6: 6b17d1£2e12c4247£8bce6e563a440£2770

Yo56: 4fe342e2fela7f9b8ee7ebda7c0f9e162bc

P-384:
T384: aa87ca22be8b05378eblc71ef320ad746el

Y384: 3617deda96262c6£5d9e98bf9292dc29£8f

P-521:
T521: 0c6858e06b70404e9cd9e3ecb662395b442

Y521: 11839296a789a3bc0045c8abfb42c7d1bd9

O02000000000P-1920000000
0000 (O 1)000 extra reduction 0 0 0O O
ooobboooooou 0000y OODOO
O000000oooO0oO0o(oooi10o000O
oogooono

ooop-2240000000000 0000
00000 yOOOoOOoOOoOooooOoosOOnOOon
extra reduction D 000 O0O0OOOOO0OOOO
120000 00000000 cOOOOOOO
ci30 00000 sgs10so0000000OO
0000o0d0ddd ss00o0ooooooooo
0000000 dgs0000o0ooooooa

00000000000 000dextra reduction
0000000000P-2560P-3840P-521 00
do0odobOoooooobOooooa
00o0ooooooooboooooooon
0000000000 0Oextrareductiond 000
0o00oO0oDOOooosSpPAODDOODOOODOO

aoo

Walter 00 O0OD00O0ODODO Montgomery [
0000000000 O0o0OOoO 26000ooo
NISTODODODODODODODODOOOOOOOOoOoo
oooooooood

O00000oooooooooooooog
oooo

e 000 Mersennell pO0OO0OODO: OO
000000000 (DoDODOoODO 1.1~15
0000 1.20000000)

e 1JUDUDOODOUO 200 : unified code(O
00000 1.6)

O0000:000000((@UOoOooo Ly

gbooobooboobboobooboo

ubobooboboboboboboobon
gooooobogn

O000000 extra reduction 000 OO
ooooa

Unified code0 00 (DO0O0OO0O 1.6)0000
020 RLO0OO AOO0ODO (Xo=X10Yy=Y10
Zy=2)0000000000 10000 w0
000w 000000000000 s1O0s,00
0 (0002000000000 00Ud0w O
w 000000000 0000000 s10 s90
000000000000 extra reduction O O
0000000000000 000000o0o0g
oodooooo220000000000000d
odo0o00oooDoooooooooooooa
oo0oO0”1rgooooog
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0O 3: An Attack on P-192

k 1001 01 1 001 001 001 01 101101111 1000101101001 0101001O...
AD DDDADDADADDDADDDADDDADDADADDADADDADADADADADDDDADDADADDADDDADDADDADDDAD . ..
Uy —k—————k—k—k—k—k—kk—— sk k— k= k——— ok —k—k———— —k ok k ok ——k———kk—kkk—k—— ok —kkok—Kk
Ug —k————kk— Kk — ko ok — ok — ok ok — — ko k ok — ok —— Kk Kk k—k————— ok ok ok — =k —— ok ko kokkkok—kkkokokkkokok |
S1 —kk————k— ok ——Fokk— ok ——k——k——k— Kk —kk—k———k———kkk——k——k— ok ——k————— k——kkok—%
S ok ok ok ok o ok — Ok ok K ok — ko — Ok K Kok Kk — — Kk — — kK ok — Kk — —k — ok ——k—k—— ok —k ok kok—k
Difference -——y-Yy--y---y----vy----y-y--y--——---YV--—-"-Y--—--Y--Y——-Y-—-Y--Y-——-Y- ...

Recovered AD

————— YYYYY-YYY-YYY——-YYY--YYYYYYYY—————YYY--YYY--YYYYYY-YYYYYYYYY-YYY ...

ooo

0000 p1920 00000000 30000
030 0000k0000DbO00O0 200000
000000000000 1920000 k00D
00o0o0ooOOoooOooooobooOoooboOoooon
oooooo‘ADoDU0o0oO0ooonDoood
000 (00000 1.7)0bo0oooOooo 20
000 ADDOODOOO (200)po0O0OCDOO
00000000 «00wduds:0so000
(000000 16) 00000000 (DDOO
00 1.1) 000 extra reduction 0000000
0000000 “’00extra reduction 0 00O 0O
doooooood

‘Difference’ 0000 0wu; O v OO OOO0O
extra reduction D O OO O0O0OO0OO s; 0 so
00000 extra reduction D 00000000
00Yooooobooooooyoooooo
unified code 0000000000 OODOODOOO
0020000000000 0d‘Recovered AD’
0o0dd0ooooooooooDoOoono Apd
0odoo00oO0ooOooDooobooooooan
o0‘yoOoooooooooooooAOdDd
do0oO DpO0OOOODOOOO

00 1.2 00000000000000O dunified
code00 0000 AOODOODOODO 71.70000
0 GGO0000o0ooo0ooo Gooooooo
00000DO0o0oOooooooooog 27 =1
000000000 w000 s;00000 extra
reduction 000000

goo

Extra reduction 0 000000000 ODO0O
gbooopoooboboboooboboooogaon

oboboooboobobooboobooon
gobboobooogoboooooboobooon

goboboobobooooooobboobDdextra

reduction0 000 O000O0OOOOOOO

1.5 000

OO0 F,00000000000000000
000000000000 O0DOO0O0oDOoooOog
O000p0d0OD0OONISTOODODOODOO
000 Mersenne 0 O00OO0OOO0OO0OOODOO
0000000Db0DOO000OO0OOooDoooDoog
O000000OMontgomery DO OO OOOOOO
0000000 extra reduction 0 0 O O O Extra
reduction0 00000000000 OOOODOO
0000 0OBrier d 0O unified code 00000 20
0000000000000 (200)0000OO
000000000 0DO0oOo0OooOooooog
0 0 OMontgomery 0 0 0 00O O extra reduction
000000000000 O0OOd unified code
0000000 SpPAODDOODOOODODOOO
Walter 00000000000 26000000
O0000000oooooooononnD Mersenne
000000000000 O000O SspPAODDOO
O00D0D00000000NISTOOOOOOO
0000000192000 0000000000
00000000000 OoOosSpPAODOODOO
ooooooooogoodg

2 Oooobouoobuobboo
21 00O0OO

O00000OO0OIEEEDANSIOISOOCRYP-
TRECOOODOOODOOOODOODOOO
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gobogobooooboooboobooooo
ugobdobobobdbobobdaboboan
udbobdoooboooobbooooboooooo
gobooobooooboobobooobooo
dobbooobooouobooboooooooo
dobbooobobuooooboobboon
O0o0DoOoOO0ORSADOOOOOOOOOOO
udobboooooobbooobbooonoo
gooooobooooboooobobooooo
goboooboooooooboobooobooboo
gdaad

0000000000000 Q@+« kP (kOD
O00pPOQOOOOOOOO)0O0ODOOOODOO
udooboboooooooouobbooooooo
godoboboooobobooooboboooon
gboboobooboobooboobooboon
00 (k000000000000 0DOO0DOO
000 k00000000 DO0ObOOoODOoOooOoon
gbooboooooooooooog

ugboboooobboooboobobooon
gooboooobooooboboooooboooon
00000 (SPA)O 0O 0O0O0O0ODouble-and-Add
alwaysUOOOO00ODODOOOOOOOOOOOO
O000000o0oooOoo 3,12[000000
O @MrPA)DODODODODODODOOOOOOOOOO
000000000 (000000000)3]0
gooooooon

DPAOODOODOODOODOOODOOD
udoboboooobbuooouoooobooon
goobooooobooooobboooooo
uboogooboobdooboobooobao
gooboooooobobooooboboboon
00000000000 GoubinOOOOOODO
O[roo000000oooooooooooono
oo oboobuoobuoboobuooo
gooooooboooboooobooooo
00 (Refined Power Analysis, RPA) 0 OO [7]0
O0O0ORPAODDOOODODOOOOOO (Zero-Value
Register Attack, ZRA) 00000000000
00 (10

b ooobbboooooouooo
goboooboooooooboobooobooboo
000000000000 [4]0National Institute
of Standards and Technology (NIST)O ANSIO

Standards for Efficient Cryptography Group
(SECG)D000O00O0n0OO0oOO0onoonnoar,
doodooooooug pobobobood
O0000o0o0o0ooooOoooooooooooo
0000000000 0o0oOoM4)ooooooo
dodddddddddoooooooooooa
(x,y) «— (X/Z,Y/Z)OOOOOoooOooooo
DDDDDDDDDDDD(ZA,y)D)\DDDDD
000000000000 (X,Y,2)ooxoo
00 Z0OOOOOOOOOOoOOoooOoooo
googa

doddoooooooobooboooooooad
O0000O0000O00oOoOooooOooooo
0000000 F,0NISTOOOOOOO0O0Ja-
cobian 00 0 (z,y) « (X/Z%,Y/Z3)0 Double-
and-Add always 00 000000000000
gooooooooooooooooooood
0000000 (2%y)0@MN+1,9)0(z,2Y) 00
O0000O0000O00oOoOooooOooooo
goooooono 200000000000
ddddddddddoodoooooooooa
ooo

22 000000

00do0d0oo0bOooopoooooooan
0000oD0O00o0ooooobOooooooooog
00dod0bOooDoobOOobOobOoboboooon
0o00o0ododbOOobOOoooOoboOoboooooo
000o0ooDoooooobOooooooooo
ooo0o0oOoooooooooooooOogF,
0o0doo0DOOdDodoooooponooOonO
000000000 MersenneOOOGQOGOQO pQd
00000000000 000000 [13]ONIST
oooo0oo0s50000F,0000000000
Mersenne 0 00000000 0000000
O000ooooo 6o

00 P-192:  pige =292 - 264 1

00 P-224:  pooy =222 — 2% 41

00 P-256:  pogg = 22°0 — 2224 4 2192 4 996 _ 4
00 P-384:  pggq = 2384 — 2128 _ 996 4 932
00 P-521:  pgo = 2921 — 1
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000 peo 00O DODODOODO2Y2 = 264 4
1mod p1oo 000 O0ODOODOOODOOAlgorithm
210000000000000000

0000000 2xamod p1oo000000O
0 0 Algorithm 2.10 000 ¢3 = 1 (00000
00000000000)de¢; =00¢5 =000
0000e00000DD (000D0DO00)D 64
00000000000 10000000000
ooooooo

Algorithm 2.1 Fast reduction modulo pigo =
2192 _ 264 -1

an integer c = (057 C4, C3, C2, C1, CO)?

where each ¢; is a 64-bit word, and 0 < ¢ <
2

P1g2-

Output ¢ mod pigo.

Input

1. Define 192-bit integers:
so = (c2, c1, o)
S1 = (0, Cc3, 63)
S9 = (C4, C4, O)
s3 = (c5, ¢5, C5)

2. return sg+ s1 + s2 + s3 mod pig2

23 0ODO0OO00OO0OO0OOO0ODbOOoOO0

gboobobooobobooboooooboan
gbooboobobobbooobobooooon
gbgobobuoobouoobooooboan
ubooobooobobooboooooboan
gbooooboboboobobooooboon

000000 (SPA): SPAOOOOOOOOO
gooooooooooboooooooooon
00 Algorithm 220 000000000000
0000 k00000 100000000000
dodoooooooooo 200000ooo
0ooooooooonooobookoboboooo
ooo

SPA 0000 OAlgorithm 2.30 0 0O O Double-
and-Add always 0 0 Montgomery ladder 0 O O
godddddddoooooooououoooa
0oooo (3,11, 120

000000 (DPA): DPAOOOOOOOO0O
0000000000000000000000
00000000000000000000000
0000000000000000 [9)0DPAD
00000000000000000000000
00000000000000000(0O00)0
0000000000000000000DPAD
0000000000000000000000
0000000000000000000000
00 (00D0)000000000000000
00000000000000000 DPAOO
000000000000 (000000000)
0000000000000000 [3)0

00000000000000000 (z,y) «
(X/2,Y/Z)DDODOQ € F; 00000 (X :
Y:2Z)00 (X :0Y :02)000000000
000000000000 ¢eF 000000
00 (2,y)) 0000000 (fz,0y,0) 00000
0000000000000000000000
0000000000000000000000
0000000000O0000000DPAOD
nfululn

000000 (RPA)DODOO0 (ZRA): DPA
00000000000000000000000
0000000000000000000000
000000000000000000 (7000
00000000 00000000000000
00 0000O0O0OO0O0RPAF]OOODOOOOO
ZRA[1)000000000000000000
0000000000000 200000000
000D0000000000000000000
0000000000000000000000
0000000000 000000000000
0000000000000000000000
00000000

RPAD ZRADODOOOOODODOOODOOOO
00000000000 [27,10]0

Algorithm 2.2 Left-to-right binary method

Input a point P, an integer k, where k =
(kt—1ki—2 - ko)2
OQutput kP
1. R—~0O
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for ¢ from¢ —1 down to 0
R+ 2R

If k; =1 then

end if

end for

2
3
4
5. R—R+P
6
7
8

return R

Algorithm 2.3 Double-and-Add
method

always

Input a point P, an integer k, where k =
(kt—1kt—2 - ko)2
Output kP
1. R[0]=0

for ¢ from¢ —1 down to 0
R[0] < 2R]0]
R[1] — R[0] + P
R[0] — R[ki]

end for

NS oA N

return R[0]

24 0O000O0O0oOooOobObDOObOOOO0O0
goooo

0000000000000 D00O00O0oogo
000000000000 O000DOoOoDOoo
000000000000 0p >3000000
a,beF,04a® +2702 200000000000
F,00000 EOODOODOO

E:y =a34ax+0 (2.1)

O0F,00000000NISTOOOOOOOO
Jacobian 0 O OOO0OOO0O0O0DODODOOOOO
ubgboboobooboboboboooao
gobooo

obooboooooon

000000000000000000000
P 00000000000 D000000000
0000000000000000000000
0000000000000000000000
0000000000000 GoubinODOODD
000 700000000000000000
0[1,4000000000000000000
00000000000000000000

00000 Algorithm 23 0000O
0 POk = (k-tki—2...ko)» 00 OO
K; = Yo, k2029 0000050
00000000000000 K;PO0OOOO
000000000

t—1
K;p= Y k2 01=p

i=t—1—j

000000-,0000000000000000
O (K;' mod n)P, D00DOO000D;000
00000000 ROO0OOO
0000kKDO0O00O00 Kj1 = (k1. ki_y)
000000000000000000 k_1_;0
000000000000000000

ek 1 ;=0000K; =2K, ;000000
O (K;'modn)R 000000000000
000 R, 00000000k ;=000
0000000000000

e 00000000000k ,;=1000
K;=2K; 1 +1000000

oobodbokbO0b0O0obooboboobonog
Oobo0o0okbO0O0O0O00OO0OoOoooooooo

obooooooooood

OO0 F, 00 NISTOOOOOOOOOOO
DuwpuwyOQOOQOUOODOOODODODOOOODOODOO

Py=(2"y), ADODODODOOOO

gboobobobob pOooboboo [4]|:J

200 4000002000 Fem 000000000
O0000000OF- 000000000000000
Py=(z)y)D0O0DDODOOD
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00000 (z,y) « (X/Z,Y/Z)0O0OO0000
D00D09eF00000ADODDOOOD
00000X=2%0Z7Z=000000000
0000000000000000000000
OO0DDOO0ONISTOOOOO F,000000
(SECGODO0D000D00DND00D)O00O
00 p000 sparse 0000000000000
000000000

000 A=10000022000000000
20 mod p1o; 0000060 100000000
0000000000000000060 000
00000 640000000 10000000
000000000000X =200 Z=600
0000000000000000000000
000000000 (40000000

0000000000000000 0000
0000000000000000000000
000 RO0OO0DO0OOO0DOOOO00O24
0000000000000000000000
oooooo

ugboobooaoo

gboboooobobobooobobogon
ubbooboaood

O0F,0NISTOOO0O00OD0O0O0OOO0O00O
00000000 pOsparse0 000000
000000000 Jacobian 00 (z,y) «
(X/z2,y/z3)Ooooono

e 100000DDOO0O0DODDOOOOODODO
(z,y) 000000000000 ¢ €eF)O
0000 (0%, 0%y,0) 000000
00000000000000000000
ooooood

0000000 Double-and-Add always O
(Algorithm 2.3) 00000

00020000 Algorithm 2400000
googoobon

IEEE 1363-20000 000000000 F,00
OO0 Jacobian OO O OOOOO 200000
0000 Algorithm 24000 B0 OO0 0000
OooooOooooooboOooooooboobooo

ooboboooboobooooboebO0OODO
OOooDOoOooOoOoOooOoNISTOOoooOooo
U0 e=-30000

Algorithm 2.4 Point doubling in terms of Ja-
cobian coordinates

Input Pl(Xl,Yl,Zl) S E(Fp)
Output Py (XQ, Y5, ZQ) =2P

—_

T — X1

T — Y

T3 — 74
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1. Chunhua Su, Jianying Zhou, Feng Bao,
Guiling Wang, Kouichi Sakurai:
“Chapterl0 Privacy-Preserving Techniques
in Data Mining, Digital Privacy: The-
ory, Technologies, and Practices”, Auer-
bach Publications, 2007 0 12 0.

00 : In today’ s information age, data col-
lection is ubiquitous, and every transaction
is recorded somewhere. Data mining is be-
coming increasingly common in both the
private and public sectors. Industries, such
as banking, insurance, medicine, and retail-
ing, commonly use data mining to reduce
costs, enhance research, and increase sales.
However, their real concern is that their in-
formation should not be misused. The fear
is that once information is released, it will
be impossible to prevent misuse. To do this,
we need technical solutions that ensure data
will not be released. This chapter presents
some suggestions for defining and measur-
ing privacy preservation. We have shown
how these relate to both privacy policy and
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practice in the wider community, and to
techniques in privacy-preserving data min-
ing. We apply the privacy-preserving sta-
tistical databases techniques and crypto-
graphic protocols to a scheme to preserve
the privacy of a dataset when executing dis-
tributed data mining.

gaon

1. Yasuyuki Sakai and Kouichi Sakurai:

“On the Vulnerability of Exponent Recod-
ings for the Exponentiation against Side
Channel Attacks”, IEICE Transactions on
Fundamentals of Electronics, Communica-
tions and Computer Sciences, E88A, No.1,
154-160, 20050 1 0.

O 0O: In this paper we propose a new side
channel attack, where exponent recodings
for public key cryptosystems such as RSA
and ECDSA are considered. The known
side channel attacks and countermeasures
for public key cryptosystems were against
the main stage (square and multiply stage)
of the modular exponentiation (or the point
multiplication on an elliptic curve). We
have many algorithms which achieve fast
computation of exponentiations. =~ When
we compute an exponentiation, the expo-
nent recoding has to be carried out be-
fore the main stage. There are some ex-
ponent recoding algorithms including con-
ditional branches, in which instructions de-
pend on the given exponent value. Con-
sequently exponent recoding can constitute
an information channel, providing the at-
tacker with valuable information on the se-
cret exponent. In this paper we show new
algorithms of attack on exponent recoding.
The proposed algorithms can recover the se-
cret exponent, when the width-w NAF and
the unsigned /signed fractional window rep-

resentation are used.
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2. Yasuyuki Sakai and Kouichi Sakurai:

“Timing Attacks against a Parallelized RSA
Implementation”, IPSJ, Vol. 45, No.8,
1813-1822, 20040 8 0.

O0O: We discuss timing attacks against
RSA using the parallel modular exponenti-
ation. We describe a parallel algorithm for

4 mod n.

the modular exponentiation y = =
Then timing attacks against the parallel
implementation are demonstrated. When
we have two processors, which perform the
modular exponentiation, an exponent d is
scattered into two partial exponents d(©
and d, where d© and d) are derived
by bitwise AND operation from d such that
d® = d A (0101---01) and dV) = d A
(1010---10)2. Two partial modular expo-

c (0)
nentiations yg = z?

1
$d( )

mod n and y; =
mod n are performed in parallel us-
ing two processors. Then we can obtain y
by computing y = yoy1 mod n. In gen-
eral, the hamming weights of d© and 4
are smaller than that of d. Thus a fast
computation of the modular exponentiation
y = 2? mod n can be achieved. We describe
a timing attack against RSA with and with-
out the Chinese Remainder Theorem (CRT)
using the parallel modular exponentiation.
Both the secret exponents d,, = d mod p—1
and d; = d mod ¢ — 1, where n = pgq,
are scattered into two partial exponents, re-
spectively. We show that timing attacks are
still applicable to that case.

. Yasuyuki Sakai and Kouichi Sakurai:

“A New Attack with Side Channel Leak-
age during Exponent Recoding Computa-
tions”, Cryptographic Hardware and Em-
bedded Systems — CHES 2004, Springer
LNCS No. 3156, 298-311, 2004 0 8O

OO : In this paper we propose a new side
channel attack, where exponent recodings
for public key cryptosystems such as RSA
and ECDSA are considered. The known
side channel attacks and countermeasures



for public key cryptosystems were against
the main stage (square and multiply stage)
of the modular exponentiation (or the point
multiplication on an elliptic curve). We
have many algorithms which achieve fast
computation of exponentiations. When
we compute an exponentiation, the expo-
nent recoding has to be carried out be-
fore the main stage. There are some ex-
ponent recoding algorithms including con-
ditional branches, in which instructions de-
pend on the given exponent value. Con-
sequently exponent recoding can constitute
an information channel, providing the at-
tacker with valuable information on the se-
cret exponent. In this paper we show new
algorithms of attack on exponent recoding.
The proposed algorithms can recover the se-
cret exponent, when the width-w NAF and
the unsigned /signed fractional window rep-

resentation are used.

. Dong-Guk Han, Tetsuya Izu, Jongin Lim,
and Kouichi Sakurai:

“Side Channel Cryptanalysis on XTR Pub-
lic Key Cryptosystem”, IEICE Trans. Fun-
damentals, Special Section on Discrete
Mathematics and Its Applications 2005,
1214-1223, .

O0: The XTR public key cryptosystem
was introduced in 2000. XTR is suitable for
a variety of environments including low-end
smart cards, and is regarded as an excellent
alternative to RSA and ECC. Moreover, it
is remarked that XTR single exponentiation
(XTR-SE) is less susceptible than usual ex-
ponentiation routines to environmental at-
tacks such as the timing attack and the dif-
ferential power analysis (DPA). This paper
investigates the security of side channel at-
tack (SCA) on XTR. In this paper, we show
the immunity of XTR-SE against the sim-
ple power analysis if the order of the com-
putation of XTR-SE is carefully considered.
In addition, we show that XTR-SE is vul-
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nerable to the data-bit DPA, the address-
bit DPA, the doubling attack, the modi-
fied refined power analysis, and the modi-
fied zero-value attack. Moreover, we pro-
pose some countermeasures against these
attacks. We also show experimental re-
sults of the efficiency of the countermea-
sures. From our implementation results, if
we compare XTR with ECC with counter-
measures against “SCAs”, we think XTR is
as suitable to smart cards as ECC.

. Dong-Guk Han, Jongin Lim, and Kouichi

Sakurai:

“On security of XTR public key cryptosys-
tems against Side Channel Attacks”, Pro-
ceedings of Information Security and Pri-
vacy (ACISP 2004), LNCS 3108, 454-465,
20040 70.

0 0: The XTR public key system was in-
troduced at Crypto 2000. It is regarded
that XTR is suitable for a variety of en-
vironments, including low-end smart cards,
and XTR is the excellent alternative to ei-
ther RSA or ECC. Previous works remarked
that XTR single exponentiation (XTR-SE)
is less susceptible than usual exponentiation
routines to environmental attacks such as
timing attacks and Differential Power Anal-
ysis (DPA). In this paper, however, we in-
vestigate the security of side channel at-
tack (SCA) on XTR. This paper shows that
XTR-SE is immune against simple power
analysis under assumption that the order
of the computation of XTR-SE is carefully
considered. However, we show that XTR-
SE is vulnerable to Data-bit DPA, Address-
bit DPA, and doubling attack. More-
over, we propose countermeasures that pre-
vent the proposed attacks. As the pro-
posed countermeasure against doubling at-
tack is very inefficient, a good countermea-
sure against doubling attack is actually nec-
essary to maintain the advantage of effi-
ciency of XTR.



6. Dong-Guk Han, Tetsuya Izu, Jongin Lim

and Kouichi Sakurai:

“Modified Power-Analysis Attacks on XTR
and An Efficient Countermeasure”, In-
formation and Communications Security
(ICICS 2004), LNCS 3269, 305-317, 2004
O110.

O 0O: Han et al. presented a nice overview
of some side channel attacks (SCA), and
some classical countermeasures. However,
their proposed countermeasures against
SCA are so inefficient that the efficiency of
XTR with SCA countermeasures is at least
129 times slower than that of XTR with-
out them. Thus they remained the con-
struction of the efficient countermeasures
against SCA as an open question. In this
paper, we show that XTR can be also at-
tacked by the modified refined power anal-
ysis (MRPA) and the modified zero-value
attack (MZVA). To show validity of MRPA
and MZVA on XTR, we give some numer-
ical data of them. We propose a novel ef-
ficient countermeasure (XTR-RSE) against
“SCAs”: SPA, Data-bit DPA, Address-
bit DPA, Doubling attack, MRPA, and
MZVA. We show that XTR-RSE itself with-
out other countermeasures is secure against
all “SCAs”. From our implementation re-
sults, if we compare XTR with ECC with
countermeasures against “SCAs”, we think
XTR is as suitable to smart-cards as ECC
due to the efficiency of the proposed XTR-
RSE.

. Yasuyuki Sakai and Kouichi Sakurai:
“Simple Power Analysis on Fast Modu-
lar Reduction with Generalized Mersenne
Prime for Elliptic Curve Cryptosystems”,
O IEICE Transactions on Fundamentals
of Electronics, Communications and Com-
puter Sciences,, 0 E89A, No. 1, pp.231-
237, Jan.2006.

O 0O: We discuss side channel leakage from
modular reduction for NIST recommended
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domain parameters. FIPS 186-2 has 5 rec-
ommended prime fields. These primes have
a special form which is refered to as gener-
alized Mersenne prime. These special form
primes facilitate especially efficient imple-
mentation. A typical implementation of ef-
ficient modular reduction with such primes
includes conditional reduction. A condi-
tional reduction in modular reduction can
constitute an information channel on the
secret exponent. Several researchers have
produced unified code for elliptic point ad-
dition and doubling in order to avoid a sim-
ple power analysis (SPA). However, Walter
showed that SPA still be possible if Mont-
gomery multiplication with conditional re-
duction is implemented within the unified
code. In this paper we show SPA on
the modular reduction with NIST recom-
mended primes, combining with the unified
code for elliptic point operations. As Walter
stated, our results also indicate that even if
the unified codes are implemented for ellip-
tic point operations, underlying field oper-
ations should be implemented in constant
time. The unified approach in itself can
not be a countermeasure for side channel
attacks.

. Katja Schmidt-Samoa, Olivier Semay and

Tsuyoshi Takagi:

“Analysis of Fractional Window Recoding
Methods and Their Application to Elliptic
Curve Cryptosystems”, IEEE TRANSAC-
TIONS ON COMPUTERS,, VOL. 55, NO.
1,, JANUARY 2006.

0 0: Elliptic curve cryptosystems (ECC)
are suitable for memory-constraint devices
like smart cards due to their small key-
size. A standard way of computing elliptic
curve scalar multiplication, the most fre-
quent operation in ECC, is window meth-
ods, which enhance the efficiency of the bi-
nary method at the expense of some pre-
computation. The most established win-



dow methods are sliding window on NAF
(NAF+SW), wNAF, and wMOF, where
NAF and MOF are acronyms for nonadja-
cent form and mutually opposite form, re-
spectively. A common drawback of these
schemes is that only a small portion of the
numbers are possible sizes for precompu-
tation tables. Therefore, in practice, it is
often necessary to waste memory because
there is no table fitting exactly the avail-
able storage. In the case of wNAF, there
exists a variant that allows arbitrary table
sizes, the so-called fractional wNAF (Frac-
wNAF). In this paper, we give a comprehen-
sive proof using Markov theory for the esti-
mation of the average nonzero density of the
Frac-wNAF representation. Then, we pro-
pose the fractional wMOF (Frac-wMOF),
which is a left-to-right analogue of Frac-
wNAF. We prove that Frac-wMOF inherits
the outstanding properties of Frac-wNAF.
However, because of its left-to-right nature,
Frac-wMOF is preferable as it reduces the
memory consumption of the scalar multi-
plication. Finally, we show that the prop-
erties of all discussed previous schemes can
be achieved as special instances of the Frac-
wMOF method. To demonstrate the prac-
ticability of Frac-wMOF, we develop an
on-the-fly algorithm for computing elliptic
curve scalar multiplication with a flexibly

chosen amount of memory.

. Tatsuya Toyofuku and Toshihiro Tabata
and Kouichi Sakurai:

“ Program Obfuscation Scheme Using
Random Numbers to Complicate Control
Flow”, The First International Workshop
on Security in Ubiquitous Computing Sys-
tems (SECUBIQ 2005) in EUC Workshops
2005, Springer LNCS, pp.916-925, 2005
Dec..

OO : For the security technology that has
been achieved with software in the com-

puter system and the protection of the intel-

10.
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lectual property right of software, software
One
of those techniques is called obfuscation,

protection technology is necessary.

which converts program to make analysis
difficult while preserving its function. In
this paper, we examine the applicability of
our program obfuscation scheme to compli-
cate control flow and study the tolerance
against program analysis.

Yasuyuki Sakai and Kouichi Sakurai:
“Simple Power Analysis on Fast Modular
Reduction with NIST Recommended Ellip-
tic Curves,”, ICICS 2005, Springer LNCS,
pp-169-180, 2005.

O O: We discuss side channel leakage from
modular reduction for NIST recommended
domain parameters. FIPS 186-2 has 5 rec-
ommended prime fields. These primes have
a special form which is referred to as gener-
alized Mersenne prime. These special form
primes facilitate especially efficient imple-
mentation. A typical implementation of ef-
ficient modular reduction with such primes
includes extra reduction. The extra re-
duction in modular reduction can consti-
tute an information channel on the secret
exponent. Several researchers have pro-
duced unified code for elliptic point addi-
tion and doubling in order to avoid a sim-
ple power analysis (SPA). However,Walter
showed that SPA still be possible if Mont-
gomery multiplication with extra reduction
is implemented within the unified code. In
this paper we show SPA on the modular
reduction with NIST recommended primes,
combining with the unified code for elliptic
point operations. As Walter stated, our re-
sults also indicate that even if the unified
codes are implemented for elliptic point op-
erations, underlying field operations should
be implemented in constant time. The uni-
fied approach in itself cannot be a counter-
measure for side channel attacks.



11.

12.

Chunhua Su, Feng Bao, Jianying Zhou,
Tsuyoshi Takagiand Kouichi Sakurai:

“Privacy-Preserving Two-Party K-Means
Clustering via Secure Approximation”,
AINA Workshops, IEEE CS, 385-391, May,
2007.
0o:
and frequently used technique in data min-

K-means clustering is a powerful

ing. However, privacy breaching is a se-
rious problem if the k-means clustering is
used without any security treatment, while
privacy is a real concern in many practi-
cal applications. Recently, four privacy-
preserving solutions based on cryptography
have been proposed by different researchers.
Unfortunately none of these four schemes
can achieve both security and complete-
ness with good efficiency. In this paper,
we present a new scheme to overcome the
problems occurred previously. Our scheme
deals with data standardization in order to
make the result more reasonable. We show
that our scheme is secure and complete with

good efficiency.

Chunhua Su, Jianying Zhou, Feng Bao,
Tsuyoshi Takagi and Kouichi Sakurai:
“Two-Party Privacy-Preserving Agglomer-
ative Document Clustering”, ISPEC 2007,
Springer LNCS, 193-208, May, 2007.

ui:
data mining technique to analyze the large

Document clustering is a powerful

amount of documents and structure large
sets of text or hypertext documents. Many
organizations or companies want to share
their documents in a similar theme to get
the joint benefits. However, it also brings
the problem of sensitive information leak-
age without consideration of privacy. In this
paper, we propose a cryptography-based
framework to do the privacy-preserving
document clustering among the users under
the distributed environment: two parties,
each having his private documents, want to
collaboratively execute agglomerative docu-

13.

14.
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ment clustering without disclosing their pri-

vate contents.

Masaaki Shirase, Dong-Guk Han, Yasushi
Hibino, Ho Won Kim, Tsuyoshi Takagi:

“Compressed XTR”,
Conference on Applied Cryptography and
Network Security, LNCS 4521, 420-431,
XTR public key system was introduced at
Crypto 2000, which is based on a method

to present elements of a subgroup of a mul-

5-th International

tiplicative group of a finite field. Its appli-
cation in cryptographic protocols leads to
substantial savings both in communication
and computational overhead without com-
promising security. It was shown how the
use of finite extension fields and subgroups
can be combined in such a way that the
number of bits to be exchanged is reduced
by a factor 3. In this paper we show how
to more compress the communication over-
head. The compressed XTR leads to a fac-
tor 6 reduction in the representation size
compared to the traditional representation
and achieves as twice compactness as XTR.
The computational overhead of it is a little
worse than that of XTR, however the com-
pressed XTR requires only about additional
6.

O0: June, 2007

Sang Soo Yeo, Kouichi Sakurai, SungEon
Cho, KiSung Yang and Sung Kwon Kim:

“Forward Secure Privacy Protection
Scheme for RFID System Using Advanced
Encryption Standard”, ISPA Workshops
2007, Springer LNCS, 245-254, There
are many researches related to privacy
protection in RFID system. Among them,
Ohkubo’s hash-based scheme is provably
secure and it can protect user ' s privacy,
prevent location tracking, and guarantee
Unfortu-
nately, one-way hash functions, which play

forward security completely.

important roles in Ohkubo ’ s schem, can’



15.

t be implemented into the current RFID
tag hardware. So we propose a new secure
protocol for RFID privacy protection,
and it is a modified version of Ohkubo ’ s
scheme using Feldhofer’s AES module for
RFID tag. Our new scheme has almost all
of advantages of Ohkubo’s scheme and
moreover it can be embedded into RFID
tag hardware easily..

O 0O: August, 2007

Satoshi Hada and Kouichi Sakurai:

“A Note on the (Im)possibility of Us-
ing Obfuscators to Transform Private-Key
Encryption into Public-Key Encryption”,
IWSEC 2007, Springer, LNCS, 1-12.

0 0O : October, 2007 Transforming private-
key encryption schemes into public-key en-
cryption schemes is an interesting appli-
cation of program obfuscation. The idea
is that, given a private-key encryption
scheme, an obfuscation of an encryption
program with a private key embedded is
used as a public key and the private key is
used for decryption as it is. The security of
the resulting public-key encryption scheme
would be ensured because obfuscation is un-
intelligible and the public key is expected to
leak no information on the private key. This
paper investigates the possibility of general-
purpose obfuscators for such a transforma-
tion, i.e., obfuscators that can transform
an arbitrary private-key encryption scheme
into a secure public-key encryption scheme.
Barak et al.
sult, which says that there is a determin-

have shown a negative re-

istic private-key encryption scheme that is
unobfuscatable in the sense that, given any
encryption program with a private key em-
bedded, one can efficiently compute the pri-
vate key. However, it is an open problem
whether their result extends to probabilistic
encryption schemes, where we should con-
sider a relaxed notion of obfuscators, i.e.,
sampling obfuscators. Programs obfuscated

— 165 —

by sampling obfuscators do not necessar-
ily compute the same function as the orig-
inal program, but produce the same dis-
tribution as the original program. In this
paper, we show that there is a probabilis-
tic private-key encryption scheme that can
not be transformed into a secure public-
key encryption scheme by sampling obfusca-
tors which have a special property regarding
input-output dependency of encryption pro-
grams. Our intention is not to claim that
the required special property is reasonable.
Rather, we claim that general-purpose ob-
fuscators for the transformation, if they ex-
ist, must be a sampling obfuscator which
does NOT have the special property.
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